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1 Introduction

1.1  What is Antamedia HotSpot ?

Antamedia HotSpot is a WiFi Hotspot management software which helps you in controlling and billing your customers
for the Internet usage. Antamedia HotSpot does not require any client software installations. It uses captive portal
technology to display login page in the customer browser. Upon connecting to your network (using WiFi or cable),
customer will be prompted to enter valid username and password to get the Internet access. After successful login,
your customer will see the remaining time and bandwidth quota, expiration date and other relevant info. HotSpot keeps
track of customer usage and shows warning message when the account is due to expire, helping a customer to refill
the account and continue using your service without interruption. Software includes billing, statistics and reporting with
many useful features. It is hardware independent and you can use any type of access points, routers, switches and
other equipment to control your Internet.

© 2019 Antamedia 1
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2  Requirements

In order to control wireless users, Hotspot software has to be set up on a gateway computer in your network. For
minimal Hotspot configuration you need 3 devices:

- Hotspot gateway PC

- Internet modem/router

- Wi-Fi device for providing access to users (Wi-Fi router or access point)

System requirements for Hotspot gateway PC:

CPU: 2 gigahertz (GHz) or faster 64-bit (x64) processor

RAM: 4 gigabyte (GB)

NIC: 2 network interface cards, for maximum performance we recommend using Intel PRO/1000 (EXPI9400PTBLK)
network adapters

0S: Windows Server 2003, Server 2008, Server 2012, XP, Vista, Windows 7, Windows 8.1, Windows 10. We recommend
Windows Server OS with DHCP and RRAS roles configured within OS.

We strongly encourage you to install HotSpot on SSD drive because it can significantly improve software performance.
Most modern computers have one network card built in, the other one you will need to purchase and install to
computer's PCI slot. Please connect one network card to the Internet router and other one to Wi-Fi device that your
customers will use to access Hotspot. If you plan to use a Wi-Fi router to provide access for customers, please connect

it to Hotspot server PC using LAN (not WAN) port.
HOW TO CREATE A HOTSPOT

CONNECTING NETWORK CARDS ON YOUR PC

-, ¢ NIC2192.168.137.1

© SUBNET 255.255.255.0
GATEWAY NOT NEEDED

DNS8.8.8.8,8.8.4.4

NIC1192.168.118.130
SUBNET 255.255.255.0

GATEWAY 192.168.118.1
DNS 8.8.8.8 or ISP DNS

Antamedia HotSpot
ICS enabled

NIC 1 ﬁWAN) connects e

to the Internet NIC 2 (LAN) connects your
- Internet Router customers in Local Ne

- Cable Modem - Access Point

-3G /4G Modem - Switch

- Switch connected to the Internet - WiFi Router

Please note that the Hotspot server network cards cannot be bridged. Hotspot (Internal) network should work in a
different IP range than the External network. Please refer to the diagrams for the example IP settings.
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2.1 Network Adapters Setup

Here are detailed step by step instructions how to set gateway computer network adapters to work with HotSpot NAT,
Windows RRAS, Windows DHCP Server role or ICS:

v’ Static IP address is configured on NIC1, the network card connected to the Internet router/modem.

e |Itis recommended to set same IP address that is already assigned dynamically by router.

e To see which IP NICT1 has currently assigned, go to Windows Control Panel - Network and Sharing Center
screen

e Click on Change adapter settings link and double click on the NICT (Internet) network adapter

L& Network Connections - O *
T @ <« MNetwork and Internet » MNetwork Connections » w Search Metwork Connections @
Organize = Disable this network device Diagnose this connection » T~ [l 0
— | MICT (Internet) = NICZ (Local)
&_L! Metwork 3 &g _ Unidentified network
@' Intel(R) 82574L Gigabit Metwork C... T Intel(R) 82574L Gigabit Metwork C...
Zitems  1item selected - =

e From General tab press on Details button.

@ NICT {Internet) Status ®
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Ma network access
Media State: Enabled
Duration: 00:25:47
Speed: 1.0 Gbps
Activity
1
Sent —— | —— Received
Bytes: 8,566,245 | 376,279,829
| QProperh’es | | GDisabIe | | Diagnose |
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e Here you will see all current network
¢ connection details that you need to set as static

MNetwork Connection Details *

Network Connection Details:

Property Walue
Connection-specific DN...
Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00H0C-23-E3-DD-38
DHCF Enabled Mo
IPvd Address 152.168.118.130
IPv4 Subnet Mask 255255 255.0
|Pv4 Default Gateway 1521681182
IPvd DNS Servers aa88

8844
IPvd WINS Server

MetBIQS over Tepip En...  Yes

LinkJocal IPvE Address fedl:82cflac:4426:8013%3
|PvE Default Gateway

|IPv6 DNS Server

e After that go to Windows Control Panel — Network and Sharing Center screen.
¢ Click on Change adapter settings link.
e Right-click on NICT (Internet) and select Properties from menu.

L& Network Connections - O d
T @ <« Network and Internet » MNetwork Connections v O Search Metwork Connections 9@
Organize = Disable this network device Diagnose this connection » E|Z: ~ [ 0
o~ | NICT (Internet) = | NIC2(Local)
%! ] k!  Unidentified network
%77 @ Disable @ Intel(R) 82574L Gigabit Network C...
Status
Diagnose

$ Bridge Connections

Create Shortcut

@ Delete

® Rename

G Properties

Zitems  1item selected f== =
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e Select Internet Protocol Version 4 (TCP/IPv4) and click Properties button.

0 NICT (Internet) Properties *

Networking  Sharing

Connect using:
ﬂ Intel{R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

9% Cliertt for Microsoft Networks ~
g File and Printer Sharing for Microsoft Networles

Bl 05 Packet Scheduler

8 Intemet Protocol Version 4 (TCP/IPv4)

i Link-Layer Topology Discovery Mapper /0 Driver

[ -2 Microsoft Network Adapter Muttiplexor Protocol

~&. Microsoft LLDP Protocol Driver W
£ >
e
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

e Click Use the following IP address radio button and enter details that you get from ipconfig previously

Internet Protocol Version 4 (TCP/IPvd) Properties =
General

You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an [P address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 118 . 130

Subnet mask: 255 .255.255. 0

Default gateway: 192 . 168 . 118, 2

Obtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 3 .8 .8 .8

Alternate DMNS server: 3 .8 .4

4
[ validate settings upon exit
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e Enter IP address (e.g. 192.168.118.130)

e Click in Subnet Mask field, value will be set automatically based on IP address, be sure thatis same as in
Network Connection Details

¢ |P address of the default gateway (IP of the Internet router).

e Enter DNS addresses, it is recommended to use DNS addresses of your ISP or public DNS service such as
Google (8.8.8.8,8.8.4.4).

e Click OK and close all dialog windows

v’ Static IP address is configured on NIC2, the network card connected to your internal network.

Please note that for this card you need to configure IP address (e.g. 192.168.9.1) and subnet mask (e.g. 255.255.255.0)
but not Gateway IP

v Note: that Internet modem/router cannot be used as DHCP server for your local network clients. DHCP server must
be configured only for the local network. Windows 7, Windows 8.1 and Windows 10 DHCP Server can not provide
more than 253 IP addresses for local network. If you want to use more than 253 addresses you can set it from
Windows Server 2003, Windows Server 2008 or Windows Server 2012 DHCP Server role. Also, you will need to set
subnet mask which will give you this ability. Be sure that you prepare all network devices on local network to use
same subnet mask. Bellow are some of examples

IP range (network - broadcast) Subnet Mask  IP Quantity

192.168.137.0 - 192.168.137.255  255.255.255.0 256
192.168.136.0 - 192.168.137.255  255.255.254.0 512
192.168.136.0 - 192.168.139.255  255.255.252.0 1024
192.168.136.0 - 192.168.143.255  255.255.248.0 2048
192.168.128.0 - 192.168.143.255  255.255.240.0 4096
192.168.128.0 - 192.168.159.2565  255.255.2240 8192
192.168.128.0 - 192.168.191.255  255.255.192.0 16384
192.168.128.0 - 192.168.255.255  255.255.128.0 32768
192.168.0.0 - 192.168.255.255 255.255.0.0 65536

© 2019 Antamedia 6
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2.2  Network Topology Examples

Here you can see several network topology examples that can give you better insight into how you should set switches,
access points and routers on a local network in order to control it from HotSpot gateway PC.

Devices in Local Network obtain Antamedia HotSpot
IP address automatically NIC2192.168.137.1
Subnet 255.255.255.0

18 AL ICS enabled
‘7 > -

Subnet 255.255.255.0
Gateway 192.168.1.1

‘ NIC1(1CS) 192.168.1.2
DN58.8.8.8,8.8.44

Access Point / WiFi Router

P 192.168.137.5 Router
Subnet 255.255.255.0 IP192.168.1.1
Gateway 192.168.137.1 ADSL
DNS8.8.8.8,8.8.4.4
Aﬂm;a Intrnet
Devices in Local Network obtain Antamedia HotSpot
IP address automatically NIC 2 192.168.137.1

Subnet 255.255.255.0 [+~

'f HE S ICS enabled
= (((0 é— —~
- Access Point / WiFi Router Ejlljlcnr]e(tlgg)s 1295251265%102
IP192.168.137.10 @ Gateway 192.168.1.1
Subnet 255.255.255.0 DNS8.8.8.8,8.8.4.4
Gateway 192.168.137.1 Switch
DNS8.8.8.8,8.8.4.4

Router
’ (¢ — | IP192.168.1.1
AN\

ADSL
Access Point / WiFi Router
IP 192.168.137.20
Subnet 255.255.255.0
‘ Gateway 192.168.137.1
¥ . DNS8.8.8.8,8.84.4 Internet

© 2019 Antamedia
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(- <o

Access Point / WiFi Router Antamedia HotSpot
e P192.168.137.10 NIC 2 192.168.137.1
"‘*—%P _ Subnet 255.255.255.0 Subnet 255.255.255.0
i = Gateway 192.168.137.1 il (1101} ICS enabled
E | DN58.8.8.8,8.8.44 =
([ & NIC 1 (ICS) 192.168.1.2
(( @ Subnet 255.255.255.0
. - Gateway 192.168.1.1
Access Point / WiFi Router DNS 8883, 8.8.44
1P 192.168.137.20
Subnet 255.255.255.0
Gateway 192.168.137.1
DNS8.88.8,884.4 Router
| 1P 192.168.1.1
Ethernet Connection ADSL
Devices in Local Network obtain IP address automatically aver Switel @
Internet

ANTAMEDIA
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3 HotSpot Setup

3.1 Pre-installation Steps
Before installing Antamedia HotSpot software, please ensure that following conditions are met:

v Windows account on which software will be installed and used must has administrative privileges.

v Windows User Account Control is set to Never Notify level.

Go to Windows Control Panel — User Accounts screen
Click on Change User Account Control settings link
Move the slider to Never Notify level and click OK
Restart the computer to apply changes

v Windows Smart Screen is turned off.

Go to Windows Control Panel - Security and Maintenance screen.

Click on Change Windows Smart Screen settings

In new window select "Don't do anything (turn off Windows Smart Screen)” and press on OK
Restart the computer to apply changes

v Windows Defender exclusions are set.

e Go to Windows Control Panel - Windows Defender and click on Settings.
e Exclusion section press on "Add an exclusion” to exclude C:\Antamedia folder.
e Restart the computer to apply changes

v Static IP address is configured on NIC1, the network card connected to the Internet router/modem.

v’ There are no applications running on gateway PC that are using port 78, 80, 81, 82, 443, 463, 614, 12010, 1700, 1812,
1813 (IS, proxy software).

v’ Set computer to act as gateway on network using Windows Internet Connection Sharing / Routing and Remote
Access with DHCP Server role or with HotSpot NAT.

© 2019 Antamedia 9
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HotSpot Setup

Once when pre-installations steps are done you can proceed with HotSpot software installation. As soon you start
HotSpot software installer on computer you will get notification "Reboot Required”

‘ Antamedia HotSpot V6

ANTAMEDIA

Preparing to install

>>>> Reboot Required <<<<

Installer has updated your system. To proceed:
1. Please click the Reboot button

2. Set C:\Antamedia not to be scanned by Antivirus as some
incorrectly blocks our software. We guarantee it's clean

3. Run Installer again and complete installation

After that start HotSpot installer if it is not started automatically. Select "l accept terms in the license agreement” and

press on Next

© 2019 Antamedia

A Antamedia HotSpot V6

ANTAMEDLA

License agreement
Please read the following license agreement carefully.

This is End-User License Agreement ("EULA") and is a legal agreement between you -
(either an individual or a single entity), and ANTAMEDIA as a licensor. By installing,

copying or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this

ELILA. If you do not agree to the terms of this EULA, do not install, copy or otherwise use

Antamedia HotSpot Software.

1. Licensee, For purposes of this License, the term "Licensee”™ means the person,
company or entity that uses the Software under this License. The Licensee must accept
and agree to this License before installing or using the Software. License in the form of a
product or package label or confirmation e-mail will be sent to the Licensee and will
identify the Software licensed to Licensee under this License and the type of license(s)
granted to Licensee for each Software product.

2. Software and Documentation. "Software™ means the computer programs of the

licensed software product(s) in the form and version(s) provided to Licensee, together

with the associated media and corresponding Documentation. "Documentation”™ means

the end user manual and other documentation (induding print and “online™), if any,

provided to Licensee with the Software. hs

I accept the terms in the license agreement
[ 1 do not accept the terms in the license agreement

10
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HotSpot Setup

New window will give you option to choose between Express Install, Custom Install or Uninstall. We recommend you to
select Express Install and press on Next.

A

Y Antamedia HotSpot V6

ANTAMEDIA

Please choose the type of installation

Express Installation

Rec ded software i

Custom Installation

Install Remote HotSpot Operator or Database Server
on a different computer

Uninstall

Uninstall software

During HotSpot installation process you will be informed about current installation of required drivers, Database Server
and creating of required files. Reboot is required when process in completed.

ANTAMEDIA

Antamedia HotSpot V6 =

Completing Installation

Installing... Please wait

Installation may take up to one minute

Antamedia HotSpot has been installed to: C:\Antamedia'\HotSpot}
Installing Database Server

Configuring database

Antamedia Database Server has been installed to: C:\Antamedia‘\DBServer}
Please reboot

[J Enable Open DHCP (if you are not using ICS or other DHCP)

© 2019 Antamedia
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3.3 Setup Wizard

After reboot login on HotSpot. As soon it is started you will get Setup Wizard that will guide you through basic setup.

Windows Configuration

Setup Wizard

Please spend a minute to quickly configure
the most important options

o thanks, do not show the wizard again:

Start Wizard

Videos Help Support

HotSpot Setup

If you select :No thanks, do not show wizard again” and press on Close button, you will need to go to Setup - Network
tab and to set manually network adapters and autostart. Then press on Save and Start button.

A

ANTAMEDIA

ACCOUNTS

STATISTICS

o

OPERATOR

SETUP

N

LoGOUT

Whitelists URL Email

Network

Network Setup DHCF

HotSpot is ready.

Social Schedule Employees

Database Pages Internet Plans Free Access Options

Filtering Speed Boost Autologin

Please setup HotSpot as a gateway computer in your network
FPlease select correct netwark interfaces and press Start to activate HotSpot contral.

Internet

5

Connected to the Internet
Network Interface 1 Metwork Interface 2

Internet = Local =
192.168.136.128

|| Enable NAT (Internet Sharing)

192.168.9.1

=8

l Automatically Configure l

[ sen ] (swensd

Accounts 5 Online 0 Download 0 KB

WiFi Locations

Connected to your network i

Solutions  Support
Advertising License
Language Credit Cards

V6

Maximum users

= =

Buy License

Inactivity logout
200 S | Sec

DNS Redirector
208.67.222.222

Redirects devices with incorrectly
configured DNS to the correct DNS IP

How to configure ?
Hotspot Manual (FDF)
Windows Configuration (FDF)
Watch Video

Start Wizard

Upload 0 KB

© 2019 Antamedia
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If you click Start Wizard button, you will get ability to choose between two methods used for setup computer as
gateway. First is HotSpot NAT and second is Windows connection sharing. Select your method and press on Next to

continue.
Setup Wizard
STEP HotSpot computer should have two network cards. Please configure
the network interfaces.
1 I will use the HotSpot NAT to share my Internet connection
[T will the Internet Connection Sharing by myself
Antamedia HotS; Your Network

Internet ’
g ‘ LNetwork Interface 2
Local ~

Connected to your network |

=8

Videos Help Support

HotSpot engine has been started.

From new window you get instructions what are computer requirements and how to set i as gateway on network.
Press Next to continue.

Setup Wizard

STEP Configure connection parameters for devices in your network

2 Your Network This is how you have to configure
devices in your network:

1P from: 192.168.9.2
To: 192.168.9.254
(Exclude already taken IF addresses)

’ DNS: 208.67.222,222

Gateway: 192.168.9.1
These are connection details

of your HotSpot.
To automate this task, please
IF: 192.168.9.1 configure DHCP server to provide
DNS: 208.67.222.222 these parameters, and all devices wil
be able to obtain correct IP addresses
automatically.
A ]

HotSpot can control more than 253
dients, using different subnet mask
and an IP range.

Videos Help Support

HotSpot engine has been started.

© 2019 Antamedia 13
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HotSpot Setup

This windows give you ability to Personalize your HotSpot using Theme, Logo, Login page, use of Quick Survey or PMS
Integration. Press Next to continue.

Setup Wizard

Personalize your HotSpot

Please select & theme for pages displayed in the customer browser

| preview theme mbrowser | [ show theme fles |

" S—

Logo.png
@ WI-FI HOTSPOT

Login page
Login with Free Signup and Upgrade b

UseQuidkSurvey

Videos Help Support

Next Window give you ability to set and Configure Internet access options using plan. Press Next to continue.

© 2019 Antamedia

Setup Wizard

Configure Internet access options

Internet plan name

Download
1024 . | Kb (kbits) |~

Quota
50000 - MB @~
Unlimited quota

Enable autologin

After login, redirect customer to
http: ffwww.google. com

Price

$0.00

Upload
512 - |Kb (kbits)

Time Left
10 - h 0 < min

Unlimited time

Collect user data
Do not collect data ~

Videos Help Support

14
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Last window give Final notes regarding setup of HotSpot software. Press on Close Wizard to stop it.

Setup Wizard

Final Notes

Your customers can type LogMeOut keyword in a browser to logout automatically, or
ShowMelInfo to see info page with the current time and bandwidth values, expiration date etc.

Customer can refill the account by dicking on the Signup button, and typing the existing username

and password. After selecting a internet plan and paying with a credit card, the account will be
extended.

If you do not accept credit cards, you can print tickets or refills and sell them to the customers,
The Customer can use a ticket to login or use refill to extend an account. In every moment, you can
refil the customer account, modify account setting, change the download and upload rates etc.

Login {and other) pages can be served through the normal htip server and the secure https server.

If you need help, please check our manual or contact our technical support.
Thank you for using our software.

T would like to create accounts now
I would like to create accounts SIMPLE way, like an operator
I would like to modify Internet plans

I would like to configure free access options

Close Wizard

Videos Help Support

Be sure that network connections are properly selected from Network and press on Start

‘ HotSpot is ready.

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup DHCP Filtering Speed Boost Autologin WiFi Locations v6
it
Please setup HotSpot as a gateway computer in your network
Please select correct network interfaces and press Start to activate HotSpot control.
ACCOUNTS
Buy License
Inactivity logout
Your Network Sec
STATISTICS

DNS Redirector

‘ 208.67.222.222
w Internet Connected to the Internet Connected to your network .

Redirects devices with incorrectly

-y Network Interface 1 Network Interface 2 configured DNS to the correct DNS TP
OPERATOR Q —{mntemet - Local - —
[t92.168.136.128 ] 192.168.9.1 |
ﬂ [#] Enable NAT (Internet Sharing) 5.
|
- [ .
Automatically Configure l
SETUP How to configure ?
O Hotspot Manual (PDF)
yﬁ [ Srark ] [ Stop l Windows Configuration (PDF)
i ‘Z\ Watch Video
LOGOUT Start Wizard
Accounts 5 Online 0 Download 0 KB Upload 0 KB

© 2019 Antamedia 15
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4 Windows 7,8.1and 10

Antamedia software can be set on any Windows OS. Here will be given instructions for configuration of Windows
Connection Sharing that apply to Windows 7, Windows 8.1 and Windows 10.

To set up properly Antamedia HotS’gaon any of those Windows 0S, please follow these steps:
1. Complete pre-installation steps| 9

2. Setcomputer as gateway on network using Windows Connection Sharing or HotSpot NAT
3. Install and configure HotSpot software

4.1 Windows Connection Sharing with DHCP

Please follow these steps to configure computer as gateway on network using Windows Connection Sharing on
Windows 7, Windows 8.1 and Windows 10:

1. Go to Windows Control Panel — Network and Sharing Center screen.
2. Click on Change adapter settings link. Right-click on NIC1 (Internet) and select Properties from menu

lE) MNetwork Connections - O *
1+ @ <« MNetwork and Internet » MNetwork Connections w Search Metwork Connections @
Organize = Disable this network device Diagnose this connection » T~ [l 0
— | MNIC1 (Internet) = MICZ (Local)
&_g_ ] # Unidentified network
w7 @ Disable @ Intel(R) 82574L Gigabit Network C...
Status
Diagnose

) Bridge Connections

Create Shortcut

o Delete

%) Rename

Q Properties

Zitems  1item selected == =

© 2019 Antamedia 16
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3. From Properties menu go to Sharing tab.

@ MICT (Internet) Properties *
Metworking Sharing

Intemet Connection Sharing

AMlow other network users to connect through this
computer’s Intemet connection

[ Mllow cther netwark users to control or disable the
shared Intemet connection

Settings...

[ ok ]| concel |

4. Select only first option "Allow other network users to connect through this computer's Internet connection” and
press on OK.

5. Windows will give Local Network pop-up window with notification what actually is set and what you can expect.
Here you need to press on Yes.

Local Network

When Internet Connection Sharing is enabled, your LAN adapter will be
set to use IP address 192,168.137.1, Your computer may lose
connectivity with ather computers on your network, If these other
computers have static IP addresses, you should set them to cbtain their
IP addresses automatically. Are you sure you want to enable Internet
Connection Sharing?

| es | | Mo |

6. After that your NIC2 (Local) network adapter will have static IP address set to Windows default values,
192.168.137.1 and subnet mask 255.255.255.0.

Windows DHCP Server is activated and DHCP leases are given in 192.168.137.x range

© 2019 Antamedia 17
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7. You can check NIC2 (Local) network adapter settings. Make Right-click menu on NIC2 (Local) and go to Properties.

UE Network Connections - O >
N @ <« Metwork and Internet » Metwork Connections w | D Search Network Connections 0
Organize = Disable this network device Diagnose this connection  »» B ~ mH o
| NICT (Internet) - { NIC2 (Local)
*E  Metwork 3, Shared % .
@ Intel(R) 82574L Gigabit Network C.. | | @ Disable
9
Status
Diagnose
9 Bridge Connections
Create Shortcut
0 Delete
% Rename
G Properties
) 2items  1item selected == =

9. From NIC2 (Local) network adapter Properties find Internet Protocol Version 4 (TCP/IPv4) select it and press on
Properties button.

10. From New window you will see current configuration for NIC2 (Local) network adapter.

Internet Protocol Version 4 (TCP/IPv4) Properties x
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwize, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 137 . 1
Subnet mask: 255,255 .255 . 0

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: I:l

Alternate DNS server:

[ validate settings upon exit

o] o |
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4.2 Disabling of Windows DHCP

Windows DHCP Server is enabled by default when Windows Connection sharing is activated on NIC1 (Internet) network
adapter.

Only one DHCP Server can be used on local network. If you plan to use DHCP Server from your Router/ Access Point
for local computers on network, you will need to disable Windows DHCP Server first.

Disabling of Windows DHCP Server which is activated with Windows Connection Sharing can be done easy.
All' you need to do is to change NIC2 (Local) network adapter IP address to some other IP address.

Here is example where instead of default Windows IP address 192.168.137.1 and subnet mask 255.255.255.0 is set IP
address 192.168.10.1 with Subnet mask 255.255.255.0

& Network Connections — O it

1+ @ <« Metwork and Internet » Metwork Connections w | B Search Metwork Connections 0

Organize » Disable this network device Diagnose this connection  » EI: * [N e

= NICT (Internet) - { MIC2 (Local)
Network 3, Shared & Unidentified network

@ MIC2 (Local) Properties Internet Protocol Version 4 (TCP/IPv4) Properties >

Metworking General
Connect using:

‘You can get IP settings assigned automatically if yvour network supports

this capabiity. Otherwise, d to ask twork administrato
B Intel(R) 82574L Gigabit Network Connection 52 Fo'fﬂ‘?;p:p;,t:p,iame{;"f:tﬁﬁ;:"ee BSCYOUr nEBLOTk agministrator

Corfigy (C) Obtain an IP address automatically
This connection uses the following items: {® Use the following IP address:
¥ oM ;
% Client for Microsoft Networks IP address: 192,165, 10 . 1
gﬁle and Printer Sharing for Microsoft Networks
12005 Packst Scheduler Subnet mask:
i i
[w] Irlltemet Protocol ‘u"ersul:n 4 (TCP/1Pv4) . Default gateway: |:|
i Link-Layer Topology Discovery Mapper /0 Driver
[] & Microsoft Network Adapter Multiplexor Protocol _ )
& Microsoft LLDP Protocol Driver Obtain DNS server address automatically
< (@) Use the following DNS server addresses:
Install.... Uninstall Propa] Preferred DNS server: l:l
Description Alternate DNS server: l:l

Transmigsion Cortral Protocaol/Intemet Protocal. The def
wide area network protocol that provides communication

across diverse interconnected networks. [validate settings upon exit
ok ]| canl |
OK
r
2items  1item selected == =

Client computers now don't receive DHCP leases from Windows on gateway computer. DHCP Server should be set and
configured from the Router/Access Point on local network.
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5  Windows Server 2003

Antamedia software can be set on Windows Server 2003 the same way as on Windows 7, Windows 8.1 or Windows
10. However, for medium to large sized networks (more than 200 users), we recommend using Windows Server's
DHCP service to provide IP addressing and Windows Routing and Remote Access to share the connection.

To set up Antamedia HotSpot on Windows Server 2003, please follow these steps:
1. Complete pre-installation steps[ 99

2. Install and configure Windows DHCP server service

3. Install and configure Windows Routing and Remote Access service

4. Install and configure HotSpot software

5.1 Configuring DHCP service

Note: If you configure a DHCP server on computer, you have to disable DHCP server option on all other devices (Wi-Fi
routers, Access Points etc.) in the same subnet. Follow these steps to install and configure DHCP service:

1. To start DHCP server installation, go to Start Menu, select Manage Your Server and click Add Or Remove A Role link
in the window.

& Manage Your Server ;|g|5|
Manage Your Server

Search Help and Suppark
Server:

Tools and Updates

3 Adding Roles to Your Server

Adding roles to your server lets it perform specific tasks. For add of remave a role Administrative Tools
example, the filz server role enables your server ko share files, To Mare Taols
add a role, start the Configure Your Server Wizard by clicking Add ar

) Read about server roles
remave a role. ;

Windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced

3 Managing Your Server Roles Security Corfiguration

After vou have added a role, return to this page at any kime For
toals and information ko help wou with wour daily administrative
tasks., See Also

;‘) Mo roles have been added to this server. To add a role, click

Help and Support
&dd of remove a role,

Microsoft Techiet
Deployment and Resource Kits

List of Common Adrministrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

¥ Don't display this page at logon

© 2019 Antamedia 20



Windows Configuration

' ‘ Windows Server 2003
ANTAMEDIA

2. Click Next in the first screen and wait while Windows analyzes network connections.
3. Onthe "Configuration options” page select Custom configuration and click Next.

Configure Your Server Wizard

Configuration Options
‘You can add a commaon set of roles ko this server, or vou can customize this server by specifying the
roles ko add or remove,

Configure this server using:

" Typical configuration For a first server

Simplify the setup of a new netwark by adding a common set of roles for a first server, This option sets
up this server as a domain controller by installing the Active Directory directory service; installs DNS
server and DHCP server (if required) for IP address management; configures netwark routing; and
ackivates a security firewall,

Custamize this server by adding the roles, such as File server, print server, or application server, that
wou wank it ko perform. You can also use this option ko remove existing roles from this server,

= Back I Mext = I Cancel Help

4. Inthe list select DHCP server and click Next.

Configure Your Server Wizard

Server Role
“fou can set up this server to perform one or more specific roles. If you want to add more than one
role ko this server, wou can run this wizard again.

Select a role. IF the role has not been added, vou can add it. IF it has already been added, you can
remove it If the role vou want to add ar remove is nat listed, open Add or Remaove Programs,

Server Role | Configured | DHCP server

File Server Mo

SharePoint Services Mo

Prink Serwver Mo CHCP (Dynamic Host Configuration
Application server (115, ASP.NET) Mo Protocal) servers assign IP addresses
Mail server (POP3, SMTF) Mo to network clients.

Terminal server Mo

Rermote access [ WP server ko Read about DHCP servers

Domain Controller {Active Directory) Mo

DS server Mo
DHC

Streaming media server Mo
WINS server Mo

< Back I Mexk = I Cancel Help
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5. Click Next on the summary page, after a few moments New Scope Wizard window will open, click Next button.
6. Enter the name and description for the scope.

New Scope Wizard

Scope Hame —
‘t'ou have to provide an identifying scope name. Y'ou also have the option of
providing a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: IHS-DHEF‘

Description: IDHCF‘ Server for Hotzpot network

< Back

7. Enter the range of IP addresses and subnet mask that will be distributed to clients.

New Scope Wizard

IP Addrezz Range ——
‘rou define the scope address range by identifying a set of conzecutive 1P

addresses.

Enter the range of addresses that the zcope distributes.

Start IP address: I 132 168100, 1
EndIF address: I 192 . 168 100 . 254

A subnet mask defines how many bitz of an [P address to use for the network/subnet
ID'e and how many bitz to uze for the host 1D, r'ou can zpecify the zubnet mask by
length or az an [P address.

Lenath: 24 _I

Subnet mazk: I 285 . 255,285 0

< Back Cancel
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8. Add the range of IP addresses to be excluded from distribution to clients. You will need to exclude static IPs in the
network (Wi-Fi routers, Access Points, other servers etc.).

New Scope Wizard

Add Exclusions —
Exclusions are addresses or a range of addresses that are not distributed by the

semver.

Type the I[P address range that you want to exclude. |f pou want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

Add

.............................. Remaye |

Excluded address range:

< Back I Mext > I Cancel |

9. Specify Lease Duration for the scope. For wireless networks we recommend setting duration to 8 hours.

New Scope Wizard

Lease Duration ——
The lease duration specifies how long a client can uze an IP address from this

SCOPE.

Lease durations should typically be equal ta the average time the computer iz
connhected to the same physical netwark, For mobile networks that conzigt mainly of
portable computers or dial-up clients, shorter leasze durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fised
locations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by this server,

Limited ta:

Draps: Haours: Minutes:
=1 = =]

= I = N =

< Back Cancel
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10. On the "Configure DHCP Options" page select Yes, | want to configure these options now and click Next.
11. Enter the Default Gateway's IP address that will be distributed to clients, click Add and then Next.

New Scope Wizard

Router [Default Gateway] =
‘t'ou can zpecify the muters, or default gateways. to be distributed by this scope.

To add an |P address for a router used by clients, enter the address below.

IP address:
192 168 .100. 1

Eemove |

< Back | Mest > | Cancel |

12. Enter the DNS server IP addresses that will be distributed by the DHCP server and given to the client. We
recommend using DNS addresses of your ISP or free public DNS servers.

New Scope Wizard

Domain Name and DNS Servers ——
The Domain Mame System [DMS) maps and translates domain names uzed by

clients on your netwark,

*t'ou can specify the parent domain you want the client computers an your netwaork to uze for
DMS name resolution.

Parent domain:

To configure scope clients to use DMNS servers on your network, enter the |P addresses for thaze
SEIVELS,

Server name: |P address:

|8.8.4.4

Fesolve | 8888 Bemaove

L |
U |
[ own

Do

< Back | MNest » | Cancel |

13. You can set IP addresses of the WINS servers on the "WINS Server” page if needed.

14. On the "Activate Scope” page select Yes, | want to activate this scope now and click Next.
15. Click Finish in both dialog windows.
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5.2 Configuring Routing

Follow these steps to configure connection sharing by using Routing And Remote Access Services on Windows 2003:

1. Go to Start Menu and open Administrative Tools - Routing And Remote Access window. Right-click server name
and select Configure and Enable Routing and Remote Access.

2 Routing and Remote Access - 10| x|

File  Action Wiew Help

&= BE XER| @ E

E Routing and Remate Access w2003 {local)

F

Configure and Enable Routing and Femote Access |EII'Id Remote

Disable Routing and Remate Sccess
Wooess, on the Action menu, click
All Tasks P lnd Remate Access.
Wiew p [ting up a Routing and Rermote
and troubleshooting, see Help.
Delete
Refresh
Properties
Help

|CunFigures Raouting and Remate Access Ffor the selected server | |

2. Onthe Welcome To The Routing And Remote Access Server Setup Wizard page, click Next.
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3. Onthe Configuration page, select Network Address Translation (NAT), and then click Next.

Routing and Remote Access Server Setup Wizard

Configuration e
“ou can enable any of the following combinations of services, or you can %

customize this server,

' Bemote access [dial-up or VPN)
Allow remate clients to connect ta thiz server through either a dial-up connection or a
zecure Wirtual Private Network [WPHN] Intemet connection,

% Metwork address translation [NAT)
Allow internal clients to connect to the [nternet using one public IP address.

" Wirtual Private Network [VPN] access and NAT
Allow remote clients to connect to thig server through the [ntemet and local clients o
conhect to the [nternet using a zingle public 1P address.

{~ Secure connection between bwo private netwaorks
Connect this network to a remate network, such as a branch office.

™ Custom configuration
Select any combination of the features available in Routing and Remote Access,

Far more infarmation about these options, see Fouting and Remaote Access Help.

< Back I Ment » I Cancel |

4. Onthe NAT Internet Connection page, select the interface that connects the server to the Internet. Then click Next.

Routing and Remote Access Server Setup Wizard

NAT Internet Connection e
You can select an existing interface or create a new demand-dial interface for %

client computers to connect to the Intemet,

* Lse this public interface to connect to the Internet:

M arme | Dezcription | |IP Address |
AMD PCHET Family P...  10.0.215 [DHCF]

Lk AMD PCMET Family P, 192.168.100.1

' Create a new demand-dial interface ta the Intemet

A dematd-dial interface iz activated when a client uzes the Intermet. Select this
option if this zerver connectz with a modem or by uzing the Point-to-Foint Protocol
over Ethernet. The Demand-Dial Interface wizard will start at the end of this wizard.

¥ Enable security on the selected interface by setting up Basic Firewall
B azic Firewall prevents unauthorized ugers from gaining access to thiz server
thraugh the Intermet.

For mare information about network, interfaces, see Bouting and Bemote Access Help.

< Back I Ment » I Cancel |

5. On the Completing The Routing And Remote Access Server Setup Wizard page, click Finish.
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6 Windows Server 2008

Antamedia software can be set on Windows Server 2008 the same way as on Windows 7, Windows 8.1 or Windows 10

However, we recommend using Windows Server's DHCP service to provide IP addressing and Windows Routing and
Remote Access to share the connection.

To set up Antamedia HotSpot on Windows Server 2008, please follow these steps:
1. Complete pre-installation steps[ 91
2. Install and configure Windows DHCP server service

3. Install and configure Windows Routing and Remote Access service
4. Install and configure HotSpot software

6.1 Configuring DHCP service

Follow these steps to install and configure DHCP service:

1. To start the DHCP installation process, click Add Roles from Server Manager - Roles screen.
E___ Server Manager _|EI|5|
File  Action View Help
+=%|2m H
SER
Features \
Dizgnostics * View the health of the roles installed on your server and add or remove roles and features.
Configuration
Storage
(~) Roles Summary ﬂ Roles Summary Help
(») Roles: 0 of 18 installed S Add Roles
i& Remove Roles
{'ﬁ Last Refresh: 2/19/2016 3:16:09 PM  Configure refresh
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2. When the Add Roles Wizard window opens, click Next on that screen. From the next screen select that you want to
add the DHCP Server Role, and click Next.

Add Roles Wizard x|

Select one or more roles to install on this server,

Raoles: Description:

[ ] Active Directory Certificate Services —V#—D:D:?:';"(S'::j:riz';zl:srzt"’z"t:mto“’l
["] Active Directory Domain Services S b e T o

[[] Active Directory Federation Services providetemporary IP addresses and
[] Active Directory Lightweight Directory Services related information for client

[] Active Directory Rights Management Services computers.

[7] application Server

DHCPv6 Stateless Mode [] ONS Server
TPv& DNS Settings [ Fax Server
Confirmation ] File Services
[ Hyper-v
Frogress ] Metwork Policy and Access Services
Results [ Print Services

[[] Terminal Services

[] uDDI Services

[ web Server (115)

[ windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous | Next > I Trstall | Cancel |

3. Inthe "Network Connection Bindings” screen leave checked only the network card that faces your client network.

Add Roles Wizard x|

& Select Network Connection Bindings

Before You Begin One or more network connections having a static IP address were detected. Each network connection can
Server Roles be used to service DHCP dlients on a separate subnet,
DHCP Server Select the network connections that this DHCP server will use for servidng dients.
ction Bindings
Network Connections:
RS IP Address | Type |
TPV4 WINS Settings P4
DHCP Scopes O 192.168.113.130 Pud
DHCPv6 Stateless Mode
IP6 DNS Settings
‘Confirmation
Progress
Results
—Details
MName: Local Area Connection 2
MNetwork Adapter: Intel(R) PRO/1000 MT Network Connection #2
Physical Address: 00-0C-29-70-41-BC

< Previous | MNext > I Install Cancel
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4. Next, you need to specify DNS settings (Parent Domain, Primary DNS Server, and Alternate DNS Server). For
Parent Domain you can enter the name of your Active Directory domain or make up domain name if you don't have
one (in this example "hotspot.local” domain is used). We recommend using DNS addresses of your ISP or free public
DNS servers for Primary and Alternate DNS Servers.

Add Roles Wizard x|

)

+  Specify IPv4 DNS Server Settings

Befare You Begin

When dients obtain an IF address from the DHCP server, they can be given DHCP options such as the IP
Server Roles addresses of DMS servers and the parent domain name. The settings you provide here will be applied to dients
using IPw4.
Specify the name of the parent domain that dients will use for name resolution. This domain will be used for all
scopes you create on this DHCP server.

IPv4 DNS Settings

IPv4 WINS Setti Parent Domain:
Ihotspot.loml
DHCP Scopes
DHCPv6 Stateless Mode
. Specify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be
IPv6 DNS Settings used for all scopes you create on this DHCP server.
‘Confirmation
Preferred DNS Server IPw4 Address:
Progress

|p-a.8.3 Validate
Resultz

Alternate DNS Server IPv4 Address:
[5-3.4.4 validate

Maore about DMNS server settings

< Previous | Mext = I Instal | Cancel

5. You can set IP addresses of the WINS servers on the "IPv4 WINS settings” screen if needed.

6. Inthe "DHCP Scopes" screen click Add and the options for new scope.

7. Give name for the scope. Set Starting and Ending IP address and Subnet mask that will be distributed to clients.
Specify Default gateway IP address and set Lease Duration for the scope. For wireless networks we recommend
setting duration to 8 hours.

Make sure that "Activate this scope” option is ticked.
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Add Roles Wizard x|
E; Add or Edit DHCP Scopes
Before You Begin A scope is the range of possible IP addresses for a network, The DHCP server cannot distribute IP
addresses to dients until a scope is created.
Scopes:
Erem Name [ 1P Address Range [ Add. .. I
Metwork Connection Bindings
IPV4DNS Settings x| e |

IPv4 WINS Settings Delete

A scopeis arange of possible IP addresses for a netwaork. The DHCP server cannot

DH( = distribute IP addresses to dients until a scopeis created.
DHCPvG Stateless Mode
IPvE DNS Settings
Scope Name: Ihotspot
Confirmation
Starting IP Address: |192.168.9.2
Progress
Results Ending IP Address: [192.168.9.254
Subnet Mask: IZSE.ZSE.ZES.U
Default Gateway (aptional): [192.168.9.1
Subnet Type: IWireIess (lease duration will be & hrs) j

¥ Activate this scope

[ o | coel |

< Previous | Mext = | Install | Cancel |

8. We recommend disabling DHCPv6 mode if you don't require this function. From DHCPv6 screen click Disable
DHCPv6 mode and click Next.

After clicking Next, you will see summary page, click Install button. Restart the PC after installation.

Add Roles Wizard x|

E Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.

Server Roles. ®
1informational message below
DHCP Server
Network Connection Bindings (i) This server might need to be restarted after the installation completes.
IPv4DNS Settings (~) DHCP Server
IPv4 WINS Settings: Network Connection Bindings: 192,168.9.1 (IPv4)
IPw4DNS Settings
DHCP Scopes
DNS Parent Domain: hotspat.local
DHCPV6 Stateless Mode DNS Servers: 3.5.3.8,8.8.4.4
Confirmation WINS Servers: None
Scopes
Progress Name: hotspot
Results Default Gateway: 192.158.9.1
Subnet Mask: 255,255.255.0
IP Address Range: 192,168.9.2 - 192.168.9.254
Subnet Type: Wireless {Jease duration will be 8 hrs)
Activate Scope: fes
DHCPv6 Stateless Mode: Disabled

Print, e-mail, or save this information

< Previous Next = | Install I Cancel
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Windows Server 2008

6.2 Configuring Routing

Please follow these steps to configure connection sharing by using Routing And Remote Access Services on Windows
2008:

1. Goto Server Manager - Roles screen and click Add Roles.

E. Server Manager =10 x|
File Acton View Help

o 2 el sl

Features

Diagnostics View the health of the roles installed on your server and add or remove roles and features.

Configuration

Storage

(~) Roles Summary Roles Summary Help

':’:‘:' Roles: 1of 13 installed 5@ Add Roles

33 Remove Roles
DHCP Server

|~ DHCP Server [ oHeP server Help
Centrally manages and assigns IP addresses to network dients.
(~) Role Status Go to DHCP Server
Messages: None
System Services: All Running
Events: None in the last 24 hours

{ﬁ Last Refresh: 2/19/2016 9:49:40 PM  Configure refresh

| |
2. In Add Roles Wizard window click Next. From the "Select Server Roles" screen select that you want to add the
Network Policy And Access Services role, and click Next.
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Confirmation

Progress

Results

Select one or more roles to install on this server.
Roles:

I:‘ Active Directory Certificate Services
I:‘ Active Directory Domain Services
I:‘ Active Directory Federation Services
[] Active Directory Lightweight Directory Services
I:‘ Active Directory Rights Management Services
[ Application Server
DHCP Server (Installed)
[] DNS server
[ Fax server
[] File Services
[ Hyperv

[] print Services

[] Terminal Services

[] uDDI Services

[] web Server (115)

[] windows Deployment Services
[] windows Server Update Services

More sbout server roles

Windows Configuration

Windows Server 2008

Description:

Network Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
{HCAP), which help safeguard the
health and security of your network.

< Previous | Next > I Irstall Cancel

3. Read the information about this service and click Next.

4. Onthe "Select Role Services" page select Routing And Remote Access Services in the list and click Next.

Add Roles Wizard x|

Description:

Routing and Remote Access Services
provides remote users accessto
resources onyour private network
over virtual private network (VPN) or
dial-up connections. Servers
configured with the Routing and
Remote Access service can provide

Select Role Services
Before You Begin Select the role services to install for Network Policy and Access Services:
Server Roles Role services:
Metwork Policy and Access Services [] Network Policy Server
=

Remote Access Service
Confirmation .

Routing
Progress [[] Health Registration Authority
Results [[] Host Credential Authorization Protocol

More about role services

LAN and WAN routing services used to
connect network segments within a
small office or to connect two private
networks over the internet.

< Previous | Next > I Install Cancel
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5. Click Install on Confirmation page.
6. Click Close after installation is finished and go to Server Manager - Roles - Network Policy And Access Services.
Right-click Routing and Remote Access and select Configure and Enable Routing and Remote Access.

E___ Server Manager _l_l- 0 ﬂ
File Action View Help
&= 5= XE sl
i Server Manager (WIN2003) Routing and Remote Access
=] 33 Roles | | Routing and Remote Access &
i DHCP Server Configure the Routing and
=] Metwork Policy and Access Services 9 9 More Actions >
e Remote Access Server
Routing and Remot
Features Configure and Enable Routing and Remote Access n the Action
Diagnostics Disable Routing and Remote Access g an
Configuration
Storage Auto Refresh Routing and
Refresh Rate... and
e Access.
All Tasks 3
View 3
Delete
Refresh
Properties
Help
[ -]
Displays Help for the current selection. I [

7. On the Welcome To The Routing And Remote Access Server Setup Wizard page, click Next.
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8. Onthe Configuration page, select Network Address Translation (NAT), and then click Next.

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services. or you can
customize this server.

" Remote access (dialup or VPN)

Allow remote clients to connect to this server through either a dial-up connection ora
secure vitual private network (VPN) Intemet connection.

* Network address translation (NAT)

Allow intemal clients to connect to the Intemet using one public IP address.
 Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks

Connect this network to a remote network, such as a branch office.

" Custom corfiguration
Select ary combination of the features available in Routing and Remote Access.

For more information

< Back Nex Cancel |

9. Onthe NAT Internet Connection page, select the interface that connects the server to the Internet. Then click Next.

Routing and Remote Access Server Setup Wizard

NAT Intermet Connection
You can select an existing interface or create a new demand-dial interface for
client computers to connect to the Intemet.

' |Jse this public inteface to connect to the Intemet:

" Create a new demand-dial interface to the Intemet

A demand-dial interface is activated when a client uses the Intemet. Select this
option f this server connects with a modem or by using the Point4o-Point Protocol
over Ethemet. The Demand-Dial Inteface Wizard will start at the end of this wizand.

For more information

< Back Next > Cancel |

10. On the Completing The Routing And Remote Access Server Setup Wizard page, click Finish.
11. Click OK when prompted.

The server is now ready to forward packets from the Local network to the Internet.
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7 Windows Server 2012

Antamedia HotSpot software can be set on Windows Server 2012 the same way as on Windows 7, Windows 8.1 or
Windows 10. However, we recommend using Windows Server's DHCP service to provide IP addressing and Windows
Routing and Remote Access to share the connection.

To set up Antamedia HotSpot on Windows Server 2012, please follow these steps:
Complete pre-installation steps[ 91

Install and configure Windows DHCP server service

Install and configure Windows Routing and Remote Access service

Change IIS port

Install and configure HotSpot software

arLOD -~

71 Configuring DHCP service

Note: If you configure a DHCP server on gateway computer, you have to disable DHCP server option on all other
devices (Wi-Firouters, Access Points etc.) in the same subnet.

Follow these steps to install and configure DHCP service:

1. To start the DHCP installation process, click Add Roles and features from Server Manager - Roles screen.

4 D as h b[:) a rd G) | F Manage Tools View Help

Dashboard WELCOME TO SERVER MANAGER

Local Server

All Servers

0 Configure this local server

File and Storage Services B

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

2. When the Add Roles and Feature Wizard window opens, click Next on that screen.
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3. From Installation Type screen select "Role-based on feature-based installation” and click Next.

Before You Begin

Server Selection

DESTINATION SERVER

Select installation type Winzo12

Select the installation type. You can install roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

O R Desktop Services ii
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

|<Previuus|| MNext = | | Install H Cancel |

4. From Server Selection choose "Select a server from the server pool” and select your computer in the list bellow

then click on Next

DESTINATION SERVER

Select destination server Win2012

Before You Begin

Installation Type

Server Roles

Features

© 2019 Antamedia

Select a server or a virtual hard disk on which to install roles and features,

(®) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

Win2012 192.16: 19 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previuus|‘ Next = | | Install || Cancel
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5. At Server Roles screen select "DHCP Server"

DESTINATION SERVER

Select server roles T

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection Dynamic Host Configurati
L N . iguration
[] Active Directory Certificate Services Protocol (DHCP) 5 r enables you

[ Active Directory Domain Services to centrally configure, manage, and
Feztures [[] Active Directory Federation Services provide temporary IP addresses and
[] Active Directory Lightweight Directory Services ehatsdintormatontiondiene
computers,
[[] Active Directory Rights Management Services
[ Application Server
O
[] DNS Server
[] Fax Server
> [® File and Storage Services (2 of 12 installed)
[ Hyper-V
[ Metwork Policy and Access Services

[ Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services

| < Previous | ‘ Mext > | | Install | | Cancel |

6. Add Roles and Features Wizard pop-up window will inform you about the role and features that you add. Click on Add
Features.

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

| Add Features ‘ ‘ Cancel
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7. DHCP Server role is now selected in the list of Server Roles and press on Next

DESTINATION SERVER

Select server roles T

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection . B Dynamic Host Configuration
[] Active Directory Certificate Services Protocol (DHCP) S r enables you

[ Active Directory Domain Services to centrally configure, manage, and
Features [] Active Directory Federation Services provide temporary IP addresses and
DHCP Server [ Active Directory Lightweight Directory Services :}':::;‘;"“““'"" focichent
Confirmation [ Active Directory Rights Management Services
[ Application Server
[] DMS Server
[ Fax Server
I [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[ Network Policy and Access Services

[] Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services

8. OnFeatures screen is by default selected all required features for installation of DHCP Server role, click on Next

DESTIMATION SERVER

Select features Wina12

Before You Bagin Select one or more features to install on the selected server.

Installation Type Features Description

Server selection n NET Framework 3.5 combines the
power of the .NET Framework 2.0
b [M] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) building applications that offer

DHCF Server [ BitLocker Drive Encryption appealing user interfaces, protect

. your customers' personal identity
Confirmation [ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide

[ Client for NFS the ability to model a range of
business processes.

Server Roles

[[] Data Center Bridging

[ Direct Play

[ Enhanced Storage

[ Failover Clustering

[] Group Policy Management

[] 15 Hostable Web Core

Ink and Handwriting Services (Installed)

<Previuus|| MNext = | | Install || Cancel
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9. AtDHCP Server screen you will see a note which guide you to set static IP addresses on the network connections
and that you need carefully to plan subnets, scopes and exclusions before installing DHCP Server. Click on Next

DHCP Ser’ver DEanATlow\;iir;:sz

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options, This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Roles

Features Things to note:

* You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

| < Previous | | Next = | ‘ Install | | Cancel |

10. From Confirmation screen select option "Restart the destination server automatically if required” and confirm it by
pressing on Yes and new pop-up window. Then click on Install button.

[ Add Roles and Features Wizard -8 x
Confirm installation selections et

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you de not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

DHCP Server DHCP Server
Remote Server Administration Toaols

Confirmati

Role Administration Tools
DHCP Server Tools

i If a restart is required, this server restarts automatically, without

additicnal notifications. De you want to allow automatic restarts?

Export configurati
Specify an alternate source path

<Previous | | Next> | [ install | [ Cancel
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11. When installation is finished you should press on "Complete DHCP configuration” link.

DESTINATION SERVER

Installation progress winz012

View installation progress

o Feature installation
| —
Configuration required. Installation succeeded on Win2012.

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration

R te Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next > ‘ | Close | | Cancel |

12. DHCP Post-Install configuration wizard will start with "Description” and instructions about the creation of security
groups, here click on Commit

Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computen:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

< Previous | | Mext > | ‘ Commit | | Cancel
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13. From Summary screen click on Close button.

Summary

The status of the post install configuration steps are indicated below:

Summary

Creating security groups e S

Please restart the DHCP server service on the target computer for the security groups to be
effective.

‘ < Previous | | Next > | | Close | | Cancel

14. Restart computer and from Server Manager press on Tools and choose DHCP.

© 2019 Antamedia

| F Manage Tools View Help

Compaonent Services

Computer Management

WELCOME TO SERVER MANAGER

Dashboard Defragment and Optimize

i Local Server I DHCP

ii All Servers . . Disk Cleanup

18 DHeP ” Configure this local | cent viewer
iSCSI Initiator

ii File and Storage Services P QUICK START

Local Security Policy
Microsoft Azure Services
‘ODBC Data Sources (32-bi
ODBC Data Sources (64-bi
4 Create a server grou FEETTEnGE EnTer

Resource Monitor

2 Add roles and featur|

3 Add other servers tg

WHAT'S NEW

5 Connect this server 1 Security Configuration Wiz

Services

System Configuration

System Infermation
Task Scheduler
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15. From DHCP window select your server and

File Action View Help

click at IP4v4.

Windows Configuration

Windows Server 2012

9 HE

¥ DHCP
4 F win2012
y
[.3 Server Options
] Policies
b [# Filters
b G IPvE

@ Add a Scope

Ascopeis a range of [P
addresses assigned to
computers requesting a
dynamic IP address. You must

More Actions

create and configure a scope
before dynamic [P addresses
can be assigned.

To add a new scope, on the
Action menu, click Mew Scope.

For more information about
setting up @ DHCP server, see
online Help.

16. From IP4v4 right-click menu select New Scope

File Action View Help
= = ¢l

% DHCP

4 F win2012 ﬁ Adda Scope

A IPv4 ) L
|EL-§‘ | Display Statistics... More Actions

& A | MNew Scope...

b § Mew Multicast Scope...
b B IPVE

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View

Refresh

Properties

Help

Create a new sc
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17. From New Scope Wizard press on Next .

Windows Server 2012

Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing 1P
addresses to computers on your networls.

To continue, click Mext.

18. Set Scope Name and Description before you click on Next

© 2019 Antamedia

< Back Ne¢> | [ Cancel
Mew Scope Wizard
Scope Name —
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your networkc.

Name: I"T"TSN’t

Description: Ihotspot.local

<Back || Net> ||

Cancel
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19. From IP Address Range screen enter Start IP address, End IP address, Length and Subnet mask and click on Next

IP Address Range —
You define the scope address range by identifying a set of consecutive |P addresses.

r— Configuration settings for DHCP Server

Erter the range of addresses that the scope distibutes.

Start IP address: |192.168. 5 . 2
End IP address: |192.168. g 254

—Configuration settings that propagate to DHCP Client

Length: 24

Subnet mask: |2552,55255 1]

20. From Add Exclusions and Delay screen set excluded IP or range of addresses if it is required and press on Next to
continue with setup.

21. At Lease Duration screen set 8 hours as lease time duration. Shorter time interval is recommended for wireless
networks with higher number of new users. Click on Next.

Lease Duration —
The lease durgtion specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainty of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
[0 [ 35 [0
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22. From Configure DHCP Options select "Yes, i want to configure these options now" and click on Next

Configure DHCP Options —
*You have to configure the most common DHCP options before clients can use the

SCOpe.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways). DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings corfigured in the
Server Options folder for this server.

Do you wart to configure the DHCP options for this scope now?
% Yes, | want to corfigure these options now

= Mo, | will corfigure these options later

[ <Back |[ MNet> || camcel |

23. On Router (Default Gateway) screen type your NIC2 (Local) static IP address and press on Add button. Then click
on Next

Router (Default Gateway) ——
‘You can specify the routers, or default gateways, to be distibuted by this scope.

To add an |P address for a router used by clients, enter the address below.
IP address:

Add

ove

Lk

Down

<Back || Net> | [ Cancel
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24. From Domain Name and DNS Servers you need to specify DNS settings (Parent domain, IP addresses for DNS
Servers). For Parent Domain you can enter the name of your Active Directory domain or make up domain name if
you don't have one (in this example "hotspot.local’ domain is used). We recommend using DNS addresses of your
ISP or free public DNS servers as Google DNS 8.8.8.8 and 8.8.4.4. Add DNS in list and click on Next.

Domain Name and DNS Servers S
The Domain Mame System (OMNS) maps and translates domain names used by clients

on your network

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution

Parent domain:  |hotspot local

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
SEMVErs.

Server name: IP address:
| . . Add

Resalve | Femove

Up

25. You can set |IP addresses of the WINS servers on the "WINS Servers” screen if needed and click on Next
26. In Activate Scope screen select "Yes, i want to activate this scope now"” and press on Next.

Activate Scope

(Clients can obtain address leases only if 2 scope is activated.

Do you want to activate this scope now?
' Yes, | want to activate this scope now

= No. | will activate this scope later

© 2019 Antamedia 46



‘ Windows Configuration

' ‘ Windows Server 2012

ANTAMEDIA

27. On Completing the New Scope Wizard click on Finish.

New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

<Back | Fnsh | | Cancel
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7.2  Configuring Routing

Follow these steps to configure connection sharing by using Routing And Remote Access Services on Windows 2012:

1. Go to Server Manager - Roles screen and click Add roles and features.

" D as h b'C' a rd | [" Manage Tools View Help

Dashboard WELCOME TO SERVER MANAGER

i Local Server
All Servers
DHCP

File and Storage Services P QUICK START

“ Configure this local server

Add roles and features

Add other servers to manage

Create a server group

Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles: 2 Server groups: 1 Servers total: 1

2. In Add Roles Wizard window from Before You Begin screen click Next.
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3. From Installation Type select "Role-based or feature-based installation” and click on Next

DESTINATION SERVER

Select installation type Win2012

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . : '
machine, or en an offline virtual hard disk (VHD).

(®) Role-based or feature based installation

Server Selection _ X i
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | ‘ Next = | | Install | | Cancel |

4. From Server Selection screen choose "Select a server from the server pool’, press on your server in the list and
click on Next button.

DESTIMATION SERVER

Select destination server winz0i2

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Name IP Address - Operating System

Win2012  192.168.1 30,192.168.9.1 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|<Previuu5|| Mext = | | Install || Cancel

5. On Server Roles screen select "Remote Access” role and click on Next
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Select server roles

Before You Begin
Installation Typs

Server Szlection

Features
Remote Access

Role Services

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

DHCP Server (Installed)

[] DNS Server

[ Fax Server

[H] File and Storage Services (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services

[] Print and Document Services
Remote Acces
[[] Remote Desktop Services

Windows Configuration

Windows Server 2012

DESTINATION SERVER
Win2012

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience,
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options, RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

[ mstal | [ Cancel |

6. From Features screen is already selected all required features that should be activated, click on Next

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Remote Access

Role Services

Select one or more features to install on the selected server,

Features

b [H] .NET Framework 4.5 Features (2 of 7 installed)
b [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Netwark Unlock

[[] BranchCache

[ Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[[] Group Policy Management

[] 5 Hostable Web Care

Ink and Handwriting Services (Installed)

DESTINATIOM SERVER
Win2012

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | [ Cancel |

7. On Remote Access screen are given information about all available options from the role. Click on Next button.
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DESTINATION SERVER

Remote Access Win2012

Before You Begin Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management

Installation Type console.
Server Selection - - .
Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
Server Roles netwaork as DirectAccess clients. Connectivity is seamless and transparent, and is available any time
client computers are lecated on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements,

Features

Role Services
Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or

configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality fer your AD FS servers,

Configure RRAS routing features using the Routing and Remate Access console.

| < Previous | ‘ Next = | | Install | | Cancel |

8. From Role Services screen select "Routing”, this will bring you new pop-up window with required features for
Routing, click on Add Features.

& Add Roles and Features Wizard =N I

DESTINATION SERVER

Select role services V0T

Select the role se

Role services Add features that are required for Routing?

[ Directhce You cannot install Routing unless the following role senvices or
features are also installed.
O

[ web App Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

Directficcess and VPN (RAS)

Remote Server Administration Tools

4 Role Administration Tools
4 Remote Access Management Tools

[Tocls] Remote Access GUI and Command-Line Too
w

a - = e | S

Include management tools (if applicable)

|Add Feamr5| | Cancel |

| < Previous | | Next > | | Install | | Cancel |

9. This will also activate "DirectAccess and VPN (RAS)" by default and click on Next.
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Select role services S

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selection Routin i rt for NAT
. g provides support for
DirectAccess and VPN (RAS) Routers, LAN Routers running BGP,

Server Roles -

RIP, and multicast capable routers
Featurss [] Web Application Proxy (IGMP Proxy).
Remote Access

Web Server Role (II5)
Role Services

Confirmation

10. It will bring Web Serve Role (11S) screen on which you need to press on Next

Web Server Role (IIS) rE

Before You Begin Web servers are computers ﬂ'la? let you share informatiuq over th_e Internet, or t_hrough intranets a_nd
extranets. The Web Server role includes Internet Information Services (l1S) 8.5 with enhanced security,

Installation Type diagnostic and administration, a unified Web platform that integrates 1IS 8.5, ASP.NET, and Windows

Server Selection Communication Foundation,

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web

Remote Access server traffic, especially when there are multiple roles on this computer,

Role Services * The default installation for the Web Server (I15) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IIS

< Previous | ‘ MNext > | | Install | | Cancel

© 2019 Antamedia 52



Windows Configuration

' ‘ Windows Server 2012
ANTAMEDIA

11. Role Services screen show list of services required for installation of Web Server (11S), press on Next.

Select role services o

Before You Bagin Select the role services to install for Web Server (IIS)

Installation Type Role services Description
Server Selection ~ Web Server il rt For
— provides suppot r
Server Roles = [ HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document server extensions. You can use the
Remate Access = Web Server to host an internal or

Directory B i

\rectory Browsing external Web site or to provide an
HTTP Errors environment for developers to
Web Server Role (I5) Static Content create Web-based applications.

[[] HTTP Redirection

[] webDAV Publishing
4 Health and Diagnostics

HTTP Logging

[] Custom Logging

[ Logging Tools

[] ODEC Logging

O Request Monitor

—_ w

<] [T] [ [>

Role Services

Confirmation

[<Previous | [ Met> | [ nstal | [ Caneel |

12. From Confirmation screen select "Restart the destination server automatically if required”, from pop-up windows
click on Yes to allow automatic restart, and press on Install.

= Add Roles and Features Wizard -|o] x
B . . DESTINATION SERVER
Confirm installation selections o
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

. been selected automatically. If you do not want to install these optional features, dick Previous to clear
=
Seeghioies their check boxes.

Features

Remote Access Group Policy Man -
Rale Services RAS Connection M_

R te A
Web Server Role {lIS) emote Access

. DirectAccess 4 If & restart is required, this server restarts automatically, without
Role Services i

Routing additional notifications. Do you want to allow automatic restarts?

Remote Server Ad

Role Administ
Remate 4 Yes | No I
Rem)

Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

<Previous | | Net> [ nstal | [ cancel
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13. When installation is finished, close "Add roles and Features Wizard".
14. Go to Server Manager and from Tools panel click on "Routing and Remote Access"

Manage Tools

_ == SERVERS

128 Dashboard All servers | 1 total

i Local Server

_ Filter pel = 2
BE All Servers

18 DHCP Server Name  [Pv4 Address Manageability

File and Storage Services P

1S

WiIN2012 192.168.118.130,192.168.9.1 Online - Performance cou

=l Remote Access

< L

EVENTS
All events | 0 total

Windows Server 2012

View Help

Compaonent Services
Computer Management
Connection Manager Administrat
Defragment and Optimize Drives
DHCP

Disk Cleanup

Event Viewer

Group Policy Management
Internet Information Services (IIS)
iSCSI Initiator

Local Security Policy

Microsoft Azure Services
Network Policy Server

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Remote Access Management

Resource Monitor

Eiltar Q) (&) |

Routing and Remote Access

15. From Routing and Remote Access windows make right-click on your server and choose "Configure and Enable

Routing and Remote Access”

File Action View Help

e #[E XE | Bm

% SEWEY StEtUS I—
WIN2012 i} =3 L] = L]

- - note Access
| Configure and Enable Routing and Remote Access |

Disable Routing and Remote Access
All Tasks f Access.
Wiew
Delete
Refresh

Properties

Help

the Action menu, click

Configures Routing and Remote Access for the selected server

16. From Routing and Remote Access Server Setup Wizard screen click on Next.
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17. From Configuration screen select "Network address translation (NAT)" and click on Next

Configuration
*You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure vitual private network (VPN) Intemet connection.

% Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public |P address.
" Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the: Intemet and local clients to
connect to the Intemet using a single public IP address.

¢~ Secure connection between two private networks
Connect this network to a remote networl, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

| <Beck || | [ Cancsl |

18. On NAT Internet Connection select network interface which is used for connecting to Internet and be sure that "Use
this public interface to connect to the Internet” is used, then click on Next

NAT Intemet Connection
You can select an existing interface or create a new demand-dial interface for
client computers to connect to the Intemet.

& Use this public interface to connect to the Intemet:
Netwaorkc Ir

| Description
NICT {Intemet)  Intel(R) 825741 Gigabit Network Co...  192.168.118.130
NIC2 (Local) Intel(R) 82574L Gigabit Network Co...  152.168.9.1

" Create a new demand-dial interface to the Intemat

A demand-dial interface is activated when a client uses the Intemet. Select this
option if this server connects with a modem or by using the Point4o-Point Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.
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19. At Completing the Routing and Remote Access Server Setup Wizard press on Finish

Completing the Routing and R Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary:

Corfigured NAT for the following Intemet interface:NICT | -~
(Intemet)

NAT relies on extemal DNS and DHCP servers. Confirm
that these services are configured property.

To enable servers to respond to Intemet requests,
corfigure port mappings and update your firewall

To close this wizard, click Finish.

[ <Back |[ Fnsh | [ Cance |

20. Itis required to change IIS port from default port 80 in order to use Antamedia applications on computer.

21. Go to Server Manager and select IIS panel. From right click menu on you server select "Internet Information
Services (IIS) Manager”

Server Manager * IIS | ' anage oo

| SERVERS
Dashboard E® iiscner 110t

Local S
ocal Server Filter o - . - [v)

All Servers

DHCP Server.Name [Pvd Address Manageability
Fil d St Servi b
tle an orage services WIN2012 192.168.11 miiin i r—
Add Roles and Features

Shut Down Local Server

Remote Access

Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

g

Configure Windows Automatic Feedback

Internet Information Services (lIS) Manager

EVENTS

Manage As ..
All events | 0 total

Start Performance Counters

Filter Refrash

Copy

Server Name D Severity Source Log Date and Time
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22. In Internet Information Services Manager select your server and from new pop-up set to stay connected to latest
Web Platform Components with click on Yes

L] Internet Information Services (IIS) Manager

® O [%)» wnaon

File View Help
aﬁ WIN2012 Home —
a,' H | ] |s, View Application Pools
W Start Page ) View Sites
/ Filter: - ¥ Go - (g Show Al
b 83 WIN2012 (WINZDI2Wiadimin| | o o - show et Now VR
15 o Components
0 Help

Do you want to get started with Microsoft Web Platform te stay connected
with latest Web Platform Components?

[] Do not show this message.

| Yes | | Mo | ‘ Cancel
Ry
= m 1
= odal .
< m > C?E‘.Conlent\l'iew
Ready Qe

23. Click again on your server and from Sites select "Default Web Site".
24. In Actions panel click on "Bindings" link

o » WINZ2012 » Sites » Default Web Site »

File View Help

e -8

o ﬁi Start Page
4 --‘ﬂ WIN2012 (WIN20T2\Vladimir)

@ Application Poals
4-[8] Sites
1 40 Default Web Site

0 Default Web Site Home

Filter: » ¥ Go - lg Show All

13 ~

B d o

Authentic... Compression  Default

Document
| II. 7|
21

Error Pages

=0

Directory
Browsing

Handler
Mappings

v B

IP Address Logging

and Doma...

&

ﬂ Explore
Edit Permissions...

Edit Site
Bindings...
Basic Settings...
E g

View Applications
View Virtual Directories

| Browse *:80 (http)

Advanced Settings...
Configure

Limits...
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25. From Site Bindings select type http with port 80 and click on Edit
26. In Edit Site Biding window change port 80 to some other port, for example port 100 and click on OK. After that close
Site Bindings and Internet Information Services Manager window.

L] Internet Information Services (IIS) Manager = [ =] =2
o~ .
© 0 (@ Site Bindings ] x [P

File  View Help

http 50 *

e-H|& I8

oo r‘ﬂ Start Page

-85 SERVER2012 (3
----- @ Applicatio Type: IP address:

Type Host Name Port IP Address Binding Information Add... -
~

|http | |AII Unassigned

Host name:

Example: www.contoso.com or marketing.contoso.com

< | m ¥ @ Features View .-_;; Content View & el -
e Helo

Ready &

Windows Server 2012 is now ready to forward packets from (internal) local network to the Internet and to install
Antamedia HotSpot.
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