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1 Introduction

1.1 What is Antamedia HotSpot ?

Antamedia HotSpot is a WiFi Hotspot management software which helps you in controlling and billing your customers
for the Internet usage. Antamedia HotSpot does not require any client software installations. It uses captive portal
technology to display login page in the customer browser. Upon connecting to your network (using WiFi or cable),
customer will be prompted to enter valid username and password to get the Internet access. After successful login,
your customer will see the remaining time and bandwidth quota, expiration date and other relevant info. HotSpot keeps
track of customer usage and shows warning message when the account is due to expire, helping a customer to refill
the account and continue using your service without interruption. Software includes billing, statistics and reporting with
many useful features. It is hardware independent and you can use any type of access points, routers, switches and
other equipment to control your Internet.

1.2 How Can It Help You ?

WiFi is a top amenity in today's hospitality. Offering free WiFi or high-speed Internet increases occupancy and guest
satisfaction. With Antamedia HotSpot you will be able to:

- create free WiFi or offer higher speeds for a fee or to selected members

- easily create separate logins for lobby, rooms, beach or restaurants with different look and access level - free or paid
- integrate with your PMS system to automate Internet access. Guest will login with a room and name

- control and monitor Internet access in your guest rooms for any wired and wireless device

- provide reliable wireless Internet access in your restaurant, lobby and conference rooms

- maintain secure access to the Internet resources outside the hotel, like on golf courses or by the hotel pools.

Highly customizable user accounts are the major advantage of our solution. You can create limited accounts by time
and bandwidth quota, configure daily time limit, number of daily logins, number of simultaneous logins, usage schedule
(happy hour, nighttime, daytime, weekends ...) etc. In addition, it's very easy to offer paid Internet access with higher
speeds, quota or unlimited daily or monthly access.

Flexible architecture makes it suitable for different locations like restaurants, coffee shops, airports, cruise ships, train
stations, motels... Customers can sign-in online and pay using credit card or tickets can be printed in advance and sold
by front desk staff, receptionist, bartender, cybercafe operator, or by a vending machine. Antamedia does not collect
any fees, full revenue goes to you.

Antamedia HotSpot has advanced architecture which allows both simple and very large networks. You can start
offering WiFi services and grow slowly by adding new access points, connect different city areas, one step a time,
making you an Internet Service Provider. All accounts may be stored in a central database which is included free of
charge. Your customers will be able to connect to any WiFi HotSpot with their account.

© 2019 Antamedia 1
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2  Requirements

In order to control wireless users, Hotspot software has to be set up on a gateway computer in your network. For
minimal Hotspot configuration you need 3 devices:

- Hotspot gateway PC

- Internet modem/router

- Wi-Fi device for providing access to users (Wi-Fi router or access point)

System requirements for Hotspot gateway PC:

CPU: 2 gigahertz (GHz) or faster 64-bit (x64) processor

RAM: 4 gigabyte (GB)

NIC: 2 network interface cards, for maximum performance we recommend using Intel PRO/1000 (EXPI9400PTBLK)
network adapters

0S: Windows Server 2003, Server 2008, Server 2012, XP, Vista, Windows 7, Windows 8.1, Windows 10. We recommend
Windows Server OS with DHCP and RRAS roles configured within OS.

We strongly encourage you to install HotSpot on SSD drive because it can significantly improve software performance.
Most modern computers have one network card built in, the other one you will need to purchase and install to
computer’s PCI slot. Please connect one network card to the Internet router and other one to Wi-Fi device that your
customers will use to access Hotspot. If you plan to use a Wi-Fi router to provide access for customers, please connect

it to Hotspot server PC using LAN (not WAN) port.
HOW TO CREATE A HOTSPOT

CONNECTING NETWORK CARDS ON YOUR PC

SUBNET 255.255.255.0

| = GATEWAY NOT NEEDED
NIC 1192.168.118.130 DNS 8.8.8.8, 8.8.4.4 .
SUBNET 255.255.255.0 Antamedia HotSpot
GATEWAY 192.168.118.1 ICS enabled

DNS 8.8.8.8 or ISP DNS

 —

NIC 1 ﬁWAN) connects —
NIC 2 (LAN) connects your

to the Internet

- Internet Router customers in Local Network
- Cable Modem - Access Point

-3G /4G Modem - Switch

- Switch connected to the Internet - WiFi Router

Please note that the Hotspot server network cards cannot be bridged. Hotspot (Internal) network should work in a
different IP range than the External network. Please refer to the diagrams for the example IP settings.

© 2019 Antamedia 2
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2.1 Network Adapters Setup

Here are detailed step by step instructions how to set gateway computer network adapters to work with HotSpot NAT,
Windows RRAS, Windows DHCP Server role or ICS:

v’ Static IP address is configured on NIC1, the network card connected to the Internet router/modem.

e |Itis recommended to set same IP address that is already assigned dynamically by router.

e To see which IP NICT1 has currently assigned, go to Windows Control Panel - Network and Sharing Center
screen

e Click on Change adapter settings link and double click on the NICT (Internet) network adapter

L& Network Connections - O *
T @ <« MNetwork and Internet » MNetwork Connections » w Search Metwork Connections @
Organize = Disable this network device Diagnose this connection » T~ [l 0
— | MICT (Internet) = NICZ (Local)
&_L! Metwork 3 &g _ Unidentified network
@' Intel(R) 82574L Gigabit Metwork C... T Intel(R) 82574L Gigabit Metwork C...
Zitems  1item selected - =

e From General tab press on Details button.

@ NICT {Internet) Status ®
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Ma network access
Media State: Enabled
Duration: 00:25:47
Speed: 1.0 Gbps
Activity
1
Sent —— | —— Received
Bytes: 8,566,245 | 376,279,829
| QProperh’es | | GDisabIe | | Diagnose |

© 2019 Antamedia
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e Here you will see all current network
e connection details that you need to set as static

MNetwork Connection Details *

Network Connection Details:

Property Walue
Connection-specific DN...
Description Intel(R) 825741 Gigabit Metwork Connect
Physical Address 00-0C-25-E3-DD-38
DHCP Enabled Mo
IPvd Address 152.168.118.130
IPv4 Subnet Mask 255255 2550
|Pv4 Default Gateway 1521681182
IPvd DNS Servers gaas

8844
IPvd WINS Server

MNetBIOS over Tepip En...  Yes

LinkJocal IPvE Address fedD::82cflac:4426:8013%3
IPvE Default Gateway

IPv6 DNS Server

o After that go to Windows Control Panel — Network and Sharing Center screen.
¢ Click on Change adapter settings link.
e Right-click on NICT (Internet) and select Properties from menu.

& Network Connections — O X
1 --@ <« Network and Internet » MNetwork Connections v QO Search Metwork Connections 2
Organize = Disable this network device Diagnose this connection » B ~ M 0
= { MNICT (Internet) = | NIC2 (Local)
%! . k! _ Unidentified network
w27 @ Disable W Intel(R) 32574L Gigabit Network C...
Status
Diagnose

$ Bridge Connections

Create Shortcut

@ Delete

% Rename

G Properties

2items  1item selected fz =

© 2019 Antamedia 4
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e Select Internet Protocol Version 4 (TCP/IPv4) and click Properties button.

0 NICT (Internet) Properties *

Networking  Sharing

Connect using:
ﬂ Intel{R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

9% Cliertt for Microsoft Networks ~
g File and Printer Sharing for Microsoft Networles

Bl 05 Packet Scheduler

8 Intemet Protocol Version 4 (TCP/IPv4)

i Link-Layer Topology Discovery Mapper /0 Driver

[ -2 Microsoft Network Adapter Muttiplexor Protocol

~&. Microsoft LLDP Protocol Driver W
£ >
e
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

e Click Use the following IP address radio button and enter details that you get from ipconfig previously

Internet Protocol Version 4 (TCP/IPvd) Properties =
General

You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an [P address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 118 . 130

Subnet mask: 255 .255.255. 0

Default gateway: 192 . 168 . 118, 2

Obtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 3 .8 .8 .8

Alternate DMNS server: 3 .8 .4

4
[ validate settings upon exit

© 2019 Antamedia 5
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e Enter IP address (e.g. 192.168.118.130)

e Click in Subnet Mask field, value will be set automatically based on IP address, be sure thatis same as in
Network Connection Details

¢ |P address of the default gateway (IP of the Internet router).

e Enter DNS addresses, it is recommended to use DNS addresses of your ISP or public DNS service such as
Google (8.8.8.8,8.8.4.4).

e Click OK and close all dialog windows

v Static IP address is configured on NIC2, the network card connected to your internal network.

Please note that for this card you need to configure IP address (e.g. 192.168.9.1) and subnet mask (e.g. 255.255.255.0)
but not Gateway IP

v Note: that Internet modem/router cannot be used as DHCP server for your local network clients. DHCP server must
be configured only for the local network. Windows 7, Windows 8.1 and Windows 10 DHCP Server can not provide
more than 253 IP addresses for local network. If you want to use more than 253 addresses you can set it from
Windows Server 2003, Windows Server 2008 or Windows Server 2012 DHCP Server role. Also, you will need to set
subnet mask which will give you this ability. Be sure that you prepare all network devices on local network to use
same subnet mask. Bellow are some of examples

IP range (network - broadcast) Subnet Mask IP Quantity

192.168.137.0 - 192.168.137.255  255.255.255.0 256
192.168.136.0 - 192.168.137.255  255.255.254.0 512
192.168.136.0 - 192.168.139.255  255.255.252.0 1024
192.168.136.0 - 192.168.143.255  255.255.248.0 2048
192.168.128.0 - 192.168.143.255  255.255.240.0 4096
192.168.128.0 - 192.168.159.255  255.255.224.0 8192
192.168.128.0 - 192.168.191.255  255.255.192.0 16384
192.168.128.0 - 192.168.255.255  255.255.128.0 32768
192.168.0.0 - 192.168.255.255  255.255.0.0 65536

© 2019 Antamedia 6



Antamedia HotSpot Manual

A

Requirements

ANTAMEDIA

2.2  Network Topology Examples

Here you can see several network topology examples that can give you better insight into how you should set switches,
access points and routers on a local network in order to control it from HotSpot gateway PC.

© 2019 Antamedia

Devices in Local Network obtain

Antamedia HotSpot

IP address automatically ?lcbz 19225;6285;3275; 0
ubnet 255.255.255.
il ICS enabled
7_ -
NIC 1 (ICS) 192.168.1.2
Subnet 255,255.255.0
Gateway 192.168.1.1
DNS8.8.8.8,88.4.4

Access Point / WiFi Router
IP 192.168.137.5 Router
Subnet 255.255.255.0 IP 192.168.1.1
Gateway 192.168.137.1 ADSL
’ DNS8.8.8.8,8.8.4.4
5 . Internet
Devices in Local Network obtain Antamedia HotSpot

IP address automatically NIC2192.168.137.1
- Subnet 255.255.255.0 |:7
e ICS enabled
P
Access Point / WiFi Router EILICJJE(J%% 1295%125535102
PITRBITT  e Gateway 192.168.1.1
Subnet 255.755.255.0 ONC8 888 8844
(Gateway 192.168.137.1 Switch
DNS8.8.8.8,8.84.4
Router
’ (Q" — IP 192.168.1.1
ADSL

Access Point / WiFi Router

IP192.168.137.20

‘ Subnet 255.255.255.0
Gateway 192.168.137.1

DNS8.8.8.8,8.8.4.4

ANTAMEDIA
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(- <o

Access Point / WiFi Router Antamedia HotSpot
1P 192.168.137.10
Subnet 255.255.255.0 NIC2192.168.137.1
Gateway 192.168.137.1 IS enabled
5 DN58.8.8.8,8.8.4.4 -
([ & NIC 1 (ICS) 192.168.1.2
(( e Subnet 255.255.255.0
Access Point / WiFi Router gﬁ:g?’;gszgﬁgu
1P 192.168.137.20 T
Subnet 255.255.255.0
Gateway 192.168.137.1
DNS8.8.8.8,8.8.44 Router
| P 192.168.1.1
Ethernet Connection ADSL
Devices in Local Network obtain IP address automatically over Switch @
Internet

ANTAMEDIA
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3 HotSpot Setup

3.1 Pre-installation Steps
Before installing Antamedia HotSpot software, please ensure that following conditions are met:

v Windows account on which software will be installed and used must has administrative privileges.

v"Windows User Account Control is set to Never Notify level.

Go to Windows Control Panel — User Accounts screen
Click on Change User Account Control settings link
Move the slider to Never Notify level and click OK
Restart the computer to apply changes

v Windows Smart Screen is turned off.

Go to Windows Control Panel - Security and Maintenance screen.

Click on Change Windows Smart Screen settings

In new window select "Don't do anything (turn off Windows Smart Screen)” and press on OK
Restart the computer to apply changes

v Windows Defender exclusions are set.

e Go to Windows Control Panel - Windows Defender and click on Settings.
e Exclusion section press on "Add an exclusion” to exclude C:\Antamedia folder.
e Restart the computer to apply changes

v Static IP address is configured on NIC1, the network card connected to the Internet router/modem.

v’ There are no applications running on gateway PC that are using port 78, 80, 81, 82, 443, 463, 614, 12010, 1700, 1812,
1813 (IS, proxy software).

v’ Set computer to act as gateway on network using Windows Internet Connection Sharing / Routing and Remote
Access with DHCP Server role or with HotSpot NAT.

© 2019 Antamedia 9
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3.2 HotSpot Installation

HotSpot Setup

Once when pre-installations steps are done you can proceed with HotSpot software installation. As soon you start
HotSpot software installer on computer you will get notification "Reboot Required”

‘ Antamedia HotSpot V6

ANTAMEDIA

Preparing to install

>>>> Reboot Required <<<<

Installer has updated your system. To proceed:
1. Please click the Reboot button

2. Set C:\Antamedia not to be scanned by Antivirus as some
incorrectly blocks our software. We guarantee it's clean

3. Run Installer again and complete installation

After that start HotSpot installer if it is not started automatically. Select "l accept terms in the license agreement” and

press on Next

© 2019 Antamedia

N Antamedia HotSpot V6

ANTAMEDIA

License agreement
Flease read the following license agreement carefully.

This is End-User License Agreement ("EULA") and is a legal agreement between you ~
(gither an individual or a single entity), and ANTAMEDIA as a licensor. By instaling,

copying or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this

ELLA. If you do not agree to the terms of this EULA, do not install, copy or otherwise use

Antamedia HotSpot Software.

1. Licensee, For purposes of this License, the term "Licensee”™ means the person,
company or entity that uses the Software under this License. The Licensee must accept
and agree to this License before installing or using the Software. License in the form of &
product or package label or confirmation e-mail will be sent to the Licensee and will
identify the Software licensed to Licensee under this License and the type of license(s)
granted to Licensee for each Software product.

2. Software and Documentation. "Software™ means the computer programs of the

licensed software product(s) in the form and version(s) provided to Licensee, together

with the associated media and corresponding Documentation. "Documentation™ means

the end user manual and other documentation (induding print and “online™), if any,

provided to Licensee with the Software. w

I accept the terms in the license agreement
[ I do not accept the terms in the license agreement

10
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HotSpot Setup

New window will give you option to choose between Express Install, Custom Install or Uninstall. We recommend you to
select Express Install and press on Next.

A

Y Antamedia HotSpot V6

ANTAMEDIA

Please choose the type of installation

Express Installation

Rec ded software i

Custom Installation

Install Remote HotSpot Operator or Database Server
on a different computer

Uninstall

Uninstall software

During HotSpot installation process you will be informed about current installation of required drivers, Database Server
and creating of required files. Reboot is required when process in completed.

ANTAMEDIA

Antamedia HotSpot V6

Completing Installation

Installing... Please wait

Installation may take up to one minute

Antamedia HotSpot has been installed to: C:\Antamedia\HotSpot)
Installing Database Server

Configuring database

Antamedia Database Server has been installed to: C:\Antamedia\DBServer}
Please reboot

[ Enable Open DHCP (if you are not using ICS or other DHCP)

© 2019 Antamedia
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3.3 Setup Wizard

After reboot login on HotSpot. As soon it is started you will get Setup Wizard that will guide you through basic setup.

Antamedia HotSpot Manual

Setup Wizard

Please spend a minute to quickly configure
the most important options

o thanks, do not show the wizard again:

Start Wizard

Videos Help Support

HotSpot Setup

If you select :No thanks, do not show wizard again” and press on Close button, you will need to go to Setup - Network
tab and to set manually network adapters and autostart. Then press on Save and Start button.

A

ANTAMEDIA

ACCOUNTS

STATISTICS

o

OPERATOR

SETUP

N

LoGOUT

Whitelists URL Email

Network

Network Setup DHCF

HotSpot is ready.

Social Schedule Employees

Database Pages Internet Plans Free Access Options

Filtering Speed Boost Autologin

Please setup HotSpot as a gateway computer in your network
FPlease select correct netwark interfaces and press Start to activate HotSpot contral.

Internet

5

Connected to the Internet
Network Interface 1 Metwork Interface 2

Internet = Local =
192.168.136.128

|| Enable NAT (Internet Sharing)

192.168.9.1

=8

l Automatically Configure l

[ sen ] (swensd

Accounts 5 Online 0 Download 0 KB

WiFi Locations

Connected to your network i

Solutions  Support
Advertising License
Language Credit Cards

V6

Maximum users

= =

Buy License

Inactivity logout
200 S | Sec

DNS Redirector
208.67.222.222

Redirects devices with incorrectly
configured DNS to the correct DNS IP

How to configure ?
Hotspot Manual (FDF)
Windows Configuration (FDF)
Watch Video

Start Wizard

Upload 0 KB

© 2019 Antamedia
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If you click Start Wizard button, you will get ability to choose between two methods used for setup computer as
gateway. First is HotSpot NAT and second is Windows connection sharing. Select your method and press on Next to

continue.
Setup Wizard
STEP HotSpot computer should have two network cards. Please configure
the network interfaces.
1 I will use the HotSpot NAT to share my Internet connection
[T will the Internet Connection Sharing by myself
Antamedia HotS; Your Network

Internet ’
% ‘ LNetwork Interface 2
Local ~

Connected to your network |

=8

Videos Help Support

HotSpot engine has been started.

From new window you get instructions what are computer requirements and how to set i as gateway on network.
Press Next to continue.

Setup Wizard

STEP Configure connection parameters for devices in your network

2 Your Network This is how you have to configure
devices in your network:

IP from: 192.168.9.2
To: 192.168.9.254
(Exclude already taken IP addresses)

’ DNS: 208.67.222.222

Gateway: 192.168.9.1
These are connection details

of your HotSpot.
To automate this task, please
IF: 192.168.9.1 configure DHCP server to provide
DNS: 208.67.222,222 these parameters, and all devices wil
be able to obtain correct IP addresses
automatically.
A ]

HotSpot can control more than 253
dients, using different subnet mask
and an IP range.

Videos Help Support

HotSpot engine has been started.
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This windows give you ability to Personalize your HotSpot using Theme, Logo, Login page, use of Quick Survey or PMS
Integration. Press Next to continue.

Setup Wizard

STEP Personalize your HotSpot

3 Please select 3 theme for pages displayed in the customer browser Logo.png
Hotspot 7 .
@© WI-FI HOTSPOT

) 'Wi-FI HOTSPOT

Login page
Login with Free Signup and Upgrade b

UseQuidkSurvey

| Preview theme nbrowser | | show theme fies |

i ———)

Videos Help Support

Next Window give you ability to set and Configure Internet access options using plan. Press Next to continue.

Setup Wizard
STEP Configure Internet access options
4 Internet plan name Price
s0.00
Download Upload
1024 - | Kb (kbits) |~ 512 ©  |Kb (kbits) @~
Quota Time Left
500.00 - MB @~ 10 - h 0 = min
Unlimited quota Unlimited time

Enable autologin

After login, redirect customer to Collect user data
http: /fwww.google.com Do not colect data -4

Videos Help Support

© 2019 Antamedia 14
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Last window give Final notes regarding setup of HotSpot software. Press on Close Wizard to stop it.

Setup Wizard

Final Notes

Your customers can type LogMeOut keyword in a browser to logout automatically, or
ShowMelInfo to see info page with the current time and bandwidth values, expiration date etc.

Customer can refill the account by dicking on the Signup button, and typing the existing username

and password. After selecting a internet plan and paying with a credit card, the account will be
extended.

If you do not accept credit cards, you can print tickets or refills and sell them to the customers,
The Customer can use a ticket to login or use refill to extend an account. In every moment, you can
refil the customer account, modify account setting, change the download and upload rates etc.

Login {and other) pages can be served through the normal htip server and the secure https server.

If you need help, please check our manual or contact our technical support.
Thank you for using our software.

T would like to create accounts now
I would like to create accounts SIMPLE way, like an operator
I would like to modify Internet plans

I would like to configure free access options

Close Wizard

Videos Help Support

Be sure that network connections are properly selected from Network and press on Start

‘ HotSpot is ready.

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup DHCP Filtering Speed Boost Autologin WiFi Locations v6
it
Please setup HotSpot as a gateway computer in your network
Please select correct network interfaces and press Start to activate HotSpot control.
ACCOUNTS
Buy License
Inactivity logout
Your Network Sec
STATISTICS

DNS Redirector

‘ 208.67.222.222
w Internet Connected to the Internet Connected to your network .

Redirects devices with incorrectly

-y Network Interface 1 Network Interface 2 configured DNS to the correct DNS TP
OPERATOR Q —{mntemet - Local - —
[t92.168.136.128 ] 192.168.9.1 |
ﬂ [#] Enable NAT (Internet Sharing) 5.
|
- [ .
Automatically Configure l
SETUP How to configure ?
O Hotspot Manual (PDF)
yﬁ [ Srark ] [ Stop l Windows Configuration (PDF)
i ‘Z\ Watch Video
LOGOUT Start Wizard
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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4 Network Configuration

4.1 Network Setup

Network Setup page shows the following options:

Network Interface 1 Network interface which connects to your Internet router, modem, 3G-4G modem etc.
Network Interface 2 Network interface which connects HotSpot to your client network
Autostart HotSpot Automatically starts HotSpot control when program starts
Maximum users Maximum number of users connected at the same time
Inactivity logout Automatically disconnects a user after specified time of inactivity
DNS Redirector Redirect devices and computers from local network to Internet based on DNS
Start Press Start button to activate HotSpot control
Stop Press Stop button to deactivate HotSpot control
Save Save network settings
A — e ox
AgAHEEA HOtspOt - readv Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards

DEVICES Network Setup DHCF Filtering Speed Boost Autologin WiFi Locations V6

Please setup HotSpot as a gateway computer in your network

Please select correct network interfaces and press Start to activate HotSpot control. Autostart HotSpot
ACCOUNTS
Maximum users
3 | Buy License
Tnactivity logout
Your Network 200 2| Sec
STATISTICS .
Q DMS Redirector
‘ i 1208.67.222.222
,W Internet Connected to the Internet Connected to your network Redirects devices with incorrectly
-3 Network Interface 1 Network Interface 2 configured DNS to the correct DNS TP
OPERATOR Internet e Local - ——
E—
192.168.136.128 192.168.9.1

4 || Enable NAT (Internet Sharing) 5'
e

[ Automatically Configure l

How to configure ?
Q Hotspot Manual (PDF)
r ¢ I Start l [ Sto, ] Windows Configuration (PDF)
,fé"\a\ G Watch Video
LoGOUT Start Wizard
Accounts 5 Online 0 Download 0 KB Upload 0 KB

The first step in setting up the HotSpot is sharing Internet connection. This step is required in order to allow all
customers in your network to access the Internet.

There are several ways to share the Internet connection. It can be done by:

¢ Using Antamedia HotSpot NAT (Network Address Translation). Setup Wizard will help you to configure NAT and give
you sample how to configure connections of computers in your network

¢ Using Microsoft Internet Connection Sharing available in Windows operating system

¢ Using Routing and Remote Access available in Windows Server editions

© 2019 Antamedia 16
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After you configure Internet sharing, please select Network Interface which connects your network to the HotSpot. On
the selected network interface HotSpot will activate the integrated Web Server which is used to display all pages to
customers, like login, logout, info and welcome pages. By changing the network interface, IP address will be
automatically filled in. Please enable Autostart and press the Save button to store your settings.

The last option to configure is DNS redirector. Please type here one of the DNS addresses specified by your Internet
service provider, or any other working DNS server. This option helps in cases when customer has incorrectly
configured DNS address. HotSpot will redirect client to the correct address and DNS query will be resolved.

The last step is clicking on Start button for activating HotSpot engine. From that moment your customers should see
login page in their browsers in attempt to connect to the Internet.

If login page doesn't appear, please check pre-installation steps[ 91
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4.2 DHCP Settings

Manually assigning IP addresses without a DHCP server can create havoc on your client network. Antamedia Hotspot

comes with built-in free OpenDHCP server, which can be used to assign dynamic IP addresses to client devices on
client network.

Before you can start using it, proper IP settings have to be configured. Please go to Hotspot - Setup - Network - DHCP
page and open DHCP Settings tab. Following settings need to be configured:

Default Gateway As Default Gateway address enter IP address of NIC2 (LAN) adapter in this field.
Subnet Mask Value in this field has to match value set in IP properties of NIC2 (LAN) adapter.
DNS1, DNS2 Itis recommended to use DNS addresses of your ISP or public DNS servers such as

Google's (8.8.8.8, 8.8.4.4).

Lease is valid for___hours This option determines how long client devices can keep assigned IP address. Itis
recommended to set value of 8 hours for wireless networks.

= X

>
E
>
z
]
]
>

Solutions  Support

Whitelists URL Email Social Schedule Employees Advertising License
é HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup  DHCP Filtering Speed Boost Autologin 'WiFi Locations V6
s DHCP Settings Leases Fixed MAC-IP Exclude IP Blocked MAC TP Pool
ACCOUNTS These settings will be assigned to a device when it connects to the network and tries to obtain DHCP Engine: Open DHCP Server by Achal Dhir

IP address. Please enter your gateway and DNS IP addresses, and specify lease duration (how
long device can keep assigned IP address).

Default Gateway: DNS1:

192,168.9.3 8.8.8.8 [ Enable DHCP requests on all netwark interfaces (ot recommended)
Subnet Mask: DNS2: Leaseisvalid for 24 2 hours

255,255.255.0 8.8.4.4

A

OPERATOR

. )

| Enable DHCP Server

s s swi | siop
y>
&
N
LOGOUT
Accounts 5 Online Download Upload
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A pool of available addresses is automatically created based on IP settings of NIC2(LAN) adapter. If you need to add a
new pool or modify existing, it can be done on the page under IP Pool tab.

A

ANTAMEDIA Solutions  Support
Whitelists URL Email Sacial Schedule Employses Advertising License
HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup  DHCP Filtering Speed Boost Autologin 'WiFi Locations V6
1)
DHCP Settings Leases Fixed MAC-IP Exclude IP Blocked MAC 1P Pool
Please spedfy a range of IP addresses which will be assigned to devices. This is optional feature. If you do not
ACCOUNTS spedify it, DHCP Server will assign any available IP address from the selected network interface range.
[Name Start P End IP
» 1P-Pocl-2 192.168.9.3 192.168.9.254
STATISTICS
OPERATOR
A
il
Start IP EndIP
SETUP |192.188.79.3 | |192.168.79.254 |

P,
.v}m L ea | [ oa

LOGOUT

Accounts 5 Online Download Upload

After you configure these settings, check Enable DHCP server and click Save button. Restart Hotspot and DHCP will
start automatically with it.
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4.3 Filtering

Antamedia HotSpot provides a feature to block access to specified hosts and ports. You can use it to block access to
certain websites, FTP servers, Email servers, P2P programs or a complete IP or PORT range. This feature controls the
outgoing traffic - what customers are trying to access.

To configure filtering, please enter the desired values in the following fields:
Starting and Ending IP address Defines starting and ending IP of the range you wish to block
Starting and Ending port Defines starting and ending port of the range you wish to block

Please click Add button to add the defined rule to the list. To remove specified rule from the list, please select it with left
mouse click and press Remove button. When you finish adding rules, please press the Save button.

A S e
nﬂnnn:n Solutions  Support
‘Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup  DHCP Filtering Speed Boost Autologin WiFi Locations V6
s+ 58
IP and PORT Filtering
Qutgaing traffic is filtered with IP and port blocking rules. It is possible to block specific ports (ke FTP, SMTP) in a defined IP range, or to block the website IP
using 'Add URL' aption, The Blocked website is redirected to the Restricted page (HotSpot IP and part 78), or you can redirect it to the desired IP and port (for
ACCOUNTS example your website IP and port 80).
Starting 1P address Starting address  |Ending address ‘Por‘t from | Port to | Redrect blacked website to P
192.168.79.131
102.168.80.1 192.168.80.1 80 80
STATISTICS Ending IP address 228.654.487.5 228.654.487.5 80 80 Redrect to part
| | 156.166.225.4 156.166.225.4 80 80 8 -
[ Starting port | |234.658.125.154  234.658.125.154 80 30
l?e'b\ 8o : ! 564.123.456.214  564.123.456.214 80 80
OPERATOR Zr;dmg part
Block websits URL
3
SETUP
v
& 4 i
[ A
LOGOUT
Accounts 5 Online Download Upload

Blocking a website with Antamedia HotSpot is a simple task. To block the desired website, please enter URL address in
the Block website URL field and press Add URL button.

Please type URL without http://. For example, if you type www.porn.com and press Add URL, HotSpot will resolve IP
address where this website is hosted and store the IP address and the port in the restricted list (like 64.89.23.139 and
port 80).

The blocked websites are redirected to a restricted web page. By default, HotSpot is serving the restricted page from
the port 78 and HotSpot IP address. You can configure the text which appears on the restricted web page in HotSpot -
Setup - Pages - Customize page, by editing Restricted page (Setup-Pages_.htm. Please restart HotSpot after these
page modifications.
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If you do not wish to show the restricted page, but instead you wish to redirect customer to desired website, you can
modify default settings. Please enter IP in Redirect blocked website to IP field, and port in Redirect to port field. If you
are redirecting to your website, please enter your website host IP and the port 80.

All restricted traffic on ports, apart from port 80, is simply blocked. If you have the configured rules to block FTP, SMTP

and the other ports, a customer will not be able to access these services. There are no restricted messages in this
case.
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4.4  Speed Boost

Speed Boost option can be used to increase or decrease user Internet access speed during specific time interval. You
can use this feature to create happy hour, increase speed during the night, or grant specific account group high speed in
desired time interval. To configure it, please create usage schedule template that will be used to activate speed change.

You may configure speed boost in several ways:

o for all accounts,

¢ only for accounts that belongs to specified account group,

e or for all accounts that does not belong to specific group.

Speed change is configured in %. To double speed, please enter 200%, or to lower speed to half, enter 50%.

Enable Speed Boost Select it to activate speed boost.

Based on the selected usage From drop-down menu select usage schedule plan that will be used for speed
schedule plan boost.

Download Set download speed boost in percents.

Upload Set upload speed boost in percents.

Type From drop-down menu select type of accounts to which speed boost will apply (for

all accounts, only for account group or for all accounts except group)

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Metwork Setup  DHCP Filtering Speed Boost  Autologin WiFi Locations V6

Speed Boost Setup

Use speed boost feature to increase {or decrease) user Internet access speed. To configure it, please create usage schedule template that will be used to start or
stop speed change. You may configure speed boost for all accounts, only to accounts that belogs to specified account group, or for all accounts that does not

ACCOUNTS belong to spedific group. Speed change is configured in 3¢, so to double speed enter 200%, or to lower speed to half, enter 50%. You can use this featuer to
create happy hour, increase speed during the night, or grant specific account group high speed in desired time interval.

Based on the selected usage schedule plan

STA s Daytime b
Download Upload
L 0 e D BES
Type
OPERATOR For all accounts ~
A
-
SETUP
_;A\.‘.,
')
LOGOUT
Accounts 5 Online Download Upload
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4.5 Autologin

Autologin feature automates the login process since a customer does not need to enter a username and password. As
soon as a customer connects to your network, HotSpot will detect it and automatically login customer device. This way
a customer skips the login page and has a feeling that the computer or device is always connected to the Internet.
However, HotSpot will track customer usage and logout account in case of inactivity.

A s
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
HNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Network Setup  DHCP Filtering Speed Boost Autologin WiFi Locations v6
s fd
Autologin
Please specify the ports that will trigger the account autologin. This feature can be used to login selected accounts, specified devices based on IP and MAC
address or VOIP phones. Please restart the software after enabling or disabling this feature.
ACCOUNTS
Enable Autoiogin Part Description VACbasedexcentonst  [wac |
helps to disable autologin
I S/HIIE feature on desired
STATISTICS Port 21 FTP computers, Please enter
25 = u P e computer MAC addresses
) Il 53 DNS
[ Description (optional) m 110 POP Exclude MAC
T O 443 55
OPERATOR
Add Add
d Remove Remove
&
SETUP
Feature can be used to
> prevent associating user
F f‘) accounts to a publidy
P \\\_ shared computers
&
‘J" W Save
LoGout I would like to add ports automatically
Accounts 5 Online Download Upload

How to configure Autologin ?

1. You have to Enable Autologin globally in the software

2. In Manage Account page please Enable Autologin to allow autologin for that account. By default, this option is enabled
while generating the accounts so this step is usually not necessary.

3. Customer has to login initially in order to store MAC address of computer in HotSpot database. From that moment,
autologin will be functional for that account. MAC address is stored in Account Manage Account page, in a field below
Fixed MAC option.

This feature can be used to allow desired devices (like VOIP phones) to access network automatically. In order to do
this, you have to create the accounts for each device and store its MAC address manually. You will also have to add
VOIP ports that should trigger the autologin. By default, HTTP, FTP, SMTP, DNS, POP and SSL ports are stored in
autologin ports list. This means that autologin will be activated if a customer tries to access the Internet by using any
browser, FTP software or tries to send or receive Emails. You can add additional ports required for other applications.
You can also disable autologin on some devices by adding their MAC address to the MAC exception list.

4.6 WiFi Locations

WiFi locations are used to display different login pages and themes in the user device, depending from which access
point customer is trying to access the Internet. Each location is defined with IP range of the Access Points associated. It
has a name according to physical location, like Lobby, Rooms, Main building, Reseller X, Operator Area Y. Locations can
be configured to display free access or login page, depending if you wish to provide free or paid access. For example, in
a hotel lobby you can provide a free service, while in the rooms you can offer only paid service. You can configure
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different content on the pages depending on a brand, Reseller, Operator or Retailer. It can be used to create Virtual ISP -
any person can join your network with an Access Point and act under own brand while sharing your infrastructure.

A

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Flans Free Access Options Language Credit Cards
DEVICES MNetwork Setup  DHCP Filtering Speed Boost Autologin WiFi Locations V6
i)
WiFi Locations Number of WiFi Locations Standard: 2, Premium: 5, Enterprise: Unlimited Upgrade License
Location setup helps you display different login pages, theme, and page content in the user device. fou can configure IP ranges of your Access Points, and name it
ACCOUNTS according to the physical location, like Lobby, Rtooms, Main Building, Reseller X, Operator Area Y. These locations can serve free or login page depending if you wish
to provide free or paid access on the location. You can configure different content on the page using Page Groups, depending on a brand, Operator, Reseller or
Retailer. It can be used to create Virtual ISP - any person can join your network with an Access Point and act under own brand while sharing your infrastructure.
Location Name |From 1P Tor Operator [Active [URL Filtering|Speed Limit [Download |Upload |
Default 10.0.0.1 250,250,250,250 100 KB 100 KB
STATISTICS Hotel 20.0.0.1 20.0,1.255 100 KB 100 KB
Beach 30.0.0.1 30.0.1.255 100 KB 100 KB
- Lobby 40.0.0.1 40.0.1.255 100 KB 100 KB
}w Retail Store 50.0.0.1 50.0.1.255 100 KB 100 KB
might Club 60.0.0.1 60.0.1.255 100 KB 100 KB
OPERATOR + | 5pa Center 70.0.0.1 70.0.1.255 100 KB 100 KB
A
3
SETUP

e
LA Ee———— r—

Accounts 5 Online Download Upload

To create a new location go to HotSpot - Setup - WiFi Locations page. Select any of locations in list to get Details tab.

From_ Details tab_ configure Location Name, Detalls o —
starting and ending IP addresses. Operator's —
name for location,URL Filtering and Limit is Location Name From 12 TolP
. Default 10.0.0.1 250,250,250,250

optional.

Operator

|| Active ] URL Filtering
[ imit 100 100 - KB/s

From Additional tab is configure Login message, Details Additional
Welcome message, different Redirect URL after

Message Login Message Welcome

login, activate Quick Survey, change Logo and
Background for the location. Redrect URL ] Use survey
Click Add and Save button to apply changes.

Logo-Default.png Background-Default.jpg
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Locations feature can be used in 2 scenarios:

1. Within the local network (LAN) where HotSpot server resides. HotSpot can be set up so that each location (an
Access Point or group of them) displays login page with different settings (theme, free access/paid etc.). This
functionality requires that all Access Points support DHCP server feature.

2. InWide area network (WAN), routers on remote sites will connect to a centralized HotSpot server. Each one of these
routers can represent a location in HotSpot with its own login page settings. HotSpot Cloud feature and compatible
routers are required.

HotSpot software supports setting up both scenarios at the same time, if all requirements are fulfilled.

The following example will explain typical first scenario setup and give you an idea how to configure locations in a Hotel.
Hotel's Hotspot server will be configured to display different type of login pages in the lobby, restaurant and rooms. In
the lobby Hotspot login page should contain only ticket login form. Restaurant will provide free access with a predefined
keyword. In the rooms guests will get a page with account login form and sign-up link. Alternatively, it can be switched
to PMS Hotel login form, where a guest may authenticate using a room number and a guest name (PMS Interface
module is required in this case).

AP 1( Lobby)
DHCP Server ON
DHCP IP Range:
192.168.1.10 - 192.168.1.254

’(((;, é — NIC 2 NIC 1

IP: 192.168.1.1 1P:10.0.0.2
AP 2 (Regtau[am) SM: 255.255.248.0 SGI:‘:‘IV 21505023512550
DHCP Server ON Gateway and DNS DN§ h 8 8 B 8
DHCP IP Range: should not be configured DNS 28844
192.168.2.2 - 192.168.2.254 e
V (¢ e —
\ - Internet Router
9 Gooms) Swi /Modem
0oms
HotSpot Server [P10.0.0.1
DHCP Server ON DHCP Server OFF
DHCP P Range: Locations:
= 192.168.3.2 - 192.168.7.254 Default (10.0.0.0 - 250.250.250.25)
j | Lobby (192.168.1.0 - 192.168.1.254)
’ ( Restaurant (192.168.2.0 - 192.168.2.254)
. — Rooms (192.168.3.0 - 192.168.7.254)

A

ANTAMEDIA

Diagram of the example network
This scenario can be configured with the following steps:

1. Hotspot network needs to be designed using the same principles as an example network diagram

2. 1P range for each access point (location) has to be configured on HotSpot - Setup - WiFi Locations page

3. Access point on each location has to be set to act as DHCP server, with IP pool range configured to match the IP
range configured for that location in Hotspot.

4. Login page settings should be configured for each location, this is done from HotSpot - Setup - Pages - Default page
screen:

4a. Select the location for which you want to define page rules
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4b. Choose type and subtype of the default page.
4c. Select Sign Up method

4d. Configure Theme settings

4e. Click Save button

After the procedure is completed, users in each location should get a different login page, according to configured
settings.
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5 Database Server

Antamedia Database Server stores the data from Antamedia software (customers accounts, pricing plans, bills,
statistics, reports, action log etc.). Database Server is installed from HotSpot Installer using Express Installation or
using Custom Installation process when you need to select to install it separately from HotSpot package.

Database server can be installed on the same computer as Antamedia HotSpot or some other computer. For standard
HotSpot installation and usage scenario Database Server can be located on the same computer, assuming that such
computer is fast enough to handle all tasks. Please use Task Manager to monitor system resources and CPU usage.
When idle, HotSpot and Database Server doesn't show any significant CPU usage. However, with large number of
concurrent users, HotSpot and Database Server might reach 40-50% of CPU usage, and this is a sign to move Database
Server to other computer or to get faster computer.

Upon installing Database Server, Installer will start ADBConfigurator (Antamedia Database Configurator) which will
perform maintenance, update and add new database tables, stored procedures, triggers etc.

# Database Server X

Session Address Process Created On

2 Administrator:3 192.168.136.128 20165ERVER:4388 10/2/2018 10:16:25 PM

»

Tasks

R sto p Server

»

Server Details

ADBSERVER
Database Server

Mode: Application

IP Address: All Addresses
Port: 12010

Version: 2.11 Build 1
Licensed Sessions: 4096

Config Felder:
ChAntamedia\DBServer',

Large File Support: Ne
Max Log File Size: 1048576

Up Time: 35 Minutes, 19 Seconds Sessions: 1 Connected: 1

If you intend to run multiple HotSpots and share the accounts between these locations, you will have to install Database
Server on a computer with Public IP address (accessible from Internet). This way, all HotSpots will be able to connect to
one Database Server.
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When the HotSpot is started for the first time, Setup Wizard will automatically configure Database Server IP address. If
you have installed Database Server on other computer, please configure correct IP address.

Database settings page contains following options:

DBServer IP Address

DBServer Port
DBServer Username
DBServer Password

DBServer Compression

Save & Reconnect

With search and sorting
functionality on grid headers

Without search and sorting
functionality on grid headers

Always display only 1000 first
accounts

IP address of the computer where Database Server has been installed. This IP is
usually the same as HotSpot IP address

Port used by Database Server. Default portis 12010+,
Database Server username. Default username is Administratorx.
Database Server Password. Default password is EDBDefault*

If HotSpot is connected to the Database Server through the Internet it is
recommended to use higher compression to get faster response from the database.
When running on the same computer, default compression setting (6) is
recommended.

Save settings and reconnect HotSpot to the Database Server

With this option enabled you have ability to sort accounts (per name, IP, time etc.). If
you are using computer with slower CPU and Ram memory, it is recommended not to
use this option.

Account sorting is disabled and HotSpot will display accounts much faster and get
overall better performance. It is recommended to select this option.

If you have a large database and experience slow display of accounts when clicking
on ACCOUNTS button, please consider using this option. It will significantly speed up
database display on screen as only first 1000 accounts from result set will be
displayed.

*Please note that the default port, username and password can be changed in the Database Server configuration menu
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ANTAMEDIA Solutions  Support

Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards

DEVICES Settings Maintenance Import Accounts  Print and Export  Database Backup

Database Settings

ACCOUNTS DBServer IP Address DEServer Username Please choose how accounts are displayed:
192,168.9.1 Administrator [} With search and sorting functionality on grid
headers (slower)
DBServer Part DBServer Password Without search and sorting functionality on grid
12010 = EDBDefault headers (a few times faster)
STATISTICS DBServer Compression [] Always display 1000 first accounts only
s i
Qg
2%
% Software reinstall might cause in some cases incorrect
account updates, and display of the old accounts (in
OPERATOR the small generate box) while generating a new ones.
Click the: button below to fix this issue.
d Fix GeneratelD Order
=
7
SETUP
-
Ay
& o
-\ﬂ‘ \lﬁ
LOGOUT

Accounts 5 Online Download Upload

5.2 Database Maintenance

Everyday HotSpot activity increases database size. Although HotSpot can handle large amount of data, it might be a
good idea to perform maintenance on a regular basis or to enable hourly, daily or weekly automatic maintenance. With
default HotSpot setting all the accounts are displayed after clicking on ACCOUNTS button. With large database and
many old and expired accounts it might take time to show them on screen. Account maintenance can help you keep the
database fresh and speed up the display of accounts.

To enable automatic maintenance, go to HotSpot - Setup - Database - Maintenance page, enable Auto delete expired
accounts option, set desired recurring interval and configure needed additional options. Other manual account
maintenance options available on the page are:

Expire Before Use it to delete the accounts which expired before the specified date

Last used before Delete old accounts that have not been used lately

Time left less than Use it to delete accounts with few minutes left time. In the field specify the time interval
in minutes

Quota left less than This filtering option will remove accounts with quota less than secified

Inactive Delete all deactivated accounts

Unsold Delete the account that is generated with Sell Later option enabled, but not sold yet

After selecting the desired options, please click Delete Accounts to delete the accounts from the database.
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ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Settings Maintenance Import Accounts  Print and Export  Database Backup
o B8
Account Maintenance
This option helps you delete the group of accounts
generated and saved with the same ID
ACCOUNTS Delete all accounts that match any of the following conditions: Account group ID
Expired before 9/25/2018 10:53:46PM  ~ 1 = Delete Accounts
Last used before 9/25/2018 10:53:46PM = Accounts Password |Time |quota ]
|| Time left less than 0 = | minutes
STATISTICS Quotz left is less than 000 2| kB T
Inactive
o Unsold Delete Accounts
OPERATOR

Auto Delete Expire Accounts

Hourly Daily Weekly
=
- 2

Delete All Accounts in the Database
SETUP
Warning: You will loose all data as this
O option cannot be undone,
.‘(" Delete log entries from
LOGOUT

Accounts 5 Online Download Upload

We also recommend to Delete Log entries. It is recommended to keep logs from last month.

No matter how careful you are, there are cases when you as Administrator or Operator create a bunch of accounts
using wrong pricing plan or wrong Prefix and those accounts should be removed from Database.

Best way to do it is to delete whole set of accounts using Generate ID used for account creation.

Find set of accounts using Account group ID and press Delete Accounts button.

In case that you want to remove all accounts from database at same time, press Delete All Accounts button.

Please be careful with these options since deleted accounts can not be restored.
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53 Importing Accounts

Sometimes there may be a need to import accounts to Hotspot from external sources. That can be easily accomplished
using this option. Your only concern is to provide a properly formatted file with delimited values (.csv). Fields should be
sorted this way:

"Account”,"Password","Time Left","Expire","Download","Upload”,"Quota”, "Money"

Note that expire date cannot be imported currently, leave that field blank. Time Left field uses seconds as unit.
Download,Upload and Quota fields use bytes.

Import page is located on HotSpot - Setup - Database - Import Accounts tab and contains following options:

- 7 X
ANTAMEDLA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Settings Maintenance Import Accounts Print and Export  Database Backup
Import Accounts from file
This aption helps you to import accounts from external file
Search Data separator
2 [ oomne | [amod |
| |Acoount Password Type Plan 1D Time Leﬂ:lunl‘ Quata‘unll Down\oadl Upload‘Exptre ‘
S
P
OPERATOR
A
SETUP
e
& 'JV\\I* [ skt | [ mone | ¥ imoortmy occountimiaons rom the e
LOGOUT [T Assign internet plan values when import values are not available
Accounts 5 Online Download Upload
Search Search accounts in the import list
Data separator Delimiter used in imported file
Import my account limitations from  Choose whether to import account limitations like download and upload rate,
the file quota etc.
Assign price plan values when import Check this option to assign values of desired price plan to imported accounts
values not available if import values are not available
Please select price plan From list select price plan that will be used for import
Import Data Press on this button to import accounts
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5.4 Accounts Print and Export

Antamedia Hotspot allows you to print the account list or export it to many different file formats (txt, html, pdf, csv, jpeg

etc.).
To print or export the account list, please follow these steps:

1. Open HotSpot - Setup - Database - Print and Export page
2. Select account type from the drop-down menu
3. (Optional) Enter the name to filter account list
4. Click Show button (account list will appear)
5. Click Print button
6. Print preview will open (this may take some time depending on database size)
7. Toexport the account list click on exporticon, choose a file format and click ok
8. To print the list click on the printer icon and click OK in the print dialog
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Settings Maintenance Import Accounts  Print and Export Database Backup
Fx R
Print and Export
ACCOUNTS Lt:ge:s:;:;:s:ents, please click on Print and choose & desired export format from the print preview. Please be patient, this might be a lengthy process with a
Account Type Filter by account name
Al Accounts > [ Show I [ Print and Expart 'I
STATISTICS Accounts Password |MAC |T|me Quota Download |Up¢oad |Ekpiraﬁon‘Firstnama |Lastname Email |Phone |Cou‘
USER1 123 10:00 Unlimited 100 KB 100 KB Joe Brown 415-555-7633 USA
USER2 123 Unlimited Unlimited 100 KB 100 KB Gordon Johnson (918) 555-1234 USA
% UNLIMITED 123 Unlimited Unlimited 100 KB 100 KB Keith Davis 650-555-2342 USA
’N GUEST1 123 20:00 Unlimited 100 KB 100 KB Vivian Thomas 415-555-8500 USA
GUEST2 123 Unlimited Unlimited 100 KB 100 KB Brian Anderson (416) 233-8523 Can
OPERATOR =
A
SETUP
‘yfm 4 [} 4 i
LOGOUT
Accounts 3 Online Download Upload
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5.5 Database Backup

Database backup feature is useful in case of unexpected events like sudden power interruption, which can corrupt
parts or the whole database in some cases. If such problem occurs you can restore a database backup taken earlier,
and prevent possible data losses. Backups can be created manually or automatically on daily, weekly or monthly basis.
Settings for this feature can be configured from HotSpot - Setup - Database - Database Backup page. Backup files are

saved in C:\Antamedia\DBServer\Database\Backup folder.

_ - &® X
'A‘ HotSpot is ready.
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Settings Maintenance Import Accounts  Print and Export  Database Backup
[i4)
Database Backup Settings
ACCOUNTS
_ . Backup Name |Creabed
Enable Automatic Database Backup Backup_2013-10-02_22-59 10/2/2015 10:59:35 PM
[ Daity 08:00 AM | 2
STATISTICS [T weekly Monday ~| |pg:o0AM |3
Monthly 1 ~  |08:00 AM =
o~
OPERATOR
If you wish to backup database files right
/. * now, please dick the button bellow
e
SETUP Backup Now
e
& ﬁ\
‘\ﬂ L | To restore a backup from the list, please use EDEManager while HotSpot is dosed.
LOGOUT
Accounts 5 Online 0 Download 0 KB Upload 0 KB

Torestore a database backup, please follow these steps:

Close HotSpot software and any Operator that connects to database, even as service in the background. Go to Windows
Task manager and from Process tab find and stop AHotSpot.exe and ADBHS.exe To make database backup copy C:

\Antamedia\DBServer\Database folder to some other location.

Download EDBManager application. Extract downloaded file to desktop and start it. In EDBManager create new (Admin)
session. In General tab please select Remote not Local. In the Login fields type 'Administrator’ as username and default
password 'EDBDeafult’. Username and the password are the same as it is set in the software Setup - Database -

Database settings tab.

Go to Databases and find AntamediaDB. Press Restore Database. In new window you will see a list with the backups
stored at the C:\Antamedia\DBServer\Database\Backup folder. Select which you want to restore and press OK.
Database will be restored and you can close EDBManager and start Hotspot software.

© 2019 Antamedia 33


http://www.antamedia.com/download/edbmgr2.zip

A Antamedia HotSpot Manual

' ‘ Database Server

ANTAMEDIA

5.6 Connecting Multiple HotSpots

Large networks, consisting of several HotSpots spread in different city locations, can use the same Database Server in
order to share data. The same accounts, price plans, usage schedule and other data can be used in any of these
connected locations.

In order to connect multiple HotSpots you have to:

1. Install Database Server on a computer with Public IP address (accessible from Internet). This way, all HotSpots will
be able to connect to one Database Server.

2. 0n every HotSpot, please configure Database IP address in HotSpot - Setup - Database - Settings page. IP which you
should enter is the public IP address

3. Make sure that firewalls are not blocking communication between HotSpots and Database Server

HotSpot Location 1

Ll

A
Connected to the Internet ~ Connected to Local Network

Database Server

L]
|

HotSpot Location 2

Connected to the Internet Connected to Local Network

Connected to the Internet N
Internet

HotSpot Location 3

—— o
| |

Connedted to the Internet ~ Connected to Local Network

Please note, Antamedia Database Server can be installed on any of the HotSpot locations. For example, you can install
Database Server on HotSpot location 1 and configure other two HotSpot locations to connect to the IP address of the
first location.
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Benefits

- Customers can use account in any of the connected HotSpots.

- Accounts can be created in any of the connected HotSpots. It can be created even from administrator home or
different country.

- You can use multiple Internet connections for your network. For example, every HotSpot can use it is own ADSL
connection for group of users connected to that HotSpot. This can help you to decrease total traffic through the network
backbones.

How to be sure that everything is working ?
Create accounts on one HotSpot, then click on ACCOUNTS button on the second HotSpot. If you see newly created
accounts, you've configured it correctly.
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6 Login, Signhup and Logout

6.1 Login
When a customer connects to your network and type any website address, login page will be displayed in a browser.

Customer have to login to get Internet access. There are many types of login pages, such as login with username and
password, ticket (voucher), hotel login with room number and guest name, free login, social login etc.

Default login page contains Username and Password fields, Login button, Free trial, Sign Up, Upgrade now! and | need
help! link. The customer needs to type correct account information - Username and Password and press Login button.
HotSpot verifies this information in database and if the customer entered correct details, login would be granted.

e 5[ @ hitg/11921689.1/1agin?
€ WI-FI HOTSPOT

Welcome USER1, you are now logged in.

£~ ¢ || & Wifi Hotspot x £~ & | & wifi Hotspat x i

€y WI-FI HOTSPOT

| & nitp://192.168.9.1/login

P[ease |Og|r| Please click the CONTINUE button or type desired website URL.

Thank you for using our service.

Username
CONTINUE

Password

I
Login with social account

00000
TS

Upgrade | need help!

Customer tes username and password and clicks
Login button.

© 2019 Antamedia

Time:
Quota:
Download:

Upload:

10:00
Unlimited
100 KB
100 KB

Last used:

Expires

Account

I KR
L

Pe—

Welcome screen shows account details, and redirects to

the page which customer requested after CONTINUE

button is clicked.
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Welcome page is useful as it keeps a customer

informed about the time and bandwidth quota left, @ hrpssiey £+ 0| SNSHESEN © Customer - X
upload and download speed, last used and expiration @ CUSTOMER PORTAL

date. Customer may click Account link to get details
about usage. To get Internet access, customer can m
Reports

click Continue button. S S

My Details Password Credit Card Booster

Welcome Joe Brown

800 Kb 800 Kb prepaid
'o! m-m“ mﬂ e Lefl Price Plan

Unlimited 10:00 Check Email and Social Networks

Daily Quota Left Daily Time Left Expiration

Unlimited Unlimited 2/22/2017 10:55:01 AM

Total Time Status Last Used

0:00 Active Mot Used
Refill button from the Welcome page is used for =
refilling pre-paid account with a refill code. Customer () ()| @ /19216882~ © | @ Wit Hotspot
have to enter Account Username, Password and a -
valid Refill code. €y WI-FI HOTSPOT

Please enter username,
password and refill voucher code

Username
Password

Refill code

CONTINUE
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Help page explains that HotSpot is commercial and - e
that customer should buy a ticket. This page can be @ © nitp/1321659/help__2 - & || € Wifi Hotspot x [
modified to show your contact numbers, live chat link,
terms of usage etc.

€) WI-FI HOTSPOT

This is a commercial Hotspot and you need to buy a ticket with a
valid username and password in order to get Internet access.

Once you login, you will be able to use Intemet as long as you

have time or bandwidth left. If you need faster access or intend

to download large files from Internet, please request a special
ticket from Hotspot operator.

During your session, you can get information about time and
bandwidth usage from the Info page.

If you need an account, please signup. You can choose
usermname, password, Internet plan and pay with your credit
card

Thank you for using our service.

Upgrade link helps existing customers to top up - o -
account with one of defined Internet plans. O 2} & hitp /1921689, vogrede P - & | @ Wii Hotspot x

@€ WI-FI HOTSPOT

Please enter username and
password

Usemame
Password
Confirm password
Emait

First name

Phone

Internet Plans

i Check Email and Social Networks

High Speed Access (3x Faster)

One Week Internet Access (5h & 1GB Daily)
Daily Intemet Pass (256MB Data Transfer)
One Month Unlimited Access

Daytime Access 8AM-8PM

CONTINUE
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6.2 SignUp

If you accept credit cards, a customer can click Signup link and pay for Internet access. Customer will choose
username and password, select a price plan and pay with a credit card.

° @ nitp //192.168.9.1/signup L - & || @ wifi Hotspot

) WI-FI HOTSPOT
¢ @) WI-FI HOTSPOT

Sign up for the Internet access

Usemame

Enter your billing info
Plan: Check Email and Social Networks
Total Price: $2 00
Confirm password
First name
Internet Plans

Check Email and Social Networks Last name

High Speed Access (3x Faster)
One Week Internet Access (5h & 1GB Daily)

Street
Daily Intemet Pass (256MB Data Transfer) City

One Month Uniimited Access
Post code

Daytime Access 8AM-8PM

CONTINUE

State

Country

Phone
Emai
Visa
Credit Card Number
CWV2 Code
Gredit card expiration
01 ~ 2020 ~

BUY NOW

The same Signup link can be used to refill 8 /) ]9 e S s e ]
existing account. Customer should enter , phorE i
the existing username and type (and y

confirm) a password.
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6.3 Logout

HotSpot users will be logged out automatically when time or bandwidth quota expires. Of course, there are other
parameters that can cause logout, like daily time or quota expiration, an account expiry date has been reached, usage
schedule definition, or when a user did not perform any activity in the specified time (like computer shutdown, forgot to
logout manually etc). User can logout in different ways:

1. By clicking Logout button located on Infobox pop-up menu (displayed after login)
2. By clicking Logout button located on Info page (like http://ServerlP/info)

3. By typing keyword LogMeOut in browser address bar (like http://ServerlP/logout). This keyword is tracked in two
ways:

- through the NetBIOS (if a customer has enabled NetBIOS in network interface used to connect to your network). This
feature is available in all the editions.

- as a URL Keyword function located in HotSpot - Setup - URL - URL Keyword tab, that functions as a parser of
incoming traffic. The second case require URL Tracking feature enabled, which is available in Premium edition.

4. Automatically if a user has not performed any Internet activity in the specified time. Inactivity timeout should be
active on account and set in HotSpot - Setup - Network - Network setup page.

e : @ hittp://192,1689.1/logout/ 0O ~ & .@Wm Hotspot x|

@€ WI-FI HOTSPOT

Thank you for using our service.

We look forward fo seeing you again.
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7 Whatis User, Ticket and Refill ?

Before we start with the instructions how to create accounts let us explain differences first.

User accounts are represented with Username and Password required for login to HotSpot.

Tickets are represented with a code, which is a sequence of letters and numbers. Tickets are PrePaid based.

Refills are not login accounts. Refills are used to add more time or bandwidth quota to an already existing PrePaid user

account or Ticket.

Usage based accounts are postpaid accounts which have 0 values for time and quota, and these are increased during
usage. Customers can be billed later at desired time intervals.

Free accounts are accounts without price, after generating they are not shown in sales report.

A‘ Generated 10 accounts

ANTAMEDIA

- ® X

Solutions  Support

[ All Accounts '] [ Free Access I
|Acmunt |Type |IP address | Status | Time ‘ Quuta‘ Expiration ‘Lasm:isd | B
USER1 Prepaid . 10:00 Unlimited
DEVICES USER2 Postpaid 5 Unlimited Unlimited
.Y UNLIMITED Prepaid . Unlimited Unlimited
GUEST1 Prepaid . 20:00 Unlimited
GUEST2 Postpaid . Unlimited Unlimited
USER3 Prepaid . 0:15 Unlimited
ACCOUNTS USER4 Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USERG Prepaid . 0:15 Unlimited
USER7 Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited i
STATISTICS USERS Prepaid . 0:15 Unlimited 1
USER 10 Prepaid . 0:15 Unlimited
USER11 Prepaid . 0:15 Unlimited
‘_ USER 12 Prepaid . 0:15 Unlimited
OPERATOR
A
-
SETUP
@ .
& m Search
L [ Generate Accounts ] [ Update Accounts I [ Print and Export -
LOGOUT
Accounts 15 Online Download Upload
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8 Creating Accounts

8.1 Generate Accounts

Generate Accounts option is located in Accounts tab, which is available from the main HotSpot screen. The same
option is used to generate: Users, Free accounts, Tickets, Refills and Usage based accounts. HotSpot takes care to
generate unique accounts, with settings defined by Internet Plan. Each price plan has price, time, bandwidth quota,
expiration date and other options. However, administrator or employee (with appropriate access rights) is able to
modify any of the settings before generating accounts.

Generate Accounts page has following options:

Generate _ Please enter how many accounts you want to generate
Type Select the type of accounts

Internet Plan Choose a Price Plan to define parameters of new accounts
Discount Select the discount you want to apply to generated accounts

- = 9
'A‘ Generated 10 accounts
ANTAMEDIA Solutions  Support
All A L . Generate Accounts Options
-
10 - | Accounts
- = T
"y UMNLIMITED Internet Plan Check Email and Social Met ~
GUEST1 Discount Mo discount M
GUEST2
ACCOUNTS
Account Password fa
USER3 2VENT
= USER4 PZ4N2
USERS P3LHG Username USER
STATISTICS USERG SV
Start number -EH
USERT MLSE3
USERS IORYNE Password Length 5
%‘— i USERS GEABS
USER10 EFGVS
OPERATOR USER11 RIRHU Nen aceounts Sell now
: [l
USER12 36DCR = Sell later
I would like to modify Internet plans
I would like to modify print options
o/
-
SETUP
‘) v
i lll"\ Generate Accounts -
LOGOUT
Accounts 5 Online Download Upload
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Depending of Type selection, different options will appear in the right side of the screen:

Prefix A word which comes as a first part of the generated account username (like NEW)
Start Number Defines starting number to be added to prefix (like 21). With this examples, accounts that
will be created are NEW21, NEW22, NEW23 etc.
Password Length Defines how many characters (letters and numbers) will a password have
Length Defines how many characters (letters and numbers) will ticket or refill have
Username LISER.

LA

Start number Length Characters
Password Length Prefix I:I

When generating user accounts When generating tickets or refills
Sell now Accounts are saved in the database, sold and added to bills and statistics, and ready for
use.
Sell later Accounts are saved in the database, and will be sold on the first usage or when operator

click Sell button in Accounts page

Generate Use generate button to create new user account, ticket or refill
Save Save generated accounts in the database
Cancel Close Generate Accounts tab

What are the steps to generate accounts ?
1. Type 10 to generate 10 accounts

2. Select type of account

3. Choose desired price plan

4. Optionally select discount

5. Click Generate

6. Click Save

If you want to print accounts directly, without print preview, you can select No Preview option in HotSpot - Setup -
Options - Print Options[ M.
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8.2 Modify Generate Options

Generate options are automatically filled in when you choose a price plan. However, if you like to modify some option
(like increase download for next 10 accounts you make) you can do it using Options page.

Generate Accounts Options
Quota || Bandwidth quota daily limit
0.00 | KB - 0.00 - KB e
Unlimited quota || Bandwidth quota monthly limit
0.00 - KB "
Download
40 ° | KB (KBytes) ~ || when quota is exceeded, limit speed to
Upload || Limit daily time usage Download
40 = | kB (kBytes)| ~ 0 :|h 0 3 min 0 :| |kb (kbits) |~
[ Limit monthly time usage Upload
Time 0 < h 03 mn 0 - | |kb (kbits) |~
0 :h 15/ - min 0 : |Sec
[ Unlimited time [ Multilogin with maximum
0 % Simultaneous logins

|| Enable Usage Schedule - days and time for account login

|:| Accounts expire on Daytime -
11/2/2018 11:11:12PM | =
1421 T would like to add samples or modify usage schedule templates

Accounts expire in

1 | days from first use Accounts are Active Account Group —
Accounts expire in Inactivity timeout
1| = | days from last use Autologin
] Limit the number of daily logins O Fxed maC
0 > Logns
Quota Total bandwidth traffic available to a user for downloading or uploading. It is usually

displayed MB, GB or TB depending on value. Quota is not a sum of download and upload
traffic. If you define 100 GB as quota, user can download and upload maximum of 100 GB,
whichever comes first.

Unlimited Quota Enable this option if you do not wish to limit users by bandwidth quota

Download Download rate limitation. Download rate can be displayed in: KBytes, Kbits, MBytes or
Mbits. Like 1 Mbit/s

Upload Upload rate limitation.
Time Time available for Internet usage. Itis measured in seconds
Unlimited Time Enable this option if you do not wish to limit users by time. Itis useful if you charge users by

bandwidth or users pay monthly fees

Accounts expires on Set the date when account expires. After expiration date account can not be used anymore
for login and user will see a message that account has expired

Accounts expire in _ Number of days in which will account expire from the first login. For example, if you set to
days from first usage 10 days, and user will not be able to login on 11th day from first login
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Accounts expire in _ Number of days in which will account expire from the last login. For example, if you set to
days from last usage 10 days, and user does not login in the next 11 days, account will expire

Limit number of daily logins Limit how many times user can login on daily basis

Bandwidth quota daily limit Total bandwidth traffic available to user on daily basis. When all daily quota is used, user
can login on the next day

Bandwidth quota monthly Total bandwidth traffic available to user per month. When this option is turned on, it will
limit apply to the rest of the current month, not to the next 30 days.

Limit daily time usage Total time available for Internet usage on daily basis. When all daily time is used, user can
login on the next day

Limit monthly time usage Total time available to user per month. When this option is turned on, it will apply to the rest
of the current month, not to the next 30 days.

When quota is exceeded, When user reach quota limit set download speed to __

limit download speed to

When quota is exceeded, When user reach quota limit set upload speed to __

limit upload speed to

Multilogin with maximum _ Multilogin option allows more than one user (computer) to login with the same account.

simultaneous logins Users sharing one account also shares total download and upload rate. For example, 100
KB/s can be used by one user, or it can be used for 10 users to have approximately 10 KB/s
each.

Enable Usage schedule -  Specify time period when accounts can login. Day and time rules are defined in HotSpot -
days and time for account Setup - Usage Schedule page. This option can be used for example to allow login for

login account from 8AM to 8PM, or only on weekends, or to force the users to logout at midnight.

Accounts are Active Disabled option means that generated accounts can not be used for login until they are
activated

Inactivity timeout Automatically disconnects the users from the Internet after specified time of inactivity

Autologin Enable Autologin| 23} feature for accounts.

Fixed MAC Limit an account so it can login only from the devices you specify.

Account Group Define a group for current batch of generated accounts. This option is useful for later bulk

updating of the accounts, for example if you need to increase speed.
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9 Customer Accounts

All'your Accounts are visible from Accounts panel. From here you can access and see each account specific Account
Info, Manage Account limits, see Customer Details and Photo or Invoice for the post paid account.All you need is to click

on the Account in the list.

Generated 10 accounts

- &

X

Solutions  Support

[ All Accounts '] Free Access l
Account |Type |IP address | Status | Time Quota Expiration ‘LasﬂJsEd |:
USER1 Prepaid . 10:00 Unlimited
USER2 Postpaid . Unlimited Unlimited
UMLIMITED Prepaid . Unlimited Unlimited
GUEST1 Prepaid . 20:00 Unlimited
GUEST2 Postpaid . Unlimited Unlimited
USER3 Prepaid . 0:15 Unlimited
USER4 Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USERG Prepaid . 0:15 Unlimited
USERT Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited 5
STATISTICS USERS Frepaid . 0:15 Unlirited 1
USER 10 Prepaid . 0:15 Unlimited
USER11 Prepaid . 0:15 Unlimited
‘__ USER12 Prepaid . 0:15 Unlimited
OPERATOR
A
-
SETUP -
e -
‘I'Jm Search
L [ Generate Accounts ] Update Accounts I [ Print and Export.
LOGOUT
Accounts 15 Online Download Upload
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9.1 Account Info

Basic account information are available from Account Info tab. From here you can see Account username, Type,
Download and Upload sessions speed, Quota, Time Left, information when it is Last Used, Total Time and account
Status.

From same page account can be Refill with the Internet Plan, Print Account again or Stop.

Account Info Manage Account Customer Details Customer Photo Invoices
Account USER1
Type Prepaid Refill with the Internet Plan

Check Email and Social Net =

Download 100 KB 7] Print receipt
Upload 100 KB
Quota Unlimited
Time Left 10:00
Last Used Not Used
e 000 =
Status Sold
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9.2 Manage Generated Account

Current account limits can be changed and modified from Manage Account tab.

Account Info
Account
USER1

Password
FEE

[T Showe

Quota
1.00 - GB a
Unlimited quota

Download Upload

100 : 100 : | KB (KBytes) ~

| When quota is exceeded, limit speed to
R

Download Upload

L 0 - | KB (KBytes) ~

[ Bandwidth quota daily limit
0.00 - KB -

|| Bandwidth quota monthly limit
0.00 - KB -

[T Limit the number of daily logins
0 | Logins

Manage Account Customer Details

Customer Photo Invoices

Time Left
102 h| o 2 |min
[ Unlimited time

0 - Sec

|| Limit daily time usage [T Limit monthly time usage
0 s/ h| o3 mn 0 - h| 0 < mn

|| Account expires on R
[N

Account expires in
30 -  days from first use

|:| Account expires in

0| = |days from last use

(i)
|| Allow login for multiple devices v
1 % Simultaneous logins

|| Fixed MAC || Enable Autologin

MAC of the last logged-in device

|| Enable Usage Schedule - days and time for account login i)
Daytime b
Account Group Manage

Account is Active

Inactivity timeout

Account

Password

Delete

Quota

Unlimited Quota
Download
Upload

When quota is exceeded, limit
download speed to

When quota is exceeded, limit
upload speed to

Bandwidth quota daily limit

© 2019 Antamedia

Account username is created in process of account creation and can not be changed
Account password is hidden by default. Enable Show Password to see account
password. To change client password replace old password with new one and press
Save Changes button

Delete account from database

Total bandwidth traffic available to user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value. Quota is not a sum of download and upload
traffic. If you define 100 GB as quota, user can download and upload maximum of 100
GB, whichever comes first. To modify quota, please adjust this value and press Save
Changes button

Enable this option if you do not wish to limit selected user by bandwidth quota
Download rate can be adjusted for each user separately

Upload rate can be adjusted for each user separately

When user reach quota limit set download speed to __

When user reach quota limit set upload speed to __

Total bandwidth traffic available to a user on daily basis. When all daily quota is used, a
user can login on the next day
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Bandwidth quota monthly limit Total bandwidth traffic available to user per month. When this option is turned on, it will

Limit number of daily
logins

Account is active

Inactivity timeout

Time Left

Unlimited Time

Limit daily time usage

Limit monthly time usage

Account expires on

Accounts expires in _
days from first usage

Accounts expires in _
days from last usage

Allow login for multiple
computers and devices

Fixed MAC

Enable Autologin

Enable Usage schedule - days

and time for account login

Account Group

© 2019 Antamedia

apply to the rest of the current month, not to the next 30 days.
Limit how many times a user can login on daily basis

This option defines wether user can login in HotSpot. With this option you can temporary
disable selected customer. For example, excessive download, bill payment is late etc.

Automatically disconnect selected user from the Internet after specified time of
inactivity

Shows remaining time for Internet usage. To modify time left, please adjust this value
and press Save Changes button

Enable this option if you do not wish to limit selected user by time

Total time available for the Internet usage on daily basis. When all daily time is used, a
user can login on the next day

Total time available to user per month. When this option is turned on, it will apply to the
rest of the current month, not to the next 30 days.

Specify the date when an account expires. After the expiration date the account can not
be used anymore for login and a user will see a message that the account has expired

Number of days in which will an account expire from the first login. For example, if you
set to 10 days, and a user will not be able to login on 11th day from first login

Number of days in which will an account expire from the last login. For example, if you
set to 10 days, and a user does not login in the next 11 days, the account will expire

This option allows more than one user (device) to login with the same account. The
users sharing one account also share the total download and upload rate. For example,
100 KB/s can be used by one user, or it can be used for 10 users to have approximately
10 KB/s each.

Limit an account so it can login only from the devices you specify. If MAC address does
not exist yet, it will be stored in the first login. This list also determines which devices
will be able to use Autologin[ 23\ feature.

Enable Autologin[ 231 feature for account.

Specify time period when an account can login. Day and time rules are defined from
Usage Schedule[69) This option can be used for example to allow login for account from
8AM to 8PM, or only on weekends, or to force the users to logout at midnight.

Define a group for this account. This option is useful for later bulk updating of the
accounts, for example if you need to increase speed.
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9.3 Customer Details

Customer Details page contains customer personal information and creates valuable addition to the rest of the account
options.

Details available on Customer Details page are displayed in screenshot:

Account Info Manage Account Customer Details Customer Photo Invoices
First name Joe Credit Card -
Last name Brown Number
Company [=7] show number
Address 55 Gold Street Security Code (CVV2)
City Bayshare Mame on card
Postal Code 94326 Month ‘Year
State CA Expiration Date o =S ] =
Country usa
Phone 415-555-7633

Custom 1

Mobile Custom 2

[ Send SMS Reminders
Custom 3

Email
Room
|| send Email Reminders

Gender Male Female
Birthday T

Customer ID 2

Customer survey statistics

Details include:

- First and last name,

- address, city, postal code, state, country, company

- customer ID,

- phone and mobile number with an option to send SMS Reminders
- Email addresses with an option to send Email Reminders

- gender and birthday

- credit Card information

Antamedia HotSpot has an ability to force a user to enter personal data after login. You can do it in order to verify
customer identity, in marketing purposes, or just to send expiration reminder message so that a customer can upgrade
in time.

Collected personal details are: first and the last name, address, city, postal code, state, country, phone number, Email
address

To activate this feature, please Enable collecting customer datal 0% option.
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9.4 Customer Photo

Antamedia HotSpot goes beyond te usual personal data collection and provides an option to save customer photo,
document image and document details. This is especially useful in the countries with anti-terrorism laws, where all
users have to provide identification document.

With options provided by HotSpot, you can save customer ID Card, Passport, Driver licence etc. Picture can be loaded
from hard drive, or it can be acquired from any twain compatible device, like scanner, web camera etc. The same
applies to Customer Photo. We recommend keeping pictures in appropriate sizes since large scanned documents can
quickly increase database size.

Account Info Manage Account Customer Details Customer Photo  Invoices

Document Image
Document ID

a new

image Document Type
D Card b

Photo
Select

Delets a photo

ille| | LB
: s8] )2
: i

ire & phota

Photo added on:
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95 Invoices

From this screen you can review and manage the items added to usage based account or bill a postpaid user. When you
generate a postpaid account invoice will be also generated automatically with billing date set same as account expiry
date. On that date you can manually charge the user, after that press Pay Invoice button in order to record the sale.

How to charge customer with usage based account:

1. Generate and issue usage based account to customer

2. When you to charge the customer, go to Accounts screen, select account and on Account Info page click Add to
Invoice button

3. Go to Invoices screen and review items that are waiting to be billed, note that all items in this list will belong to same
invoice

4. After you receive payment, click Pay Invoice button

5. Invoice will be generated, it will appear in list on same page and in HotSpot - Statistics - Bills page.

6. You can print and/or send invoice to customer by clicking Print button

Account Info Manage Account Customer Details Customer Photo Invoices

Items added on the user account which should be manually biled on the spedified date

Type Description Date added Billing date| Total| [ Pay Invoice l

Delete Ttem

Print and send invoice to your customer: find an invoice, select it and dick the print button Date Range

Bill Date Employee Total | This Month A
From
10/1/2018
To
10/31/2018| ~

L shew |

© 2019 Antamedia 52



A Antamedia HotSpot Manual

' ‘ Customer Accounts

ANTAMEDIA

9.6 Updating Accounts

Update account option is used to update all or the group of accounts in the database with specified values. In order to
perform the update, go to HotSpot - Accounts section and press Update Accounts button. Configure desired values.

If you need to update only a group of accounts, select needed group from AccountGroup field. Note that account group
must be defined and applied before accounts are generated. This is done from generate options page.

Click on Update all accounts button to perform update after needed options are set.

Update all sccounts in the database with selected values

Download Bandwidth quota daily limit
10 : KBfs 0.00 © ME
Upload Bandwidth quota monthly limit
10 < ks 0.00 > | M8
Quota Limit daily time usage
100 > MB 10 : |h| 0 % |min
Unlimited quota Limit monthly tme usage

10 > (h| 0 :|min
Time:

0:h |02 mn| 02 sec

Unlimited time Allow login for multiple computers and devices

3 + | Simultaneous logins
Expiration

10/3/2018 11:00:05PM | = Enable Usage Schedule - days and time for account login

Limit number of daily logins

Account Grouj
30 : Logns | P -
[¥] Account is Active Manage
E Inactivity timeout
Autologin Update all accounts
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10

Operator Panel

HotSpot Operator is a feature specially developed to keep account creation simple. Very intuitive user interface will
guide an employee through 3 simple steps which significantly decreases learning time and everyday account creating.

This feature is available in all HotSpot Editions and can be accessed through the main screen by clicking OPERATOR
button.

However, you can have multiple HotSpot Operators at the same time and on different physical locations.
For this purpose, additional HotSpot Operator licenses are required, which can be purchased on Antamedia website.

How can this help you ?

- Allow front desk operators to generate accounts without access to sensitive data

- Hotel reception can generate accounts while main HotSpot is located in secured place (server room)

- Resorts can install multiple HotSpot Operator software in each building, effectively connecting entire resort in one
network. As soon as one of the Operators create an account, it can be used in the entire network

- Administrator can use it to generate, modify or delete accounts, view bills and statistics, generate reports, make new
employee accounts, configure price plans, send email notifications (account expiry or maintenance reminders)

- Owner can monitor HotSpot activity from home, take a look at sales, logs, statistics

The most important aspect of additional Operator licenses is that they protect the main HotSpot gateway from human
activities that can cause downtime. Keeping main HotSpot on a secure place is recommended as it minimizes the
problems like:

- viruses or bad software downloaded by employees which can lower the Internet bandwidth and destabilize the
system

- multiple programs started by employees which increase CPU usage

- accidental reboots etc.

Please note: Additional HotSpot Operator license can not be used as standalone, to control users and data transfer. It
does not provide captive portal functionality (does not display login page). It requires main HotSpot software installed.
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10.1 User Interface

User interface is very simple and easy, and it is designed keeping in mind inexperienced staff. Accounts are generated
in 3 easy steps:

1. Choose Internet Plan
2. Choose How many accounts to generate
3. Click Generate button

User interface is touch screen friendly with large buttons, and several layout configurations. Printing is optional and it
can be turned on or off with a single click.

An operator can choose between several screen layouts showing 3 steps to generate accounts, tickets or refills with

smaller or larger price plan list, price plan cost and total amount to bill, and optionally display or hide generated
accounts with username and password.

L |

x

AgAMEEA Solutions  Support

Layout

Please select internet plan !I]

DEVICES STEP ¥ | Check Email and Social Networks = !I]

2l High Speed Access (3x Faster) @
1 One Week Internet Access (5h & 1GB Daily 3

ACCOUNTS Daily Internet Pass (256MB Data Transfer) @

) One Month Unlimited Access L

STATISTICS
STEP How many accounts to generate ?

. 2 b= [ 15[ (&l

Username (optional)
OPERATOR

SETUP Plan cost: $0.00
3 Generate & Sale Undo Quantity: 15
y O Total: $0.00
& ﬁ\\
A
LOGOUT
Accounts 5 Online Download Upload
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10.2

Remote Operator

Main HotSpot software acts as a gateway - it will accept traffic to one network card, analyze it, and if a customer is
allowed to browse, it will pass traffic to the second network card connected to the Internet using preferred line (ADSL,
Cable, WiFi...).

Topology shows scenario where 2 additional HotSpot Operator licenses are deployed. First HotSpot Operator license is
used for front desk staff to generate tickets. Operator is allowed only to generate and print customers tickets. Typical
usage would be in restaurants, hotels, resorts etc.

Second HotSpot Operator license is used for Manager which is allowed to see current statistics including bills, activity
logs, real time usage statistics, with time, bandwidth, number of logins and sales details, and the report usage with
session based statistics (username, IP, MAC, login and logout time, time used, data transferred and sale made).

If preferred, this topology can easily include the third HotSpot Operator license, which can be used for Administrator (or
HotSpot business owner) which has an access to all other features. Administrator can be located at home or in different
country, and perform required tasks.

HotSpot Operator creates tickets

"“.
(- <o — e —

Access Point Switch

Antamedia HotSpot

* &
Y Manager checks statistics,
logs and usage reports Internet

ANTAMEDIA
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HotSpot Operator installation

A few notes before installation:

If Hotspot Operator is located in remote location and connects to Hotspot server over Internet, it is required to set
static public IP address on the main Hotspot server.

Install Operator from the same installer as main Hotspot software, they have to be the exact same version.

Make sure that all firewalls between main Hotspot PC and Operator PC have port TCP 12010 open.

Operator must be installed and used on Windows account with administrative privileges.

Installation procedure:

1. Start Hotspot installer on the Operator PC and select Custom Installation.
2. Select Hotspot Operator.
3. Enter main server IP in the window and click Run when button appears.
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11 Internet Plans

11.1 Defining an Internet Plan

Internet plan is a preset of values which are assigned when you generate or refill accounts. For example, Internet plan
defines price which customer should pay for specified time usage, data transferred, download and upload rate, but may
also define the expiration date, daily limits etc. When you generate user accounts, tickets and refills, the values defined
by Internet plan are stored in database for each account. If you refill an account with a Internet plan, time and quota
values are added to the current account values. If a Internet plan has unlimited settings for time and quota, an account
will also become unlimited for these values. Download and upload rate, the expiration date and other values defined by
Internet plan used for refill, are assigned to the account no matter which values the account has had before.

ANTAMEDIA Solutions  Support

Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Plans Usage PFricing Taxes Discounts
3k
Internet Plans Please spedfy internet plans that will be used to generate prepaid accounts and refills.
The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
ACCOUNTS Currency
Time and Price Bandwidth Limits Daily Limits Options s
Time: Price Account expires in
0 h| 15 % | min $2.00 1 :  days from first use
STATISTICS [T Unlimited time
Description Account expires in
Internet plan is enabled Check Email and Social Metworks 1 :  days fromlast use
‘; b
T
OPERATOR [ Add Plan l [ Delete Plan l [ Modify Plan ] I would like to create accounts now
ID| Price| Time ‘Unl | Quota |Un| |Descripticr1
— | » 1 £2.00 0:15 [[] Unlimited Check Email and Social Networks
- | 2 $5.00 1:00 [ Unlimited High Speed Access (3x Faster)
SETUP 3 £10.00 5:00 [ 1.00 GB [| One Week Internet Access (5h & 1GB Daily)
| 4 £20.00 Unlimited 256.00MB [T] Daily Internet Pass (256MB Data Transfer)
.\O || 5 $79.00 Unlimited Unlimited One Month Unlimited Access
L W\I'"'. [ 449,00 Unlimited Unlimited W] Daytime Access SAM-8PM
LA -
LOGOUT
Accounts 5 Online Download Upload
Add Plan Creates new Internet plan
Delete Plan Deletes selected Internet plan
Modify Plan Modifies selected Internet plan. When you make changes to Internet plan, please click

on this button to save it

Internet plan options on HotSpot software - Setup - Prices - Internet Plans page are:

Time Time available for the Internet usage. It is measured in seconds
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Unlimited Time Enable this option if you do not wish to limit users by time. It is useful if you charge users
by bandwidth or users pay monthly fees

Price Cost of selected Internet plan. If tax is not specified, this is what customer pays

Description Description is displayed in list from where operator chooses which Internet plan to
select

Internet plan is enabled If selected Internet plan is active and can be used for account generating

Accounts expires in _ Number of days in which will an account expire from the first login. For example, if you

days from first usage set to 10 days, and a user will not be able to login on 11th day from first login

Accounts expires in _ Number of days in which will an account expire from the last login. For example, if you

days from last usage set to 10 days, and a user does not login in the next 11 days, the account will expire

Antamedia HotSpot creates default Internet plans on first installation so you can have a better idea of the possibilities.
You can modify them, or create totally new Internet plans. The number of Internet plans in database is not limited.
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11.2 Bandwidth Limits

Bandwidth Limits page contains the following options:

Bandwidth quota Total bandwidth traffic available to a user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value. Quota is not a sum of download and upload
traffic. If you define 100 GB as quota, a user can download and upload maximum of 100 GB,,
whichever comes first

Unlimited Quota Enable this option if you do not wish to limit users by bandwidth quota
Download Download rate can be adjusted for each user separately
Upload Upload rate can be adjusted for each user separately

Bandwidth quotadaily =~ Total bandwidth traffic available to user on daily basis. When all daily quota is used, a user
limit can login on the next day

Bandwidth quota monthly Total bandwidth traffic available to user per month. When this option is turned on, it will apply
limit to the rest of the current month, not to the next 30 days.

A o
AghﬂEEA Solutions ~ Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Plans Usage Pricing Taxes Discounts
14
Internet Plans Please specify internet plans that will be used to generate prepaid accounts and refills.

The Internet plan is defined by time, price, expiration, daily and bandwidth limits.

ACCOUNTS Currency
Time and Price Bandwidth Limits Daily Limits Options g
Bandwidth quota Download Bandwidth quota daily limit
0.00 © KB - 40 * | KB {KBytes) ~ 0.00 * KB -
STATISTICS Unlimited quota Upload Bandwidth quota monthly limit
40 - | KB (KBytes) ~ 0.00 1 KB |~
OPERATOR [ Add Plan I [ Delete Plan ] [ Medify Plan ] Twould like to create accounts now
D ‘ Pncel Time |Unl| Quota ‘unl |Descr|phnn
I ¥ 1 §2.00 0:15 Unlimited [¥] Check Email and Social Networks
- 1 2 $5.00 1:00 Unlimited W] High Speed Access (3x Faster)
SETUP 3 £10.00 5:00 1.00 GB One Week Internet Access (Sh & 1GB Daily)
4 $20.00 Unlimited 256.00 MB Daily Internet Pass (256MB Data Transfer)
(D 5 £79.00 Unlimited Unlimited One Month Unlimited Access
& m 6 $49.00 Unlimited Unlimited W] Daytime Access SAM-8PM
[ |
LOGOUT
Accounts 5 Online Download Upload
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and Daily Limits page contains the following options:

Limit daily time usage Total time available for the Internet usage on daily basis. When all day time is used, a user
can login on the next day

Limit number of daily Limit how many times user can login on daily basis
logins

Limit monthly time usage Total time available to user per month. When this option is turned on, it will apply to the rest of
the current month, not to the next 30 days.

Multilogin with maximum Multilogin option allows more than one user (computer) to login with the same account.
_ simultaneous logins Users sharing one account also shares total download and upload rate. For example, 100
KB/s can be used by one user, or it can be used for 10 users to have approximately 10 KB/s

each

A
! 4

Solutions  Support

ANTAMEDIA
Whitelists URL Email Social Schedule Employees Advertising License
Metwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Plans  Usage Pricing Taxes Discounts
3 2]
Internet Plans Please spedfy internet plans that will be used to generate prepaid accounts and refills,
The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
ACCOUNTS Currency
Time and Price Bandwidth Limits Daily Limits Options s
Limit daily time usage Limit monthly time usage
0 h| o< mn 0 :h| o : mn
STATISTICS
Limit the number of daily logins Multlogin with maximum
0| * | Logins 1 * | Simultaneous logins
OPERATOR [ Add Plan ] [ Delete Plan I [ Modify Plan I I would like to create accounts now
ID| Prlcel Time |Un\ ‘ Quota |Unl |Descr|phon
=) v 1 £2.00 0:15 Unlimited [¥/] Check Email and Sodial Networks
- 2 $5.00 1:00 Unlimited [#] High Speed Access (3x Faster)
SETUP 3 10,00 5:00 1.00GB One Week Internet Access (5h & 1GB Daily)
4 §20.00 Unlimited [+] 255.00 MB Daily Internet Pass (256MB Data Transfer)
y O 5 §79.00 Unlimited [+ Unlimited One Month Unlimited Access
& N [ §49.00 Unlimited [+ Unlimited [W] Daytime Access 8AM-BPM
1 | |
LOGOUT
Accounts 5 Online Download Upload
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11.3 Additional Options

Options page contains the following options:

Plan Type
Inactivity Timeout

Enable Autologin

Specify type of Internet plan, between Default, SignUp, Operator and Free plan
Set to use inactivity timeout for this Internet plan or not

Select option to use Autologin with Internet plan

Only for WiFi location / all locations Set specific location or all locations for which Internet Plan will be available

When quota is exceeded, limit speedSet sessions upload and download speed when quota limit is reached

ANTAMEDLA

Solutions  Support

OPERATOR

p

SETUP

e,
“N

Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Internet Plans  Usage Pricing Taxes Discounts
Internet Plans Please spedify internet plans that will be used to generate prepaid accounts and refills.
The Internet plan is defined by time, price, expiration, daily and bandwidth limits,
Currency
Time and Price Bandwidth Limits Daily Limits Options s
Plan Type [¥] Available in all locations When quota is exceeded, limit speed to
Default Plan * Available in location Download
1 % | kb (kbits) ~
E Inactivity timeout Upload
[#] Enable Autologin 1 |kb(kbits) @~
[ Add Plan ] [ Delete Plan l [ Modify Plan ] Iwould like to create accounts now
D | Prioel Time ‘Unl | Quota |Un| ‘Descripﬁon
» 1 £2.00 0:15 Unlimited | Check Email and Social Networks
2 $5.00 1:00 Unlimited | [¥] High Speed Access {Ix Faster)
3 £10.00 5:00 1.00 GB One Week Internet Access (5h & 1GB Daily)
4 £20.00 Unlimited ] 256.00 MB Daily Internet Pass (256MB Data Transfer)
5 £79.00 Unlimited [¥] Unlimited | One Month Unlimited Access
6 $49.00 Unlimited ] Unlimited | [¥] Daytime Access SAM-8PM
Accounts 5 Online Download Upload
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11.4 Usage pricing

Usage-based billing is a method of billing where a customer pays for time and data consumed. An account is created
with initial zero values, and they increase during usage. At the end of desired time period customers can be billed based
on measured consumption. To configure a new pricing rate, go to HotSpot - Setup - Internet Plans - Usage Pricing page:

Check Bandwidth or Time box to select type
Set desired amount

Set desired price

Click Add button

~on -~

A

F W
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Metwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Flans Usage Pricing  Taxes Discounts
A
Usage Pricing
ACCOUNTS Usage pricing helps you bill your users by bandwidth or time used. It is applied to the usage-based accounts.
Flease define a price list that will be used to calculate biling amount.
STATISTICS Bandwidth [#] Time Type Uﬂit| Price| Test your setup
= = mi H|Ti 0:01 0.02
10 2 h 0 > min il ime # 1.00 - GB |~
£ ) Time 1:00 £1.00
W Frice B o/ :|h[ of: mn
$0.00 Bandwidth quota 1.00 MB £0.05
OPERATOR Bandwidth quota 100.00 MB $3.00
| bri
) Bandwidth quota 500.00 MB $10.00 e
[ Bandwidth quota 1.00 GB $15.00
= ] Bandwidth quota 3.00 GB $30.00
- a
I would like to create sample usage pridng rules

“N

Accounts 5 Online Download Upload
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115 Taxes

If you are required to charge tax for your services, Antamedia HotSpot offers flexible tax setup.
There are 3 different taxes to configure with tax on tax option.

Tax configuration examples:

If you have single tax to charge:

1. enable Tax1 and name it (like VAT)
3. configure % value

4. press Save button

If you have two different taxes to charge:
1. enable Tax1 and name it (like VAT)

3. configure % value

4. enable Tax2 and name it

6. configure % value

7. press Save button

If your country regulation requires second tax to be calculated as percent from the value of the first tax, please enable
Tax2 on Tax1.

A =
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Plans Usage Pricing Taxes Discounts
£ B8
Tax Setup
Flease define the tax rate
ACCOUNTS
Taxes %
¥ Tax1 |20 20 B
[ Tax2 0 =] [T Tax2onTax1
STATISTICS Tax3 o = Tax3onTax1 Tax3onTax2
OPERATOR
b |
w3
SETUP
&
&
A
LOGOUT
Accounts 5 Online Download Upload
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11.6 Discounts

Discount feature helps you offer discounts to your regular customers, for buying 10 tickets in advance, for daily
promotions or similar reasons.

In the HotSpot - Setup - Prices - Discounts page please define different discount types. To define a discount:
1. Enter discount name

2. Specify discount percent (like 10 %)

3. Enter discount description

4. Press Save button

To delete a discount from the list, please select it with left mouse click and press Delete button.

A

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Internet Plans Usage Pricing Taxes Discounts
g2
Discount setup
Please define the discount rate
ACCOUNTS
Discount name Value (%)
10% Regular Customer 10 = E
Description
Discount for regular customers
STATISTICS
’N Discount name ‘ Value|Descnpt\on ‘
OPERATOR 10% Regular Customer 10 Discount for regular customers i
15% Multiple Ttems 15 Customer pays several items
33% Happy Hour 33 Special price in the special hour
— ] 50% VIP Customer 50 Discount for selected customers
-2 Mo Discount 0 No Discount
SETUP
P
Ll
Al
LOGOUT
Accounts 5 Online Download Upload
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12 Credit Card Processing

Credit card processing option is very important if you want to automate your HotSpot. With this option you can install
unattended HotSpot gateway and our software will do all the job. Visitors who are willing to use your services can sign
up for username and password, choose a price plan and pay with their credit card. The processing occurs within
seconds and your customers are able to continue using your services.

Antamedia HotSpot offers different credit card processing gateways. Take a look at complete list of the supported
payment gateways PCI DSS Compliance is ensured by allowing you to choose how/if you want to collect customers
credit card details.

For payment gateway configuration, please go to HotSpot - Setup - Credit Cards - Gateway page and select Payment
Processing Gateway

- ® X
Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Metwaork Database Pages Internet Plans Free Access Options Language Credit Cards
Gateway Test Response Transactions
m Payment Gateway and Merchant Account Setup
Payment Processing Gateway Currency Code Customer Credit Card Data Storing
[PayPal -] uso - [ Test Mode Store only last 4 digits
Please Select 2 Gatewa - [ store entire number and CYv2
Authorize Net D Do not store number
eProcessing = |d a certificate path on the hard drive
TISTI! GoReaTime {Full-pass)
I6ill Processing Plus i
Intellipay Expertlink
Iongate
‘ iTransact RediCharge HTML
’N NetBiling
PayFlowPro
Payready
OPERATOR NOVA's Viakix
USA ePay
Plug 'n Pay
Planet Payment
| MPCS
- RTWare
w Eox
SETUP Bank of America Ml
# \\.\
i
4
LOGOUT
Accounts 5 Online Download Upload

Payment gateways often requires whitelisting of their servers which are used during processing. Please click Refresh
Now link from Host Whitelist| 771 page. After loading new servers to the list press on Save and restart HotSpot software.

Refresh servers in the Whitelist on every
|ap1.paypal.mm;paypal.mm;www‘payp; ~ ‘

360 [ |min Refresh Now

12.1 PayPal

There are 3 PayPal processing options:
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1. Website Payments Standard - payment is initiated on HotSpot page and completed on PayPal site. This method is the
simplest to configure in HotSpot.

A - X

ANTAMEDIA Solutions  Support

Whitelists URL Email Social Schedule Employees Advertising License

Network Database Pages Internet Plans Free Access Options Language Credit Cards

DEVICES Gateway Test Response Transactions
i)
Payment Gateway and Merchant Account Setup
ACCOUNTS Payment Processing Gateway Currency Code Customer Credit Card Data Storing
PayPal - usD e [T Test Mode Store orly last 4 digits
[ stare entire number and Cvv2
[ Do not store number
‘Your PayPal ID or an email address associated with your PayPal account
STATISTICS ;
PayPal ID or an email
’h’ b
OPERATOR CLICK HERE TO ACTIVATE ACCOUNT
Return address (HotSpot LAN IP)
[ Express Checkout 192.168.136.128
|
e
SETUP
.,
“N s ]
LA
LOGOUT
Accounts 5 Online Download Upload

To configure PayPal Website Payments Standard, please follow these steps:

Select PayPal from Payment Processing Gateway drop-down menu

(Optional) Set currency that will be used for transaction

Enable Website Payments Standard checkbox

Enter PayPal ID or an email associated with your PayPal account

Make sure that Return address is the same as IP address of LAN (NIC2) network card
Click Save button

ook wN -~

2. Website Payments Pro - payment is completed from our software and there is no need to transfer a customer to
PayPal site. Processing is completed faster but this option requires PayPal account with Payments Pro option enabled
which is usually charged monthly by PayPal.

3. Express Checkout - payment is initiated on HotSpot pages and completed on PayPal site. Customer can use already
existing PayPal account for the payment which significantly simplifies order, and the credit card payment is available
for new customers who do not have a PayPal account. Paypal Express Checkout is available in countries depending on
the current PayPal regulation

Website Payments Pro and Express Checkout require PayPal API certificate:

1.Log in to PayPal, then click Profile under My Account.
2.Click My selling tools.

3.Click API Access.

4.Click Request API Credentials.
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5.Check Request API certificate and click Agree and Submit.

6.Save the values for APl Username and APl Password for later use.
7.Click Download Certificate and save the file to Hotspot installation folder.
8.Rename this file to something familiar, such as paypal_live_cert.pem.

After saving certificate, you need to enter APl Username, APl Password and path to certificate file.

- f X
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards

Gateway Test Response Transactions
Payment Gateway and Merchant Account Setup

Payment Processing Gateway Currency Code Customer Credit Card Data Storing

PayPal - usb - Test Mode || stare only last 4 digits

Store entire number and CVV2

Do not store number
Please type the PayPal API username, API password and a certificate path on the hard drive

APT Username API Password
testpass
£ AP Signature
b Ci\Antamedia\HotSpoticert_key_pem. txt

\Website Payments Standard

[T website P
| *
-

ts Pro Return address {HotSpot LAM IF)

192.168.136.128
SETUP
s
A
LOGOUT
Accounts 3 Online Download Upload

If you are not getting PayPal pages, or a response is very slow, please check at PayPal support what are the current
requirements for host whitelisting since they sometimes change the servers involved in payment processing.
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13 Schedule

Schedule feature helps you define when the customers are allowed to use your services. Using a graphical interface
you can draw the blocks which define the time intervals when your services can be used.

Graphical grid is displayed like daytime hours on one axis and the days in a week (Monday to Sunday) on the other axis.
This provides the full control over the whole week. Blocks are displayed in 15 minute steps.

To create a new time block, please select a time period and click Add button or press Insert key on a keyboard. To
delete time block, please press Remove button or Delete key on the keyboard. If you like to create a new template, you
can start by pressing New button. To store template changes, please use Save button. To save new template use Save
As New button and specify template name. Use Delete button to delete usage schedule template from the database.
You can move the block by pressing and holding left mouse button on top blue bar.

Once you configure all the templates, you can assign them to desired accounts. To do this, please click on the account
and go to Manage Account page. Enable the usage schedule for that account and choose a template. Press Save
Changes button. From that moment, a customer may login and use your services only in time periods defined by the
assigned usage schedule. For example, if customer may login from 8AM to 8PM, login will be possible within that
interval, and if logged in, a customer will be automatically logged out at 8PM.

A - L
ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES Schedule
m Please configure Usage Schedule templates, These templates define the days and the time when the customer is allowed to use your service,
Usage schedule template description
ACCOUNTS Daytime - Iwould like to create Usage Schedule templates
01123 (4|5 |6 |7 |8 |9 |1D 11 12|13|14|15‘16|17|18|19‘20 2122|123
L e e e L L LT
Mon 8:00 - 20:00
STATISTICS Tue 8:00 - 20:00
Wed 8:00 - 20:00
3& Thu 8:00 - 20:00
Fri 8:00 - 20:00
OPERATOR
Sat 8:00 - 20:00

g sun 8:00 - 20:00
—
-

To create a new timeblock, please select the time period and dick on the Add button or press the Insert key on a keyboard. To delete press the
Remove button or the Delete key. If you would like to create a new template, start by pressing the New button.
SETUP

~ Lo | e
y'\_\\,.
¥ | Save I [ Save as New I [ Delete ]
LOGOUT
Accounts 5 Online Download Upload
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14 URL Tracking
141 URL Tracking

URL Tracking feature helps you track web pages which your customers visit on the Internet.

By default, HotSpot will track *.htm, *.html, *.asp, *.php, *.txt files, but you can modify the list or add new extensions. We
do not recommend tracking graphic files (like *.jpg, *.gif ...) since this significantly increases the processing. Using URL
tracking you can also track the web pages which include specified keyword.

HotSpot can also track URLs by location: if you need this feature please check Enable URL Tracking by location option,
then enable URL option for needed locations from HotSpot - Setup - WiFi Locations page.

To add new a new keyword or extension, please type it in the Add keyword or extension field and press Add button. To
remove keyword or extension from the list, please select it from the list using left mouse click and press Remove
button. When you finish, please press Save button. URL Log[ 5% can be seen from Statistics

After enabling or disabling URL tracking option, Antamedia HotSpot should be restarted.

= - # X
"‘ HotSpot is ready.
AMTAMEDLIA Solutions ~ Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES URL Tracking URL Keywords Blacklist Whitelist Web Filter
s b
URL Tracking
In order to track the pages that customers visit on the Internet, please define which pages you would like to log. Please restart the software after enabling/disabling
ACCOUNTS this option.
- URL Filtering can be enabled only for desired locations
[Cl Enable URL Tracking Keyword / Extension defined by IP range. To activate this feature, please
html enable the option below, then enable URL option for
STATISTICS Add keyword or extension him each location in the Setup - Locations page.

.asp

php [ Enable URL Tracking by Locations

0 [ O [ [

.
OPERATOR
A
SETUP
ye
&N
{l\\l\
LOGOUT
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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14.2 URL Keywords

URL keywords are used to redirect customer browser to the specified URL when customer tries to access website URL
with defined keyword.

By default, two keywords are configured:
ShowMelnfo, which is used to show Info page in customer browser
LogMeOut, which is used to logout automatically a customer from HotSpot

This is a very useful feature which can be used for various purposes. For example, you can redirect customer browser
when a competition brand name is detected (a user searches Google for competition brand).

Requirement:
URL Keyword option is active only when URL Tracking is enabled.

A HotSpot is ready.
A

ANTAMEDIA Solutions  Support

Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES URL Tracking URL Keywords Blacklist Whitelist Web Filter
URL Keywords
When keyword is detected, the customer browser will be redirected to the specdfied URL. This feature requires URL Tracking enabled.
ACCOUNTS
Enable URL Keywords keyword |Redirect to URL
| ShowMeInfo http://%SERVERIP %2 finfa
STATISTICS Keyward '+ |LogMeCut http: //%SERVERIP %/logout
e Redirect to URL
-
ﬂ
o
-
ser

“N

Accounts 5 Online 0 Download 0 KB Upload 0 KB
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14.3 URL Blacklist

HotSpot URL Blacklist feature helps you to block the access to web pages that contain specified keywords. When a
specified keyword appears in URL address which your customer tries to visits, the access to that web page will be
automatically blocked. Customer will get warning message that access is restricted by HotSpot.

To add a keyword, please type it in Add keyword to list and press Add button. To remove keyword from the list, please
select it from the list using left mouse click and press Remove button. When you finish, please press Save button.

. - & X
'A‘ HotSpot is ready.
ANTAMEDIA Solutions  Support
MNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
URL Tracking URL Keywords Blacklist Whitelist Web Filter
Blacklist
When specified keywords appear on a page in your customer's attempt to visit the specific content,
ACCOUNTS this page will be immediately blocked, and the user will see the restricted page.
) Add keyword to the list | |URL
STATISTICS
. w Remove
orcaron
|
'
SETUP
&
N
LOGOUT
Accounts 3 Online 0 Download 0 KB Upload 0 KB
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14.4 URL Whitelist

The purpose of URL Whitelist is to complement Web Filter feature by allowing you to configure a list of keywords that
will be excluded in Web Filter. For example, you can block Social Networks category, but allow www .twitter.com

website by adding "twitter” keyword to URL Whitelist.

To add a keyword, please type it in Add keyword to list and press Add button. To remove keyword from the list, please
select it from the list using left mouse click and press Remove button. When you finish, please press Save button.

- - ® X
'A‘ HotSpot is ready.
ANTAMEDIA Solutions  Support
Network Database Fages Internet Flans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
URL Tracking URL Keywords Blacklist Whitelist Web Filter
Whitelist
Define a list of domains and keywords that can be accessed by the users. This list has a priority over blacklist.
ACCOUNTS
) Add URL / keyword to list o
STATISTICS
N
orcaatn
|
= _J'
W
serup
#
N
LOGOUT
Accounts 3 Online 0 Download 0 KB Upload 0 KB
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HotSpot software can help you block unwanted URL's or websites from being accessed on your client network. For this
task, Web Filter needs to be configured. This feature is available in Enterprise edition.

In the main Setup section screen go to URL tab and choose Web Filter tab. In this tab you can find more than 2.5 million

domains sorted in over 90 categories, such as adult, warez, ads, drugs etc. HotSpot URL check are much faster than

editor performance, and you can fine tune number of categories and number of domains loaded to achieve good
performance concerning CPU speed and amount of memory.

To activate Web Filter please follow these steps:

1. Click Download Updates button to download all categories from our server

2. Select the categories you wish to block. Some categories are large (like adult), and performance on
slower computers may depend on the number of included categories and number of domains inside.

3. Click the Save & Activate button to turn on the Web Filter with the selected list of categories and domains.

© 2019 Antamedia
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ACCOUNTS

STATISTICS

s

OPERATOR

Network

Database Pages Internet Flans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
URL Tracking URL Keywords Blacklist Whitelist Web Filter
Web Filter
Easily block unwanted websites from being accessed on your hotspot, Select desired categories like adult, drugs, weapons, gambling, phishing, violence, virus
infected etc. List contains 2. 5M domains sorted in over 90 categories. HotSpot URL checks are much faster than editor performance, and you can fine tune
number of categories and number of domains loaded to achieve good performance concerning CPU speed and amount of memory.
Categories Available in the Enterprise edition
an - [
[ ads
[ Adult =
D Aggressive
[T Adeohel search for URL in this category
|:| Antispyware
] Artnudes
] Audio-video
|1 Bark
[ Blog
[ Books
[ Celebrity el
|1 cellphones
|1 chat
[ child
[ childeare
[ Cleaning Save & Activate
I clnthina Sl
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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15

15.1

Whitelist

Whitelist is used to specify the computers which should pass through the HotSpot without authentication. Such
computers are not listed at the main page, and their usage is not tracked. Whitelist can be used, for example, to let
your IP cameras communicate without login procedure. You can also whitelist some of the computers which
should be accessed remotely.

HotSpot uses IP whitelist and MAC whitelist to define which computers are allowed to pass-through without
authentication.

MAC Whitelist

Antamedia HotSpot software gives you ability to specify MAC addresses of computers which should pass through the
hotspot without authentication. MAC address is a unique identifier attached to most forms of networking equipment.

To add new computer that should pass through the HotSpot without authentication type MAC address in Add MAC
address in whitelist and press Add button. To remove computer from whitelist select it with the left mouse click from
the whitelist and press Remove button. When you finish, please press Save button. Please note that the bandwidth of
whitelisted devices is not measured.

'A‘ MAC Address A1-24-41-FD-33-D3 has been added to the whitelist

ANTAMEDIA Solutions  Support

Network Database Pages Internet Flans Free Access Options Language Credit Cards
‘Whitelists URL Email Social Schedule Employees Advertising License
DEVICES MAC Whitelist TP Whitelist Host Whitelist MAC Blacklist
58
MAC Whitelist
Please specify MAC addresses of the devices which should pass through the HotSpot without authentication.
ACCOUNTS MAC address is a unigue identifier attached to most forms of networking equipment.
Add MAC to the whitelist
‘ |M.ﬂC Address Description
. |+ |A1-24-41FD-33-03 Office
STATISTICS Description (optional)
%
OPERATOR
J |
-
SETUP
# \\‘.
&N
'f B\
LOGOUT
Accounts 5 Online Download Upload
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15.2 IP Whitelist

To add computer IP address that should pass to the Internet through the HotSpot software without authentication,
please type computer IP address in Add IP address field and press Add button. To remove computer from the whitelist,
please select computer IP address in the whitelist using left mouse click and press Remove button. When you finish,
please press Save button. Please note that the bandwidth of whitelisted devices is not measured.

A‘ MAC Address A1-24-41-FD-33-D3 has been added to the whitelist

ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
‘Whitelists URL Email Social Schedule Employees Advertising License
DEVICES MAC Whitelist 17 Whitelist Host Whitelist ~ MAC Blacklist
s 52
MAC Whitelist

Please specify MAC addresses of the devices which should pass through the HotSpot without authentication.
ACCOUNTS MAC address is a unigue identifier attached to most forms of netwerking equipment.

Add MAC to the whitelist
‘ |MAC Address Description
»|A1-24-41FD-33D3 office

Description {optional)

OPERATOR

e

SETUP

N

LOGOUT
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15.3

Host Whitelist

Host whitelist helps you to allow access to specified websites without authentication. There are many reasons to
whitelist some hosts, like:

- Credit card gateway (like PayPal) needs some hosts accessible in order to process customer credit card payment
- Advertising purposes, where you can allow the access to some websites without authentication. For example your
website which is located on the remote web hosting company. You can specify the host IP address or the host name
like: 100.200.50.1 or www.mywebsite.com

- Free use of search engines, but customer pays to see websites from search results

In the HotSpot - Setup - Whitelist - Host Whitelist page you can see two different ways to add website in the whitelist:

Add host IP to whitelist If you know website IP address (like 100.200.50.1)
Add host URL to whitelist If you know website URL address (like www.mywebsite.com)

Press Add button to add host IP or host name, or press Remove button to remove host IP or URL address selected in
the whitelist. When you finish, please press Save button.

. -
'A‘ HotSpot is ready.
ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES MAC Whitelist 1P Whitelist Host Whitelist  MAC Blacklist
o i
Host Whitelist
Refresh PayPal servers in the Whitelist on every
Please specify the web sites which can be accessed by customers without authentication. " . . =
ACCOUNTS You can type the host IP or the host name, for example: 100,200,50.1 or apl.paypal.com;paypal, com;wiw.payp;
wan.mywebsite. com 360 = min Refresh Now
Add Host URL to the whitelist
HOST IP Address =
Add host TP o the whitslist _paypalumeds.cum 64.4.250.19
STATISTICS oS Sl | |payplobjects.com 64.4.250.13
| paypalobjects.com 64.4,250.,14
| | paypalobjects.com 64.4,250,20
L 2 | |www.paypalobiects.com 10410392, 146
’N paypalss| doubledlick. net 216,58,214. 198
| Rewe | [ parpat 11220700t 1252225,
OPERATOR | |paypal.112.207.ne ST
|| securepics.ebaystatic.com 2.18.69,152
| | mobile. paypal.com 104,103,103.91
| | sandbox.paypal com 173.0.82.77
j 7coda‘Jquary.com 205,185,208.52
- | | webpay.interswitchng, com 41,223,145.230
SETUP || interswitchng.com 54,229,174, 166
O |_|securepay.com.au 203.22.215.76 i
. \ _payment.securepay.com‘au 203.22.215.77 i
& V\m | https: fwww.linkedin,com oauth /v2fimages info, png
wN + [linkedin. com/oauth v2fimages/info.png
LOGOUT — y
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15.4 MAC Blacklist

This feature blocks the Internet access for specified MAC addresses.

You can do it by adding MAC address to the list:

1. Open HotSpot - Setup - Whitelist - MAC Blacklist page

2. Enter computer MAC address in the text field

3. Set how long this computer will be blacklisted or check Permanently
4. (Optional) Enter description

5. Click Add

6. Click Save

To re-enable blacklisted computer, please click on it in blacklist and click Remove button. Computers can be also
automatically added to the blacklist. HotSpot will blacklist a computer for 5 minutes if there has been more than 10
wrong login attempts from it. You can change this default behavior from this page.

HotSpot is ready. = 8

Solutions  Support

Network Database Pages Internet Plans Free Access Options Language Credit Cards
‘Whitelists URL Email Social Schedule Employees Advertising License
MAC Whitelist TP Whitelist Host Whitelist MAC Blacklist

MAC Blacklist

Please specify MAC addresses of devices which you want to prevent from logging in. A user or a spedified device
can be blocked temporarily for a specified time or permanently, This blacklist is used for login and autclogin process
as well as for storing temporary blocked users with multiple incorrect logins.

Add MAC to blackist

A4-66-55-2F-32-24 | ‘MAC Address ‘Permanant |Re-enab\e at IP Address Account Description |Login#‘
MA4—66—55—2F—32—24 blocked
Blacklist this MAC
10 - | |minutes -
™ [#] Permanent
Description {optional)
OPERATOR blocked
T
2
SETUP
-
’ﬂ l\‘i [ Temporary disable user login after multiple incorrect login attempts Refresh
b After |10 + | incorrect logins, block user login for |5 <+ minute(s)
LOGOUT
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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16

16.1

16.2

HotSpot Access Rights

Antamedia HotSpot software supports different access rights.

While Administrator has full access to all HotSpot settings, you can set other employee accounts with limited software
access. Each employee has to login in order to do tasks in HotSpot. There are several types of employee accounts like:
Administrator, Supervisor, Manager, Operator, Technician etc. You can also create employee account with custom
access rights.

Administrator has full access in the software.
Manager can access statistics, reports, bills, action logs. Manager may create and modify the account properties or

refill accounts, but may not Start or Stop HotSpot engine or access HotSpot setup pages.
Operator can only create and sell the accounts using simple, easy to learn interface.

Main Administrator Password

Default Administrator login password is blank. Option to define new Administrator password is located in the HotSpot -
Setup - Employees page. Type a new password in Main Administrator password field and press Save button .

Main Administrator Password

| | | Save

Confirm Administrator password in new pop-up menu and press OK button.

Please confirm -

|adminpass |

[ ok ][ concel ]

Creating Employee Accounts

How to create a new employee account:

1. Type Username and Password of your employee

2. Choose Type of employee account

3. Fill in other optional details, like address, city, birthday, email, mobile number, document ID
4. Select Active to allow login in the HotSpot

5. (Optional) Add a photo of the employee or document scan

6. Click Rights tab and assign access rights to employee account

7. Press Save button to store a new employee in database

To delete employee account from the list, please select the account with left mouse click and press Remove button.
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ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans  Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES Employees Main Administrator
[ Save
Find Employee
Pl Show Al
ACCOUNTS Username First name ‘Last name ‘ = Details Rights
|+ |Operator Demo account  for Operator
| |Manager Demo account for Manager Username First name
‘Operabor | ‘Demo account |
a Password Last name
STATISTICS ‘ | ‘ﬂ:r Operator |
Type Address
‘Operabor o | ‘ |
‘ L City Postal Code
P | e | | |
Document ID Country State
OPERATOR ‘ | ‘ | ‘ |
" Document Type Phone Gender
‘= D Card -] [ |
d| Note Mobile Male
Y |+ Female
SETUP Email Birthday
H 1 \ | | -l
R
LOGOUT
Accounts 5 Online Download Upload
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17 Advertising with HotSpot Click

HotSpot Click is an advertising and content server that helps you show ads, surveys, coupons and announcements. It
can be used to display video and image ads, coupons and surveys that can increase revenue.

You can offer free Wi-Fi access in exchange for ad watching and get real-time ad click and impression reports. HotSpot
Click allows you to configure it and get statistical reports through an intuitive web interface using your browser.

ANTAMEDIA Solutions  Support
Network Database Fages Internet Flans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES :
HotSpot Click
[

Y Ads: Create image or video ads that can be displayed on desired pages. For
HotSpot Click is an advertising and content server that helps you show example, you can create one or more ads for the login or free access page.
ads, surveys, coupons and announcements in your HotSpot pages. You A user can be forced to view an ad in order to get the Internet access, If
can configure options and get reports using your browser, you define multple ads, they wil be rotated each time a user opens the page.

ACcounTs Coupons: Offer coupons to customers that wants to take advantage of

sales promotions at retail stores, Retailers may offer a lower price to those
HOTSPOT consumers who would otherwise go elsewhere. You can serve retailers
@ CLICK e coupons, bill for it, and provide conversion reports to retailers.
L I e ey e
Surveys: Build your own surveys to get customer feedbadk or to research
&= Legin L JP- the market. Real-time charts provide reports on completed surveys and
STATISTICS o = collected data.
i WA HOTSPOT
| ru Announces: Easily create announcements that will be displayed on the
= HotSpot pages. You can leave maintenance message, quick promo message
‘z 3 [ =] TEsT e with customized font, text size and color, FREE TO USE
Fone -1
OPERATOR Please note:

How to configure ?  HotSpot Click Manual (POF)

d [”] Enable HotSpot Click
7

- [Costrsomes |
SETUP
£

A
= 1
n
LOGOUT
Accounts 5 Online Download Upload

o Ads: Create image or video ads that can be displayed on desired pages. For example, you can create one or more ads
for the login or free access page. A user can be forced to view an ad in order to get the Internet access. If you de?ne
multiple ads, they will be rotated each time a user opens the page.

e Coupons: Offer coupons to customers that want to take advantage of sales promotions at retail stores. Retailers may
offer a lower price to those consumers who would otherwise go elsewhere. You can serve retailers coupons, bill for
it, and provide conversion reports to retailers.

e Announcements: Easily create announcements that will be displayed in the HotSpot pages. You can leave
maintenance message, quick promo message with customized font, text size and color. This option is free for all
licensed HotSpot users.
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17.1 Starting HotSpot Click

To activate HotSpot Click, please go to Setup - Advertising page and enable this feature, then click Save(licensed
version) or *Start Trial button. Application will start and your default browser will be launched automatically, we
recommend using Google Chrome. You can login with default credentials: Administrator username and blank password.

From the main screen you should select which HotSpot web pages will show additional content and what type they will
display. After you configure desired settings, press Save button to apply them or click TEST to check how the page will
look in customer's browser.

@) HOTSPOT CLICK
“ Ads Coupons Announces Statistics Options

Please configure content to display on desired HotSpot pages. For example, you can configure Ads on
the Free page, Survey on the Logout page, Coupons on the welcome page.

+ Login +

©) WI-FI HOTSPOT

Content
Please Login
Usemanme Ads e
Password
TEST Save

*Note that during trial period Click will stop working after 60 minutes, after that you should press Start Trial button
again.
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17.2 Ads

To configure new ads or modify existing, click Ads button on the top bar, next to home icon. The page will show a list of
available items, select one to modify it or press Delete to remove the ad. Ads are rotated each time user opens the
page. To create an ad, click New button located under the list, configure the settings and then press Save.

HotSpot Click supports image (jpg) and video (.mp4, .webm, .ogv) files. For each ad you should configure 3 sections:
o Ad Setup - Under this tab you can configure basic settings like ad name and path to the image/video file.

e Actions - Configure which action will be performed after the user had watched the ad.
e Messages - Customize the appearance of countdown timer and message shown after the ad.

@ HOTSPOT CLICK
) “ Coupons = Announces  Statistics Options

Ad Setup Actions Messages
Ad Name Ad Name Duration (sec)
HotSpot Click Ad Server HotSpot Click Ad Server 20 e
Shoppin
M CI:; 1 Free Access Timer  Enabled
cCafe
STEEETE Ad Status Active
Spa and Wellness
Barns and Noble Nook
Pizza Hut Ad type Image Ad Video Ad
Coca Cola - -
Hard Rock Image file: hotspot-click-ad-server.jpg Upload
jard Ro
Samsung Galaxy Video
Starbucks Video
Save

New Delete
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Ad Setup

Ad Name Set the name of the ad, so you can refer to it inside the Click, Hotspot users will not see this
name.

Duration (sec) Use this option to set how long user has to watch the ad before getting Internet access.

Free Access timer Enable or disable countdown message that is displayed on top of the ad. Disable this option if
you don't want to allow free access to users after they watch the ad.

Ad Status Set whether the ad will be shown to Hotspot users.

Ad Type Select one of the two available ad formats, HotSpot Click supports image (.jpg) and video
(.mp4, .webm, .ogv) files.

Image/Video file To upload the ad file, click Upload button, choose the file from hard drive

Actions

Advertiser URL Set a web site that will open when user clicks on the ad image/video

After watching the ad, user will start Choose whether the user will start to browse with Advertiser URL, a

Internet browsing with custom web address or collect data page

Messages

Text Enter the timer message text or leave default variable if you need

multilanguage support, text for this variable can be configured from Hotspot -
Setup - Language - Browser Language page

Text font Select desired font type using this field
Text size, alignment Choose Text size and Alignment within the message box
Text color, background Set the color for text and background, HTML color codes have to be used

(http://html-color-codes.info/)
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17.3 Coupons

To configure the coupons in Click, press Coupons button on the top bar. The page will show a list of available items,
select one to modify it or press Delete to remove the coupon. To create a coupon, click New button located under the
list, configure the settings and then press Save.

Name

Offer
Category
Coupon code
Description
Brand image

Coupon image
URL
Location

Expiration
Active

© 2019 Antamedia

Set the name of the coupon, so you can refer to it inside the Click.

Set the specific offer for coupon (like 10% off, 5$ credit etc.)

Select coupon category, define new categories under Options - Categories tab

Enter alfanumeric code for the coupon

Enter a short description of the offer in this field

Upload a brand image(jpg, png, bmp or gif), this icon will be displayed in coupon grid on HotSpot
web page

Upload a coupon image(jpg, png, bmp or gif), users will see this image after they open the
coupon

Specify URL address of the advertiser, user will be redirected to this address after clicking
Open Site button

By default it is set to all locations, but you can specify on which of them it will be available
(Optional) Configure the coupon expiration date
Use this button to enable or disable displaying of this coupon

€ HOTSPOT CLICK ,
@"' Sign out
ﬁ Ads Coupons Announces Statistics Options

Coupon Hame Name Offer

Ppizza Hut Pizza Hut $10

KFC Category Coupon code

BJ's Restaurant Brewhouse Food & Restaurants ¥ 12345

Calvin Klein Description

GAP Qutlet -

Dinner Box

Armani Jeans Shirt

Victoria's Secret

Louis Vuitton Brand image Coupon image

Famous Footwear dlick-pizzahut-logo.jpg dlick-pizzahut-coupon.jpa

NIKE
Payless P,%u' Upload Upload
Staples W |
- -
Toys R Us
Carter's Babies & Kids URL Location
Chocolate.com http://www.pizzahut.com/ All Locations v
No Expiration Active
Save
New Delete
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17.4 Announces

To configure new announcements or modify existing, click Announces button on the top bar. The page will show a list of
available items, select one to modify it or press Delete to remove an announcement.

Announcement name Enter the name of the item, so you can refer to it inside the Click.
Text Enter the text for the announcement

Text font Select desired font type using this field

Text size, alignment Choose Text size and Alignment within the announcement box

Text color, background  Set the color for text and background, HTML color codes have to be used (http://html-
color-codes.info/)

Active Use this button to enable or disable this announcement

€ HOTSPOT CLICK

Sign out
) Ads Coupons [N\ Statistics | Options
Announcement Name Announcement name
Maintenance Mode Maintenance Mode
Text
We are performing network maintenance. <br>All services will
be restored shortly. <br>Sorry for the inconvenience!
Text font
Verdana v Active
Text size Alignment
18 hd Center v
Text color Background
#FFFFFF #05C4F1
Save

New Delete
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17.5 Statistics

From this section you can view and examine statistical data, HotSpot Click collects data on each customer
engagement. Impressions and clicks data is available for ads, coupons and surveys. To display pie-chart report for all
items for specified time period, please select starting and ending date manually or select a period from Date Range
drop-down menu and press Show button.

@ HOTSPOT CLICK

ﬁ Ads Coupons Announces Options
“ il i

Date Range Select Ad -
Today v AllAds bl | Show

\23f05/2013|[3 | 23f05/2013 3

Date Ad Name Impressions | Clicks
5/23/2013  Barns and Noble Mook 3 | 2 |
5/23/2013 | Coca Cola =] L
5/23/2013 | Excursions iz Z
5/23/2013 | Hard Rock |2 |1
5/23/2013 | HotSpot Click Ad Server | 14 | 3
5/23/2013 | McCafe El I
5/23/2013 | Pizza Hut 3 %
5/23/2013 | Samsung Galaxy Video | =) | 1}
5/23/2013 | Shopping 11 |2
5/23/2013  Spa and Wellness 3 2
5/23/2013 | Starbucks Video 5 ¥

Click can also display report for a specific item which shows impressions and clicks comparison chart and location
comparison. To display it, select date range like described above, choose the item from Select Ad\Coupon\Survey field
and click Show button.
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@I HOTSPOT CLICK Sign out

ﬁ Ads Coupons Announces Options
“ nsnkd i

Date Range Select Ad -
|This Week |V | | McCafe |V i ‘ Show ‘
!20;05;201359} Izsfos,tzols|m|

4.4 5.3
4 - 5
36— 4.7 -
32+ 4.4 -
2.8 41~
24 ~a- Impressions| 38 4 I HotSpot Location Impressions|
24 u- Clicks 35 4 . HotSpot Location Clicks
16— 3.2 4
124 29+
0.8 26 -
04 - 234
0 . 2 -
521/2013 5/23/2013 Main Location
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From Options - Advertisers page you can manage accounts of Click users, add new, modify or delete existing. There

are two types of users:

o Administrator - User has access to all Click sections, administrators can create or remove other users, manage

coupon categories and edit Click HTML cod.

o Advertiser - Users of this type do not have access to Options section, they can manage allowed content types and

view the statistics.

Categories

From this page you can manage product/service categories for coupons in Click.

Code

Advanced users with HTML and JavaScript knowledge can directly edit Ads(image and video type) and Coupons code.

@ HOTSPOT CLICK

Coupons Announces Statistics
O “

) Ads
Advertisers

Ads HTML Code Coupons HTML Code

Image HTML Video HTML

Ad HTML Script

<script language="javascript™>
function timer{time,update,complete) { ~

var start = new Date().getTime();

var interval = setInterval{function() {

var now = time-{new Date().getTime()-
start);
if{ now <= 1000) {
clearInterval{interval);
complete);

¥
else update{Math.floor(now/1000));
3100);

function countdown_time(){
timer(%% TIMEY,
function{timeleft)
{document.getElementById{timer}.innerHTML
= "#PLEASE-WAIT# "+imeleft;},
% SHOWTIMER v
hH
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Sign out

Ad HTML Content

<div id="show_timer" style="width:100%;
height:34px; background-color:% ~
TLBACKGROUND%:; text-align: %
TLALIGNY:; " =<span id="timer"

style="margin:0; padding:0px Opx Opx Dpx;
color:%:TLFONTCOLOR5; font-family:%
TLFONT3%,Geneva,sans-serif; font-size: %
TLFONTSIZE%px; text-shadow: 0 1px 0 (V]
#555555;"> < /span=-</div:

<div id="click_ad_content”
onClick="f_aAdvertiserURL{}"><img style=" max-
width: 100%; width: auto\9; width: 100%; height:
auto; vertical-align: middle; border: 0; -ms-
interpolation-mode: bicubic;" sre="%
TMAGE_AD%"(></div>

Save
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18 Free Access

Antamedia HotSpot software helps you offer Free WiFi access to customers in your Hotel, Restaurant, Cafe etc. Using
HotSpot's Free Access mode you can efficiently manage and control WiFi service. You can choose whether users will
access Internet by clicking on a button, entering shared keyword or signing up for free account.

Free users are tracked by MAC address, you can set HotSpot to automatically delete expired free users after specified
time interval. If you want to re-enable expired free user immediately, please delete appropriate MAC address from the
Free users list on the Accounts page.

To configure Hotspot in free access mode, please follow these steps:

1. Go to HotSpot - Setup - Pages - Default page screen and choose Login page with a free trial link or Free access

page option
2. Select Free access type and Free signup method if you want to set sign up also
3. Click Save button
4. Configure limits for free users on HotSpot - Setup - Free access page (these limits will be applied to Free users

without an account and for accounts created with Free SignUp)
5. Click Save button

‘ - X

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Default Page  Customize Themes Sign Up Collect Data Options SSL Setup
i)
Default Captive Portal page Page rules define which pages and themes will be displayed in the spedific
locations and day or time interval
ACCOUNTS Upan connecting to your HotSpot, the customer will see in the browser: WiFi Location |ThEr"E ‘PEQE
d Default Hotspot Login
| Hotel Hotel Login Hotel Room Name Email
Login page | |Lobby Hotel Free Access Name Email
User login page (username and password) | 7 | |Beach Beach-WiFi Free Access Keyword Terms
| Retail Store Retail-Store Free Access Email Terms
STATISTICS oF | Might Club Might-Club Login + Facebook
T8 access page Shared Keyword Spa Center Spa-Center Free Access Name Email News
Free access with keyword and terms of use | ~ | |FREE —
‘_ I would like to configure the free access options
OPERATOR Signup method Sianup Tvoe
Credit Card payment or PayPal ~ | |User/Pass > Location Theme || n tme interval
Default - | |Hotspot - 00:00 | =) - oo |-
Enable Social Netwarks 3 i
= Free Triallink [ survey In Usage Schedluie intervals
Hotel w7 =7
SETUP [+ -
Show Upgrade link Configure
O Show Help link
A
C— e | o0
LOGOUT
Accounts 5 Online Download Upload
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18.1 Free Access Limits

Free access can be limited with several parameters:

Quota Specify quota for free user session

Unlimited quota Set unlimited quota for user session

Time Specify time for free user session

Unlimited time Set unlimited time for fee user

Download Download speed during free session

Upload Upload speed during free session

Pause between logins After logout user has to wait specified time period before HotSpot allows next
login

Maximum allowed logins Total number of allowed logins with one free account

Free access expires in (I;ree access expiration time, account will not be valid after specified number of

ays

Re-enable expired free user after HotSpot can delete a free account after it expires, thus enabling the same device
to create new free access account (since access is controlled with MAC address)

Enable Usage schedule for free  Specify time period when user can login. Day and time rules are defined in

access HotSpot - Setup - Usage Schedule page.
Inactivity timeout Automatically disconnects the users from the Internet after specified time of
inactivity
A =
AgAHEEA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Free Access
od
Please configure Free Access settings that are applied to the users account. You can limit download and upload speed, total available time or data transfer and
other settings, Free users are tracked by the MAC address, and you can automatically delete expired free users after specified time interval, If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.
ACCOUNTS
Limits Daily Limits Options
) Quota Pause between logins
50.00 > MB |~ 5 3| min
STATISTICS || Unlimited quota
] Maximum allowed logins
2] L
- 3 Time 10/ | togne
% 0 -|h 30/ mn| @ Z Sec Free access expires in )
[ uniimited time 3| = | days from the first login Inactivity tmeout
‘OPERATOR
Download
- 20| ¢ | kB (KBytes)| ~
> Upload Re-enable expired free user after
SETUR 10| :| kB (KBytes)| ~ 5 Z|days 0 | Z|hours [0 || minutes
\o Iwould like to configure the default captive portal page
&
A e
LOGOUT
Accounts 5 Online Download Upload
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Daily limits options used for free access are

Bandwidth quota daily limit
Bandwidth quota monthly limit
Limit daily time usage

Limit monthly time usage

Limit the number if daily logins

Specify quota for free user session
Set unlimited quota for user session
Specify time for free user session
Set unlimited time for fee user

Download speed during free session

Free Access

- ® X
Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Free Access
Please configure Free Access settings that are applied to the users account. You can limit download and upload speed, total available time or data transfer and
other settings. Free users are tracked by the MAC address, and you can automatically delete expired free users after specified time interval, If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.
Limits Daily Limits Options
Bandwidth quata daily limit Limit daily time usage Limit the number of daily logins
10.00 | MB 0 : h |10 : min 5 > Logins
Bandwidth quota monthly limit Limit monthly time usage
. 10000 :| [mB - o : h [10:|min
OPERATOR
A
- 7
SETUP
O Iwould like to configure the default captive portal page
&
)
A e
LOGOUT
Accounts 5 Online Download Upload
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18.3 Free Access Options

Set of specific additional options for free access:

After login, show this message on welcome Set the text that free users will see on the page displayed after
page successful login. It can be used for promotional and marketing
messages, instructions for users etc.

In the free signup process users may create  Activating of this option will limit free access with only one account

only one free account from device based on MAC address

After login, redirect customer Enter the URL of website to which you want to redirect free users
after welcome page

Free time available for signup completion This option applies to SMS and email free signup, after receiving a

password user needs to login before specified time expires
SMS signup password should be __ characters Set how many characters should be used for Free signup with SMS

long confirmation
Enable multilogin for Free Signup accounts This option will allow use of same Free access account from
different devices at same time
Enable autologin for Free Signup accounts Free access account will be automatically loged in after activating
of this option
Free plan to apply for a free account signup Select this option to use only free Internet Plans for free signup
A e
ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
é Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Free Access
3 2]
Please configure Free Access settings that are applied to the users account, You can limit download and upload speed, total available tme or data transfer and
other settings. Free users are tracked by the MAC address, and you can automatically delete expired free users after spedified time interval. If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.
ACCOUNTS
Limits Daily Limits Options
) After login, show this message on the welcome page
STATISTICS <B>GET A FULL ACCESS ACCOUNT NOW | <BR > For today's spedial offer, please call our office. </B>
In the free signup process users may create only one free account. Contral is based on the MAC address
L
’W After login, redirect the customer to Enable multilogin for Free Signup accounts
OPERATOR http: ffaww. antamedia.com 5 | +| smultanecus logins
Free time avaiiable for signup complettion Enable autologin for Free Signup accounts
d 5 < | minutes
,‘ | [ Free plan to apply for a fres account signup
SMS signup password should be
SETUP 5 + | characters long
) \Q Twould like to configure the default captive portal page
N —r—
LOGOUT
Accounts 5 Online Download Upload
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19 HotSpot Pages
19.1 Default page

Configuration of default HotSpot captive page is done from HotSpot - Setup - Pages - Default page screen, where you
can customize the look and functionality of the page. To check how page will look like, click Preview page in browser
button to launch default browser with Hotspot login page. Antamedia HotSpot allows you to set different page rules for
each location configured on HotSpot - Setup - Locations page.

To configure a set of default page rules, please follow these steps:

Select the location for which you want to define page rules

Choose type and subtype of the default page.

Select Sign Up method (these are explained on HotSpot - Setup - Pages - Sign Up page).
Configure Theme settings

Click Save button

apON -~

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Default Page  Customize Themes Sign Up Collect Data Options SSL Setup
o B8
Default Captive Portal Page Page rules define which pages and themes will be displayed in the specific
locations and day or time interval
ACCOUNTS Upon connecting to your HotSpot, the customer will see in the browser: WiFi Location |Theme |Page
¥ |Default Hotspot Login
Hotel Hotel Login Hotel Room Mame Email
Login page | |Lobby Hotel Free Access Name Email
User login page (username and password) | = | |Beach Beach-WiFi Free Access Keyword Terms
Retail Store Retail-Store Free Access Email Terms
STATISTICS . Might Club Might-Club Login + Facebook
Te€ actess page Shared Keyword Spa Center Spa-Center Free Access Mame Email Mews
Free access with keyword and terms ofuse | = FREE —
. ‘, I would like to configure the free access options
OPERATOR Signup method Sianup Tvoe
Credit Card payment or PayPal ~  UserfPass |~ Location Theme In time interval
ﬂ Default ~ | Hotspot = booo | 2] -loo:oo |2
d| Enable Social Networks - 3 " i
p Surve: C i
= Free Trial link te| i L In Usage Schedule intervals
o = -
SETUP v .
Show Upgrade link Configure
/D Show Help link
A
bl
A
el
LOGOUT
Accounts 5 Online Download Upload
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HotSpot Pages

Available Login Page types:

User login page

Ticket login page

Dual login page
Hotel login (PMS Room, Name)

Hotel login (PMS Room, Name,
Collect e-mail)

Hotel login (PMS Room, Name,
Collect mobile)
Hotel login (PMS, Free Keyword)

Hotel login (PMS Room, Name + user
login)

Login + Facebook

Hotel login (PMS, Access Code, Free)

Login with Free Signup and Upgrade
Login page with a Free Trial link

Free access page

© 2019 Antamedia

Customers will login with username and password

Customers will login with tickets, also called vouchers (represented with an
alpha-numeric code)

This type of page combines user and ticket login page

Automates login process by integrating with Hotel PMS software (PMS add-on
required). Guest will enter room number and last name, and if details are
correct, Internet access will be granted and cost (if defined) will be added to
the guest room bill

Same process with collecting e-mail address
Same process with collecting mobile number

Combination of PMS based login and Free keyword access. Suitable for Lobby
where free access is usually provided

Combination of Login and Signup. Guest have to signup with room/last name,
and select a plan. Cost (if defined) is added to the room. Next time guest can
login with room and last name. If desired, guest can upgrade for a higher speed
plan (following the initial signup steps) and cost will be again added to the room
bill

Login page with username and password fields and a Facebook button that
allows free access after user shares a post on the wall

Hotel PMS integration with tickets and free access. Guests can login with
room/name, walk-in customers with voucher access code, and lobby guests
can use free access

Login page with Free signup and Upgrade link

User login page with a link that allows users to access Internet using free
access mode

This type of default page contains form for one of the free access modes.
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Free access types:

Free access with keyword and terms Users are required to enter shared keyword and agree to your terms of use

of use before getting free access

Free access with keyword Users are required to enter shared keyword before getting free access

Free access with terms of use Users are required to agree to your terms of use before getting free access

Free access with single click Free access is allowed after user clicks a button, no keyword needed

Free access with Email and terms of Free access is allowed after user provides email address and agrees to your

use terms of use

Free access with Name and Email Free access is allowed after user provides name, email address and agrees to
your terms of use

Free access with social network This type of page displays a Facebook button that allows free access after
user shares a post on the wall

Free access with Ads User gets free access after clicking on the displayed ad, requires Click add-on

Free access Name Email Newsletter Free access based on the newsletter subscription

Free access with mobile sms Free access based on sms verification

verification

On the right side of the screen you can configure following options related to login page:

Location name Select the location for which you want to configure page rules

Theme Select one of the several offered styles for login and other pages

In time interval (Optional) Configured page rules will be used only in time interval set here

In usage schedule intervals (Optional) Configured page rules will be used only in usage intervals set here
Survey Enabling of this option will show Survey on login page. From list select which of

configured surveys will be used. Configure and Enable Survey|[21before
selecting this option.
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Signup types:
Hide Signup link on login page Hide signup link from Login page
Credit Card payment or PayPal Users are redirected to payment gateway signup pages
Refill Voucher based sign up Users can signup for account using refill vaucher
PMS integration Over Signup will be created accounts based on PMS integration
Free signup with terms of use Free signup is allowed based on terms of use
Free signup Free signup
Free signup with Email confirmation Free signup with password send to email as confirmation
Free signup with SMS confirmation Free signup with password send to phone as confirmation
Free signup with Name, Email and SMS Free signup with Name, email and password send to phone as
confirmation confirmation

Refill Voucher with SMS based sign up Signup based on Voucher with SMS based signup

More informations specific settings used for Sign Up are available from Sign Up Settings[ o3
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19.2 Customize

If you want to create a completely different design of HotSpot pages, or to integrate it with existing website, you can
modify pages directly. Antamedia HotSpot software gives you an ability to modify all the pages displayed in customer
browser like:

Login, Logout, Welcome, Max users, Restricted, Infobox, Info, Help etc. These pages are in HTML format. Unicode
support is also included in software, this makes possible to use any language on the web pages.

You can edit the pages directly from the software on HotSpot - Setup - Pages - Customize page or using another editor
like Notepad++, Dreamweaver etc. This requires exporting pages, press Export button to save the pages in C:
\Antamedia\HotSpot\Pages folder, edit needed files in the same folder and import the files after you saved the changes
(click the arrow on Export button). You can also define a new group of pages that can be used to set different page style
for each Hotspot location.

Preview page in browser button will open a browser and display currently selected page so you can see how your page
looks like. When you finish, please press Save button or Copy and create a new group of pages.

ANTAMEDLA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Metwork Database Pages Internet Flans Free Access Options Language Credit Cards
DEVICES Default Page Customize Themes Sign Up Collect Data Options SSL Setup
s hd
To customize pages that appears in the customer browser, please dick the page below and edit it's computer and mabile versions. Mobile version appears on
smart phones like iPhones, Android etc, and it's based on the jQuery Mobile. If you wish to provide different pages for different locations {or specific time of
day), please create a new group of pages, and assign it using the page rules.
ACCOUNTS Page Name
Fage - Login Add New Page '] [ Del Page
¥ Login
| |Logout A Page HTML Code {Responsive) Translate language variables ##
Welcome 3
7M . U <IDOCTYPE html> ~
STATISTICS e Jsers <html lang="¢en">
| Restricted <head>
| [Info <meta charset="utf-58">
‘ InfoBox <meta http-equiv="X-UA-Compatible” content="IE=edge™>
’w | InfoBox Logout <meta name="viewport” content="width=device-width, initial-scale=1.0">
_He\p <meta name="description” content="">
— <meta name="author” content="">
OPERATOR
| General <title>#HOTSPOTE< /title>
_Password <link href="KEQOTSTRAP%/css/bootstrap.css”™ rel="stylesheet™>
Password Updated <link href="¥THEME%/style.css" rel="stylesheet™>
. " Collect Data <link rel="stylesheet” href="%BOOTSTRAP% /font-awesome/ css/ font-awesome.min.css™>
_.f =T < SCript sre="%BO0TSTRAPE js /jquery.js =< /script>
— .g P <script sre="%E00TSTRAPSjs /bootstrap.min.js™> < [script>
SETUP | SionUp1 %HEAD_SCRIPT%
_Sign Up2 «l-—HTMLS shim and Respond.js IE8 support of HTMLS elements and media queries —>
/; SignUp 3 <I-[if It IE9]>
& \\k' Sinn Lin PMS Ml hd
& iy
'R
————
LOGOUT
Accounts 5 Online Download Upload
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19.3 Themes

HotSpot Themes are easy and convenient way to completely change how the HotSpot pages look in customer browser.
Changing theme is very simple. In Current Theme field located in HotSpot - Setup - Pages - Default page screen,
configure the preferred theme and your customers will see the change in their browsers for every new HotSpot page
they open.

Antamedia HotSpot comes with 50+ themes which you are allowed to use and modify for your purposes (redistribution
is not allowed).

P ot
AIRPORT

l RETAIL
STORE

To customize it, please go to HotSpot - Setup - Pages - Themes. You'll find options to change image for the main logo,
brand logo (bottom of the page), buttons and background. Logo and button images have to be in .png format, background
requires .jpg file.

How to customize a HotSpot theme, step by step? The example below will cover main logo change, procedure is the
same for buttons and background (except .jpg format).
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Go to HotSpot - Setup - Pages - Themes screen

Select the theme you want to customize

Click Open Theme Folder button

Check what are dimensions of Logo.png file

Create a file with your logo that has the same dimensions, save it in .png format

Click Clear button to remove default image

Click Choose button, select your logo file and press Open

Go to HotSpot - Setup - Pages - Default page screen and press Preview page in a browser button to confirm the

change

N k~wN -

Themes can be further modified in order to match your corporate look. You can change colors, modify graphics and
buttons and change the layout of page elements. These details are specified in Style.css file which can be modified
directly from Themes page(click on Theme CSS tab) or using another editor like Notepad++ or Dreamweaver, file is
located in each theme folder (like C:\Antamedia\HotSpot\www\Themes\Hotspot).

A - X

Solutions  Support

ANTAMEDIA
Whitelists URL Email Social Schedule Employees Advertising License

Network Database Pages Internet Plans Free Access Options Language Credit Cards

Default Page Customize Themes Sign Up Collect Data Options SSL Setup

- Theme Images _ Theme CSS5
Screenshot Logo.png
fitness

Background.jpg

}h’ N
OPERATOR
To fully customize selected theme, please
dick the button below to open theme
,‘ = folder and modify images, js and css files.
=
SETUP Open Theme Folder
o,
A
i
iﬂ\m
LOGOUT

Accounts 5 Online Download Upload
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Sign Up Settings

Antamedia HotSpot provides automated self service signup process. When a customer clicks the 'Sign Up' link on the
login page, browser will be redirected to the sign up page which is defined for it's location. This page defines available
sign up methods for your customers.

Credit Card payment based sign up (requires license for the credit card module)
Customer chooses username, password, price plan and pays with the credit card. Price plan defines limitations like
time, bandwidth quota, download and upload rates, expiration date, daily access limits etc.

Refill Voucher based sign up

Customer chooses username, password and enters refill voucher code. Refill vouchers are created in advance with
desired price plan limitations (time, bandwidth quota, download and upload rates), and they can be distributed or sold by
your staff, resellers or through your channel partners. it may be done using HTTP or HTTPS based page.

PMS integration (requires PMS Interface module)

Customer chooses username, password, price plan and confirms identity with a room number and personal details. If
successful, payment is added on provided room number, and customer will see this charge in the Hotel PMS system. In
addition you can set Default Price Plan for PMS signups

Select to Enable PMS Interface in general or to Use Opera membership status to apply complimentary default plan

Free Signup
Free Signup with Email, SMS, name, helps you to provide free access and collect data from your customers

Ticket Sign Up
Specify number of characters used in Ticket Length and Ticket Prefix used in Free Sign Up

© 2019 Antamedia 102



Antamedia HotSpot Manual

' ‘ HotSpot Pages

ANTAMEDIA

A
F N

Solutions  Support

ANTAMEDILA
Whitelists URL Email Social Schedule Employees Advertising License
Metwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Default Page Customize Themes Sign Up Collect Data Options SSL Setup
XA
Self-Service Customer Sign Up
Provides automated self service signup process. When a customer dicks the 'Sign Up' link on the login page, browser will be redirected to the sign

ACCOUNTS up page which is defined for it's location. This page defines available sign up methods for your customers.
Credit Card payment based sign up (requires license for the credit card module)
Customer chooses username, password, internet plan and pays with the credit card. Internet plan defines limitations like tme, bandwidth
quota, download and upload rates, expiration date, daily access limits etc,

Refill Voucher based sign up HTTPS

STATISTICS Customer chooses username, password and enters refil voucher code, Refill vouchers are created in advance with desired internet plan limitations
({time, bandwidth quota, download and upload rates), and they can be distributed or sold by your staff, resellers or through your channel partners

[ PMS integration (requires PMS Interface module)

w Customer chooses username, password, internet plan and confirms identity with a room number and personal details. If sucessful, payment is

added on provided room number, and customer will see this charge in the Hotel PMS system.
OPERATOR - .
Default Price Plan for PMS signups Opera_& supported PMS: Send desired plan name using Reference1 and checkout date using
|Ched< Email and Social Netwaorks - | Reference? fields. You can automatically apply desired plan using membership level defined in
FM3, Reference 1 should be the same as the plan name. Reference?2 date format dd-MMM-1yyY
Enable PM5 Interface
Free Signup

Free Signup with Email, SMS, name, helps you provide free access and collect data from your customers

Ticket Sign Up

\?;";\J Ticket Length ljl Characters Ticket Prefix l:l
A
LOGOUT

Accounts 5 Online Download Upload
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Antamedia HotSpot has an ability to force a user to enter personal data after login. You can do it in order to verify
customer identity, in marketing purposes, or just to send expiration reminder message so that a customer can upgrade
in time. This option can be used for Free Access or standard Login method.

By default, Hotspot collects first and the last name, E-mail address, gender, birthday, but you can also include address,
city, country, phones. There are three custom fields that you can configure based on requirement. It may contain

FLIGHT No, ROOM etc.

To activate this feature, please Enable collecting customer data option that is located in the HotSpot - Setup - Pages -

Collect Data page.

© 2019 Antamedia
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ACCOUNTS

STATISTICS

Y
OPERATOR

p

SETUP

pe)
“N

Whitelists

Network

URL Email Social
Database Pages
Default Page Customize Themes Sign Up

Collect Customer Data

Upon login, force the customer to enter personal data, like name and Email. After the data is received, the customer will get the Internet access.

First name

Last name
Email
Gender
Birthday
Company
Address
City
Country
Phone
Room
Custom 1
Custom 2.
Custom 3

Accounts

Free Access

#FIRST-NAME#

#LAST NAME#
SEMAIL#
#IAM#
#EIRTHDAY %
ECOMPANY 2
#ADDRESS#
#CITY#
ZCOUNTRY #
#PHONES
#ROOME
#CUSTOM1#
#CISTOM2#
#CUSTOM3#

5 Online

Internet Flans

2

1 e e A I~ R

Schedule

Free Access

Collect Data

Required
Required
Required
Required
Required
Required
Required
Required
Required
Required
Required
Required
Required
Required

Download

Solutions  Support
Employees Advertising License
Options Language Credit Cards
Options 551 Setup

Show country as a list

United States
Canada

United Kingdom
Russian Federation
Brazi

Australia

France

Germany

Portugal

Turkey

India

Austria

Belgium

Czech Republic
Denmark

Finland

Italy

Spain

Sweden
Switzerland =

m |

Upload
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19.6

Welcome Page and Options

Antamedia HotSpot allows you to customize the Welcome page message that appears after customer login. It can be
configured to show a warning message, which informs a customer about the account expiration if time and quota are
below the limits or the expiration date is close.

Such warning messages are important since a customer will be informed when it is the time to refill account or to make
monthly payment. At the same time, the software will prevent a customer frustration which may happen if the account
unexpectedly expire. Timely renewals will make your customers come back leading to more profit.

To configure the warning message, please choose the parameters which should be verified on customer login:
Account expires in less than _ days

Time left is less than _ minutes

Quota left is less than _ MB

Please enable the desired options and enter the appropriate values.
The text of welcome and warning messages can be customized by editing language file from the Browser Language/ 3

page.

HotSpot can redirect customer after login to a desired web page. For example, you can redirect customer to your main
website or to a customer portal. Select option After Login, redirect the customer to and enter site address.

Page Options panel give you ability to set couple useful options for communication with iOS, Android and Windows
based devices on network and during user access to HotSpot portal page.

As soon device connects to your WiFi, it will trigger and display default captive login page. In some cases it can cause
delays in displaying login page. Use of following set of options can prevent this and load your login page without such
delays.

Send iOS devices to browser login Force loading of HotSpot login page in a iOS device browser.
Send Android devices to browser login Force loading of HotSpot login page in a Android device browser.
Send Windows devices to browser login Force loading of HotSpot login page in a Windows device browser.

HotSpot autostart delay (allow system to boot on slower machines) __ seconds Set number of seconds for autostart
delay. Slower systems require use of this option to avoid issue with faster startup of HotSpot than other required
devices and applications on computer.
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ANTAMEDIA Solutions ~ Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Default Page Customize Themes Sign Up Collect Data Options SSL Setup
[ ]
m Welcome Message Redirect After Login
ACCOUNTS When account is about to expire, show an expiration [ After loin, redirect the customer to

|htu:|:ﬁwww.google.com

|| Account expires in less than El days

|¥] Time left is less than

minutes
Redirect browser to login page using

[ Quota leftis less than MB 307 Temporary Redirect -]
Pageexpration 0 || sec

STATISTICS

L

Force browser redirect to default login page
OPERATOR When a device connects to WiFi, it will attempt to automatically trigger
Show SignUp, Help and Free Trial links as a text instead of a button and display default captive login page. In some cases, it can cause
delays in displaying login page. Hotspot can prevent this and display
your login (splash) page through browser if you experience such delays.

Send i0S devices to browser login
end Android devices to browser login
Send Windows devices to browser login

Accounts 5 Online Download Upload
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19.7

SSL Certificate

SSL Certificate is used to encrypt communication between HotSpot Web Server and customer Internet browser. Secure
connection can be used:

- to switch to secure login. Instead of standard http:// based login page, customer can go to
https://yourlPorDomain/login and authenticate through secure connection

- when customer is about to pay with credit card, to keep the data safe

- to change account password

To configure SSL certificate, you need to specify correct location of Certification File, Private Key File and CAcert Root
Certificate file.

HotSpot comes with default SSL certificate produced for IP 192.168.0.1. Although this is included free of charge, it
creates a warning messages in browser and might drive away customers. If you want to create your own certificate
file, please follow instructions bellow:

Itis assumed that OpenSSL is installed on your system. Itis also assumed that you have registered a domain name for
your hotspot and that its DNS has been configured to point to the IP address of your hotspot server.

To begin the process, a Certificate Signing Requests (CSR) must be sent to a Certificate Authority (CA) to be signed.
Once signed, a certificate will be returned to you. Be sure to check with the CA in question for any instructions not
covered here. This process has been successfully tested on Windows XP using a FreeSSL 1 month test certificate
provided by RapidSSL.com. The procedure is the same for RapidSSL's commercial products and should be very similar
with other CAs.

1. Generate a private RSA key

Run OpenSSL and at the command line prompt, enter:

OpenSSL> genrsa -out host key 1024

A file named host.key file will be generated in the same directory as the 'OpenSSL' command line program. Keep this file
safel Without it, your certificate can't work and you'll have to order a new one. This file is your private RSA host key and
should not be sent anywhere.

2. Generate a CSR

OpenSSL> req -new -nodes -key host.key -out host.csr

Enter the requested information when prompted. Be sure to use the correct 2 digit country code. When prompted for the
x509 Common Name attribute, enter the fully qualified hostname (domain name) the certificate will be used with. Please
note, this MUST be the exact domain name being used for the hotspot server. ie. the domain should resolve to the IP
address of your hotspot server.

Common Name (eg, YOUR name) [[:www.yourhotspot.com

where www.yourhotspot.com is the domain name of your hotspot. The e-mail address you provide will likely be used by
the CA to deliver your certificate. Leave any subsequent attributes blank, unless the CA requests something be set in
them. Upon completion of this step, a file named host.csr will be created in the same directory.

3. Deliver the CSR data to the CA

The contents of the host.csr file must be submitted to the CA, though the method will vary. The procedure with RapidSSL
is to copy/paste the contents of the host.csr file into their web order form. Itis then up to the CA to return the certificate
data. Most CAs will require some form of authentication. RapidSSL uses an automated phone system which calls and
prompts you to enter the digits on your computer screen. You must also confirm you have admin access to your domain
name. Other CAs may have further requirements.

4. Setup Files for use with Antamedia Hotspot
Once the certificate has arrived from the CA (usually via email) you must copy/paste the certificate into a text file. Name
the text file AHRootCert.pem. Rename the host.key file that was generated at the beginning to AHRootKey.pem. Finally,
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obtain the Root Certificate file which should be provided as a download from your CA. Click here to obtain the FreeSSL
Root Certificate (Base-64 encoded X.509) from RapidSSL. Rename the downloaded Root Certificate file to AHRoot.pem.
Now place all three files (AHRootCert.pem, AHRootKey.pem, AHRoot.pem) at the root level of the Hotspot installation
folder (replacing the existing files). Launch Hotspot and login as administrator. Go to SETUP->Pages->SSL Setup and
enter the domain name of your hotspot server (omit the https:// and enter just the domain). Please note, this must be the
exact domain name used on the certificate and must resolve to the IP address of the hotspot server. Save, connect to
the hotspot and test the certificate.

However, if you want a fully working SSL certificate which doesn't create any browser warnings, we recommend
ordering your own certificate from SSL Certification Service www.hotspotssl.net

You will get correct files so you can skip a bit complicated process. Such certificate allows you to show your domain in
customer browser instead of HotSpot IP address. For example, instead of http://192.168.0.1/info customer will see
http://www.myhotspotname.com/info

Please note that Antamedia doesn't collect any fees from this service, and we recommend it as a money worth
alternative to the manual certification process.

F W
ANTAMEDLA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Default Page Customize Themes Sign Up Collect Data Options SSL Setup
3 A
SSL Certificate Setup
This 55L Certificate is configured for "HotSpot Software™, It will encrypt the communication between a customer browser and HotSpot when the
customer is about to pay with a credit card or to change the account password.
ACCOUNTS
Certification File Password
‘C:\Amamedia‘&-!msuot\;\HRoolI:ert.pem
Private Key File
STATISTICS Cantamedia‘HotSpotiAHRootkey. pem
CAcert Root Certificate
‘ Ciantamedia‘HotSpotiAHRoot. pem S5L Certification Service - Order your valid 550 certificate
4SS
OPERATOR Hotspot Domain Mame {without https: /)
ﬂ If specified, domain name must resolve to this machines IP address
- Redirect customer to SSL login page
> O ogin pag
SETUP
N
'\i‘ U
LOGOUT
Accounts 5 Online Download Upload
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20 Social Networks

20.1 Social Accounts

For those busy people, login with social account is sometimes the best and the fastest choice to get WiFi. Our software
can be configured to accept login from several social networks. Since users are usually logged in on their mobile
devices, the only thing they need to do is to click the button of a preferred social network, and confirm login to WiFi.

Supported networks are Facebook, LinkedIn Twitter, VK and Google+. To configure , please enter required information
like API key and click Save.

ANTAMEDLA Solutions  Support

Network Database Fages Internet Flans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
Social Accounts Social Buttons

Please configure sodial network accounts that will be used on your login pages.

ACCOUNTS Facebook LinkedIn
Facebook Application ID How to create ID? LinkedIn Client ID
Facehook App Secret LinkedIn Client Secret
STATISTICS
Twitter Google+
'i‘» i Consumer Key (API Key) Google Client ID
OPERATOR Consumer Secret (AP Secret) Google Client Secret
[
[ Google redirect URL
http:/{192.168.9. 1.nip.io/redir_google
j‘ VK Google requires URL instead of IP for a callback. Use
http://nip.io service to simply map your IP to a domain.
SETUP VK Application ID

VK Secure key

po)
“N

Accounts 5 Online Download Upload
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20.2 Social Buttons

From HotSpot - Setup - Social - Social Buttons press on Insert Default Social Buttons to add all social media buttons.
If you don't use some of them and want to remove it from HotSpot pages, simple remove it from list and press on Save
button.

ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES Social Accounts Social Buttons
1.4
Configure visual appearance of the sodal buttons. The code below replaces %%SOCIALEUTTONS %6 in any page. You can move this variable in the
login pages to change position where sodial buttons appear.
ACCOUNTS

|-<h3>#LDG]N-WFH-SDCIAL#<fh3>

<p style="text-align: center;">

<a href="/getFBAuthUrl" class="azm-social azm-size-48 azm-circle azm-gradient azm-facebook"><img
src="(images/facebook.png"></a>

<a href="/getTwitterAuthUrl" class="azm-social azm-size-48 azm-circle azm-gradient azm-twitter"><img
src="(images/twitter.png"></a=>

<a href="/getLinkedInAuthUrl" class="azm-social azm-size-48 azm-circle azm-gradient azm-linkedin"><img
src="(images/linkedin.png"></a>

<a href="/getGoogleAuthUrl" class="azm-social azm-size-48 azm-circle azm-gradient azm-google"><img
src="(images/google.png"></a>

-

:
;

1

OPERATOR <? href="/getVKAuthUrl" class="azm-social azm-size-48 azm-circle azm-gradient azm-vk"><img src="/images/vk.png"></a>
</p>
| <br=
- 3
SETUP [ Insert Default Sodial Buttons ] [ Save
&‘I
&
A
LOGOUT
Accounts 5 Online Download Upload
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20.3

204

FaceBook API

Login on your FB account and go to Facebook for developers section

Press on + Add a New App

Set Display Name and in Category select Communication then click on Create App ID

After Security Check you will be redirected to + Add Product section

From list find Facebook Login and click on Get Started

In Client OAuth Settings set Embedded Browser OAuth Login to Yes

in Valid OAuth redirect URIs type http://127.0.0.1/redir_fb and http://Gatewayl anlP/redir_fb (for example
http://192.168.9.1/redir_fb)

click on Save Changes

From Settings panel enter details for App domains your website without htttp://www. and set unique Namespace which
must have 6 letters minimum

In Privacy Policy URL type http://www.antamedia.com/privacy/

Click on Save Changes

Go to App Review section and set your application to be Live and available to the public

At Dashboard section is available App ID and App Secret which you will enter in the HotSpot.

Twitter API
Login on your Twitter account and go to Twitter Application Management

Press on Create New App

Set basic details:

Name, Description, Website http://GatewayLanlP (for example http://192.168.9.1) and Callback URL
http://GatewayLanlIP/redir_twitter (for example http://192.168.9.1/redir_twitter)

Accept Developer Agreement and press on Create your Twitter application

Go to Settings panel

In Privacy Policy URL and Terms of Service URL add http://GatewayLanlP/privacy (for example
http://192.168.9.1/privacy)

add Organization name and Organization website and press on Update Settings

Go to Permissions panel and select option "Request email adresses from users” and press on Update Settings
From Keys and Access Tokens section and find your Consumer Key and Consumer Secret which you will enter in the
HotSpot.
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20.5

20.6

20.7

VK API
Login on your VK account and go to VK Developers section

Press on Create an Application

Itis necessary to set your site (URL address in format http://example.com) and domainn (example.com)
Itis required to complete authorization of application with sending free SMS to your phone.

Application will be created after confirmation is finished.

Go to Settings and confirm that your application is set as Visible to all

In base domain add http://127.0.0.1 and http://Gatewayl anlP (for example http://192.168.9.1)

In authorized redirect URL add http://127.0.0.1/redir_vk and http://Gatewayl anlP/redir_vk (for example
http://192.168.9.1/redir_vk) and press on Save

Go to Settings page and see Application ID and Secure key which you will enter in the HotSpot.

Linkedin API
Login on your Linkedln account and go to Linkedln Developers section

Press on Create Application

Set Company Name, Name for your application, short Description, Application Logo

From Application Use select Communications

In Website URL field add your site URL address (for example http://YourSite.com)

Set Business Email, Business Phone and select option | have read and agree to the Linkedin APl Terms of Use.
Click on Submit to create application.

Be sure that r_basicprofile and r_emailadress is selected and click on Update

Go to OAuth 2.0

type http://127.0.0.1/redir_linkedin click on Add

then type http://GatewayLanlP/redir_linkedin (for example http://192.168.9.1/redir_linkedin) and click on Add and
Update

Go to Settings and from Application Status select Live and click on Update

From Authentication section is visible Client ID and Client Secret which you will enter in the HotSpot.

Google +
Login on your Google + account and go to to Google APl manager.

From Dashboard panel Enable API

In list find Social APIs and click on Google+ API

Go to Credentials panel and from Create credentials select OAuth client ID

Choose Web application as application type and set Name

In Authorized Javascript origins field enter local host IP http://127.0.0.1, http://GatewayLanlP (for example
http://192.168.9.1) and http://antamediadev.com

In Authorized redirect URLSs field enter http://antamediadev.com/redir_google, http://127.0.0.1/redir_google and
http://Gatewayl anlP.nip.io/redir_google (for example http://192.168.9.1.nip.io/redir_google

Press on Create button.
In new window you will see Client ID and Client Secret which you will enter in the HotSpot.
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21 E-mail Notifications

21.1 Email Setup

Email notification option is used to send Email messages to the customers to remind them about account expiration, to
send payment receipt or a newsletter, and other purposes. Before you can start sending messages, please define mail
server settings.

Enable Email notification to activate the option.

From Select SMTP provider you can select SendGrid or Configurable.

If you choose SendGrid, enter your SendGrid Username and Password.

If you choose Configurable use your ISP SMTP, specify mail server and port required for communication. If your SMTP
server requires authentication, please enable SMTP server require authentication option and type the username and
password. Some SMTP servers might also require POP before SMTP authentication. In this case you need to specify
POP3 mail server, the used port (default 110) and the account username and the password.

| you require Email verification, you can set and configure it using BriteVerify service.
Sign Up for their service, select option Verify Email using BriteVerify service and enter BriteVerify API.

To test Email delivery, please enter Emails in from and to fields and click Send Test Email button. If you get a test Email,
everything is properly configured. When you finish, please click Save button.
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ACCOUNTS .
Select SMTP provider
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maildomain.com L
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}w Username Password MOTE: Try non-S5L settings of your SMTP and POP3 server and ports 587 and 110
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Username Password
SETuP Send Test Email
A~
N
4 [ s |
LOGOUT
Accounts 5 Online Download Upload

© 2019 Antamedia 113



‘ Antamedia HotSpot Manual

' ‘ E-mail Notifications

ANTAMEDIA

21.2 Notifications
To keep your customers informed about their account expiration, you can Automatically send Email and remind your
customer that it is a time to refill the account. Email notification can be sent to the customer when the following
conditions are met:

Account expires in less than _ Example: if you set 5 days and account expires at June 25th, Email notification will be

days sent to the customer at June 20th.

Time left is less Example: if you set 30 minutes, Email notification will be sent to the customer 29 minutes
than _ minutes before the account expire

Quota left is less Example: If you set 50 MB, Email notification will be sent to the customer when

than _ MB bandwidth quota is 49 MB

These values are checked only on account login.
Email template specifies which message template will be used to prepare Email for the customer.

When customer make payment for your services using a credit card, receipt can be sent automatically to an Email
address provided by your customer. If you like to use this option, please enable Send payment receipts on Email and in
Email templates field choose a template that will be sent to the customers Email.

A
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Network Database Pages Internet Plans Free Access Options Language Credit Cards

Whitelists URL Email Social Schedule Employees Advertising License

DEVICES Email Setup Email Notifications ~ SMTFP Redirect

s b
Expiration Reminder
Expiration Reminder -
] Auto
A - | days
Time left is less than 30 - | minutes
Quota left is less than 50 < mB

Payment Motification

Payment Notification =

}w [ Send payment receipts to the Email

OPERATOR

A

SETUP

Email Signup Motification
Email Password -

Device Monitoring Motification
Device Monitorig Notification b

N

LOGOUT
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21.3 SMTP Redirect

Internet service providers sometimes blocks SMTP port (25) in order to stop abuse. If you are using such Internet
service provider, your customers will not be able to send Email when their Email configuration uses that port.
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SMTP Roaming feature helps you to overcome this problem by redirecting all Email traffic to other SMTP server running
on different port. The entire process is transparent for the customer and no changes are required in customer Email
settings.

For example, a customer uses mail.companydomain.com on default port 25 when working from the company office.
When a customer connects to your HotSpot where ISP blocks port 25, it will not be possible to send an Email although
all the settings are the same in customer Email client software (Outlook, The Bat ...).

The solution is to redirect all traffic for the port 25 to a different SMTP server and port. Although a customer does not
see any changes and may think that Email was been sent through the company server, an Email will be sent through
your SMTP server.

To activate SMTP roaming, please Enable it and type SMTP Server IP and Port where to redirect Emails. If you do not
know IP address, please type SMTP Server URL address and press Resolve IP button. You can click on the correct IP
address to transfer it to SMTP Server IP field. When you finish, please press Save button.
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DEVICES Email Setup Email Notifications SMTP Redirect

[ 4
SMTP Redirect
Please spedify the IP address of the remote SMTP mail server. This server has to be outside the local netwark controlled

by HotSpat. If you do not know IP, please resolve it by typing SMTP URL, choose IP and press the Save button,
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SMTP Server IP SMTP Server URL
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22 Options
22.1 Company Info

Please go to HotSpot - Setup - Options - Company page to specify various details about your company, such as
company name, address, email, logo image etc. These details will appear on invoices you send to postpaid customers.
There you can also define header and footer text for these invoices.
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IR
Company Information
Please enter your company information
ACCOUNTS
Company Logo
l |
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OPERATOR |Country ‘ Invoice Header
ﬂ-’ Email
|
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SETUP
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22.2 Receipt Printing

Please configure print templates in HotSpot - Setup - Options - Print options page.

A
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Company Print Options Misc. Options ~ API Integration SMS Setup Active Directory Central Server Watchdog Service
Receipt Print Options
Default printer
ACCOUNTS Receipt Title hd
Wifi Hotspot
Mo Previ
Receipt Header Mo Preview

Fast Internet connection at the right || Show Print dislog (choose a printer and options)

price.
STATISTICS Account print template Refresh Postpaid account print template
. Accounts - Default * Accounts - UsageBased - Default >
Receipt Footer
‘, Thank you for using our services. .
’N Looking forward to seeing you again. Tickets print template Receipt template when
Accounts - Tickets - Default ~ Accounts - Free - Default ~
OPERATOR

Refil print template Receipt print template

ﬂ Refill - Default x Receipt - Default >
= Twould like to modify print template
» would I modify print templa Bl print template

J— T would like to create accounts now Bill - Default -

o
& d"\ﬁ\

LOGOUT
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If you do not want to see a preview before printing, which is suitable once you configure print templates, please select
No Preview.

To print directly to the default printer, without showing print dialog, please disable Show Print dialog option.
Antamedia HotSpot offers different templates for account, refill and receipt printing.

From the same place you can modify receipt title, header and footer text
Depending on receipt template, this text will appear on printed receipt which you give out to the customer.
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22.3 Miscellaneous Options

Display small laptop Defines the size of laptop icons in the main server screen

icons

Allow login for unsold All the accounts will be able to login even if an operator have not sold them
accounts

Allow relogin if IP address Allow a customer to login again if the account is already in use. The previous session will
changes be logged out and a customer asked to login again (it can help when the connection is not
stable and a customer is trying to connect while getting different IP addresses)

Log all login errors Store all HotSpot messages (information, warnings etc) in a log file

Improve performance by Minimize HotSpot software after the specified time period of inactivity to get better
minimizing HotSpot performance. This feature is enabled by default and we recommend leaving it enabled
Force the customer HotSpot will stop Internet service for customer after specified time interval and force her
relogin to prevent to login again. This feature can be used to prevent downloading of large files and
excessive and excessive bandwidth usage.

unattended download

Disable Skin Skinned interface can be disabled in some parts of software in order to improve
performance and response time.

Update time, quotaand  HotSpot performance is slightly improved by configuring higher value in this field. Default
transfer rates on value i 1 second.
Computers screen

Optimize memory usage Select time interval after which memory usage will be optimized
every

Deduct Outbound traffic Choose whether Hotspot will count both download and upload when deducting quota from
from Quota user account

Reload active sessions If this option is enabled, Hotspot restart will not interrupt user session with new login
on Hotspot restart request

Restart Hotspot if error  Hotspot will restart itself in case of unexpected error, so it can continue normal operation
occurs

Pause inactivity count This option will pause inactivity countdown without resetting it to default number of
down timer when user seconds
traffic is detected

Show country filter inthe Beside other informations, Country will be also available in Logs
Usagelog statistics

Show free Internet plans
on Operator view

Clear MAC address on MAC address will be cleared from account properties in HotSpot when user loggs out.
logout

Reset account password Set new random password for user's account on each logout
on logout

Log Browser's User Type and language of customer'’s browser is logged each time she logs in to HotSpot. This
Agent for debug purposes data can be analyzed on HotSpot - Statistics - Log page.
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Discard DB Connection
Messages

Enable Customer Portal

Show accounts from

Time display format

Quota display format

Bandwidth display format

Software priority

HotSpot Autostart delay
(allow system to boot on
slower machines)

© 2019 Antamedia

Select this option to discard warring messages related to DB connecting to HotSpot

Set this option to allow Customer Portal from Welcome page

Show the accounts from other Antamedia software (Internet Cafe software, HotSpot,
Bandwidth Manager)

Choose format which is used to display time
HH:MM (2:35), Hh:Mm (2h 35m), Hh:Mmin (2h 35min), M m (155m), M min (155 min)

Choose quota format between bytes, KB, MB, GB, TB, PB, or adaptive which automatically
displays the correct format depending on value

Choose the display format of download and upload rate
KB (KBytes), Kb (Kbits), MB (MBytes), Mb (Mbits)

Select software priority

With enabling of this option slower computers have enough time to boot properly before
software is started
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Options 1 would like to start the Setup Wizard
Display small laptop icons Clear MAC address on logout
ACCOUNTS Allow login for unsold accounts Reset account password on logout
[¥] allow relogin if the IP address changes (broken connection,a different device etc) Log Browser's User Agent for debug purposes
¥ Log all login errars Discard DB connection messages
[¥| Imprave performance by minimizing HotSpot after Start HTTP Server on a single IP to support DMS WebFilter
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STATISTICS

Force the customer relogin to prevent excessive and unattended download on
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OPERATOR

Update time, quota and transfer rates on COMPUTERS screen in
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Optimize memory usage every URL items per log
s s

[¥] Deduct outhound traffic from Quota {calculate both download and upload)

[¥| Reload active sessions on HotSpot restart {5 min maximum delay)

Restart HotSpot if error occurs

Pause inactivity count down timer when user traffic is detected (instead of reset)
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224

API Integration

Antamedia HotSpot can be easily integrated with the third-party software. This feature is located in HotSpot - Setup -
Options - API Integration page.
Integration is done using HTTP GET query and XML response which offer very short integration time.

To put it simply, it works this way:

1. Your software should send a formatted query similar to URL you type in browser to see certain web page
2. Our software gets this query, parse it and execute the actions (example: generate accounts)

3. Our software generate XML response with details (example: account details) and return it to your software
4. Your software parse XML and process the data (example: use account details to print receipt)

To activate this feature please Enable Integration, specify port (82 by default), and Secret PassPhrase. Purpose of the
PassPhrase is to protect from unauthorized usage while allowing you to use integration commands from different IP
addresses. For example, multiple instances of your program can communicate with HotSpot and generate accounts.
For the purpose of this manual, we will take 192.168.0.1 as HotSpot IP address, port 82 and PASS as PassPhrase.
These are integration examples:

http://192.168.0.1/generateaccounts?number=5&priceplan=1&pass=PASS

This command will generate 5 accounts and assign price plan 1 to those accounts. You can put a button in your
software and send such command after user click on it. XML response contains all account data, like username,
password, time, quota, expiration.

http://192.168.0.1/generateaccounts?number=3&priceplan=2&print=1&preview=0&pass=PASS
This command will generate 3 accounts, assign them price plan 2 and print the accounts in HotSpot software without
print preview. If you intend to handle printing from your software, printing is not needed.

http://192.168.0.1/generateaccounts?account=TEST&pass=PASS
This command will generate one account with username TEST. It is suitable in cases when you always generate unique
accounts, like personal ID number from ID card. The account will not be generated if such an account already exists.

http://192.168.0.1/getpriceplans?pass=PASS

This command is used to retrieve all price plans from HotSpot software. XML response will contain price plan
description, cost, time and quota values, expiration etc. You can use these details to store them in your controls (like
Listbox, Combobox) and allow a customer to choose a price plan before you send command to generate the accounts.

http://192.168.0.1/deleteaccount?account=TEST&pass=PASS
This command will delete the account TEST from the HotSpot software.

The time is displayed in seconds, Quota, Download, Upload are in bytes. Other fields with 0 and 1 represent false and
true. If you have a specific integration requirements, please contact Antamedia.
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Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Company Print Options ~ Misc. Options ~ API IntegratiofMS Setup Active Directory Central Server Watchdog Service
Integrate HotSpot With the Third-Party Software
This feature allows you to generate accounts easily, to get a list of internet plans, and to perform various other actions from the third-party
ACCOUNTS software. Integration is done as a HTTP GET query and XML response. Please dick on the test button below to see the generated response.

Secret PassPhrase protects from an unauthorized use.

a Description of the APT commands and parameters
Enable Integration

genersteaccounts -
Fort Secret PassPhrase SR BTN Enerates e o more sccants
[TXT] account : account (if 1) or account prefix (1) |
STATISTICS 52 [SECRETRASS ] number : Ramber of aczaunts th generate =
k] pricenlan | I oF the price pian of price grom
un] type : 0-prepaid, 1-postpaid, 2-ticket
Login APT: Allow login anly if account exists and parameters are verified i ?ﬂ;}’:ﬂ!y Ogisabled: fenabied
- wk] se11 i 0-status not sold. 1-status sold
2 K] expire i number of d=ys to'expire Trom now
w Integration command examples are listed below. Generate accounts parameters are NUMBER %: tq’é]!ﬁ : secon
(number of accounts to generate), PRICEPLAN (ID of the internet plan to apply), PRINT (if 00 ke
OPERATOR accounts should be printed), PREVIEW (if preview is required before printing). Parametsr on] uniaoms
9%SERVER % is replaced with the HotSpot IP:PORT after dicking on the test button. You can i u""p-l‘mf" : e
modify parameters and see the generated XML document structure using some XML reader. UK] print ¢ 0g0'nar prime. a-print gn paper
un] previeu : 0. print preview, 1-print preview
uh] Tength | Cickes Tongeh
W] passlength ¢ account passuord Tength
TXT] passwori : optionally set password for account(s)
o/ UV ESirtnumber | far nensl sccount Surrix numberong
B hittp: //%SERVER %/getpriceplans?pass =%PASS % -
CoMmaND : updateaccount
SETUP GESCRTIoN: Updates sceount properties
e s i
{7} password : modify account password
4 wn] groupplan § T of the price plan or price group
. t| N3 Type t O-prepaid, 1-postpaid, 2-ticket
o wh] printedcolor + number of printed pages
! Uk printadon : nurber of printed pages
L [I] ] Zattuare F10%er 0 for hatpet. ete, w
LOGO!
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API XML response example for generated accounts looks like:
<?xml version="1.0" encoding="UTF-8" 7>
<IDOCTYPE Accounts (View Source for full doctype...)>
<Accounts>
<Account>
<Username>TEST15</Username>
<Password>FD61U</Password>
<TimeUsed>0</TimeUsed>
<TimeLeft>3600</TimeLeft>
<UnlimitedTime>False</UnlimitedTime>
<Quota>0</Quota>
<UnlimitedQuota>True</UnlimitedQuota>
<GroupPlanID>2</GroupPlanID>
<AccessFromTo>False</AccessFromTo>
<AccesslID>1</AccessID>
<Expireln>1</Expireln>
<ExpireAfter>1</ExpireAfter>
<EnableDailyTime>False</EnableDaily Time>
<DailyTime>0</DailyTime>
<EnableDailyQuota>False</EnableDailyQuota>
<DailyQuota>0</DailyQuota>
<EnableDailyLogins />
<DailyLogins />
<Download>131072</Download>
<Upload>65536</Upload>
<GeneratelD>15</GeneratelD>
</Account>
</Accounts>
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22.5 SMS Provider Setup

Antamedia Hotspot allows you to send messages to mobile phones. This feature is used for a Free based signup in
order to send a password to the customer phone, SMS marketing and other texting requirements. Before this feature
can be used, you need to sign up for SMS provider account, Hotspot currently supports Clickatell, iNetWorx, Mobilus
Turkey, SSD India, Unifonic, Twillio, SMS.RU and Custom HTTP GET providers. SMS settings are configured on HotSpot

- Setup - Options - SMS Setup page.

To set up SMS messaging, please tick Enable SMS box, enter Username, Password, From Number and API ID tied to
your account. You can also configure message that users will get after sign up for free account. When you finish, please

press Save button.
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SMS Setup

o ;‘ii I
| Enable 5Ms
SMS Provider

Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Flans Free Access Options Language Credit Cards
DEVICES Company Print Options ~ Misc. Options  API Integration SMS Setup Active Directory Central Server Watchdog Service

Please configure SMS provider for sending messages to the mabile phones. This feature is used for a Free based signup to send a passward to the customer phone,
ACCOUNTS SMS marketing and other texting requirements. To use this feature, please signup with SMS provider,

STATISTICS Clickatel (H'I'I'P ~ | Sign-up for an account
Clickatel (HTTP)
iNetWorx (HTTP)
Mobilus Turkey (HTTP) Send SMS to test number
- Custom HTTP GET
}w 55D India
Twilio
OPERATOR SMS.RU
SM5 Free Signup Message
,_ J ‘Your Internet access password is SePASSWORDY: . Thank you for using our services.
SETUP
7
W
-J |
LOGOUT
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Custom HTTP GET method can be used to integrate new SMS gateways that offers HTTP GET API. Integration is simple,

1. Copy their test example

2. replace number with %NUMBER% and message with %MESSAGE%. These variables will be replaced with a real
number to which software will send SMS. sMESSAGE% is replaced with the message specified in above message box.
3. Configure other parameters if needed and test by sending SMS to your phone

http://api.unifonic.com/wrapper/sendSMS.php?userid=test@domain.com&password=123456789&t0=%NUMBER%

&msg=%MESSAGE%&encoding=utf-8&sender=TESTNAME
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22.6 Active Directory Integration

Active Directory integration helps you automate the account management in your network. When a user enters the
username and the password in HotSpot login page, HotSpot will verify if the account already exists in the Active
Directory and generate HotSpot account using price plan options and limits you have specified. Such account can have
unlimited or limited quota, time, expiration date, download and upload rate, based on the price plan configuration.

This feature is suitable for companies and organizations as it handles the manual work of the administrator and keeps
passwords updated with the main AD system. The configuration of the feature is done from HotSpot - Setup - Options -
Active Directory page: please type the domain name, select a price plan and optionally enable autologin.

This option currently work only if HotSpot is used on computer were Active Directory is configured.

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Flans Free Access Options Language Credit Cards
Company Print Options ~ Misc. Options ~ API Integration SMS Setup Active Directofentral Server Watchdog Service

Integrate HotSpot With Active Directory

Automatically create HotSpot accounts by chedking your Active Directory. When a user enters the username and the password, HotSpot will
ACCOUNTS wverify if account exists in the Active Directory, and assign a internet plan options and limits. Such account can have unlimited or limited quota,
time, expiration, download and upload rate, based on the internet plan configuration.

Domain Mame Assign a Internet Plan to users
STATISTICS Check Email and Social Networks b

Enable Autologin
£

OPERATOR

A

e
N
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22.7

Central Server

Antamedia HotSpot software is the industry leading HotSpot PC solution that implements centralized WiFi management
over high latency systems. It helps controlling user WiFi Internet access on vessels, oil platforms, rural areas where
Internet link may have periodic interruptions or high delays. This feature can be used to synchronize accounts between
the HotSpot (that runs locally) with Central HotSpot Server Database.

How does it work ?

It authenticates users in the Central Server running remotely on a public IP. Each login attempt is verified in a central
database and parameters are passed to a local HotSpot for synchronization. After each user logout, user account is
synchronized with a central database. Feature is especially useful for Satellite Internet companies serving ships or
remote locations that needs central account management. Administrator can create and manage all accounts on a
Central HotSpot Server. Requires Premium edition.

Account options that can be controlled are:

Bandwidth Quota Management: Limits amount of data available to each customer

Speed management: Limits download & upload for each user, with adjustable limits per user

Controls multiple user devices with configurable number of devices for each user

Controls time available for each user

Uses Internet plans with configurable limits to create desired limits and apply them during new account creation
Limits daily or monthly available bandwidth quota. Amounts are reset each day/month
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[ ]
Integrate HotSpot With Central HotSpot Server
Authenticate users in the central HotSpot Server running remotely on a public IP. Each login attempt is verified in a central database, and

parameters are passed to a local HotSpot for synchronization. After each user logout, user account is syncronized with a central database.

able Integration:
This computer is Port Secret PassPhrase Server IP Address
Local HotSpot Client ~ B3 | SECRETPASS [

:
;
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22.8 Watchdog Setup

The main purpose of Watchdog is to monitori HotSpot operation and react if a problem occurs (hardware problems,
Windows hanging, viruses, hacking attempts etc.). HotSpot is constantly sending pings to Watchdog during normal
operation. If there is interruption which lasts longer than predefined time period, Watchdog has the ability to restart
HotSpot application.

You can create different rules, like restart Hotspot if there is no bandwidth for specified time, if there are no new users,
or to always restart at desired time of the day. This service uses port 12380 which should be enabled in your firewall.
Watchdog behavior is configured from HotSpot - Setup - Options - Watchdog Setup page.

We recommend to configure Watchdog to run as a service and leave Hotspot to run as a normal application. To do this,
1. Run command prompt and go to C:\Antamedia\Hotspot folder

2. Type AWatchdog.exe -install and press enter key

3. Watchdog will be installed as a service and will start

4. Go to HotSpot - Setup - Options - Watchdog Setup page and configure desired options. Then Save and Connect
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[
Watchdog Service Setup
Watchdog Service controls the main HotSpot gateway functionality. You can create different rules, like, restart hotspot if there is no bandwidth for specified tme, if
ACCOUNTS there are no new users, or to always restart at early morning. This service uses port 12380 which should be enabled in your firewall,
A Show 24h format
|| Restart HotSpot if there is no ping for more than 1 = | minute(s)
STATISTICS || Restart HotSpot always at specified time 00:00 = [T Except
[ Restart HotSpot if time interval from the last login is more than 1 - minute[s Except
'.E‘L [ Restart HotSpot if number of users is the same for more than 1 = minute(s)lj Except
["| Restart HotSpot if total number of users is 1 - | or less, for more than
OPERATOR =
1 ~ | minute(s)| Except
ﬂ [ Restart HotSpot if total bandwidth is 1 - | KB or less, for more than
1 - | minute(s)" Except
43
-
SETUP [”| Restart HotSpot if bandwidth is the same for 1 < | Minute
\Q Minimal interval between controlled restarts is 5 = | minutes E
& \1
&
;f l\
LOGOUT
Accounts 5 Online Download Upload
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22.9 Windows Service

Antamedia HotSpot has the ability to run as Windows Service which brings several benefits: application will start when
computer starts, security is increased as there are no logged in users while application runs, Watchdog can control
application and restart it if needed based on your rules.

Torun as a service, several changes will be done to your system: HotSpot will stop current logged in users and three
applications will be installed as a service: HotSpot, Database Server and Watchdog. DHCP service will be installed if
DHCP server option is enabled on HotSpot - Setup - Network - DHCP - DHCP Settings page. After you install and start
Hotspot service, please confirm from any client device that login works as usually. When running as a service,
additional HotSpot can be started on the same computer to manage hotspot and close afterward’s. HotSpot will
continue to work in the background.

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
MNetwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES Company Print Options ~ Misc. Options ~ API Integration SMS Setup Active Directory Central Server Watchdog Service

HotSpot as a Windows Service

Running a HotSpot as Windows Service brings several benefits: application will start when computer starts, security is increased as there are no logged in

ACCOUNTS users while application runs, Watchdog can control application and restart if needed based on your rules. To run as a service, several changes will be
done to your system: HotSpat will stop current logged in users, three applications will be installed as a service: HotSpot, Database Server and Watchdog.
Please confirm from any connected dient that login works as usually.

STATISTICS
@ Watchdog
@ Database Server
OPERATOR
|
ﬂ Stop Service @ DHCP
"
SETUP
-
&
N
LOGOUT
Accounts 5 Online Download Upload
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23 Statistics
23.1 Dashboard

From Statistics Dashboard in single click you can get overview of all import statistic details like number of Total
Accounts, Total Bandwidth, Total Time, Total Payment, Total Sessions, Average time and Average bandwidth.

On same page diagrams show Today Bandwidth, Today Usage Time, Current Week New Accounts, Current Week
Logins and Current Week Sales.

- ® X

Solutions  Support

Log URL Log Connection Log Realtime Usage Monitoring

Usage Reports Statistics User Data Emails Surveys

Accounts Summary Locations Summary Accounts Log

Current Week New Accounts: 1

Total Accounts 5 Average time 0:02 21.10

Total Bandwidth 5HB Average bandwidth 724 KB ig'ﬁ

Total Time 0:08 18.10
17.10

70.40
Total Payment % i
Total Sessions 7 Hiofeh 15,10 e |

Today Bandwidth: 358 KB Current Week Logins: 7

Download —+— Upload —+— Total Banduwidth 2110
ﬂf‘KB 20.10
19.10
41 R 18.10
B 17.10

0 2 4 6 8 10 12 14 16 18 20 22 16,10 |[EE—
il 3 5 7 9 11 13 15 17 19 21 P 15.10 14

Today Usage Time: 0:03 Current Week Sales: $50.40
003

21.10
20,10
19.10
13.10
17.10
0 2 4 6 8 10 12 14 16 18 20 22 16.10

1 3 5 7 9 11 13 15 17 139 21 <} 15.10 1 $50.40

Accounts 5 Online Download Upload
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Accounts Summary provide preview of all account based database actions.

Press on Show button to load Summery and press on Print to get print preview of summary.

Summery provide information about Account/Action, Usage Time, Logins, Download, Upload, Bandwidth, Sales,
Creation Date, First Used and Last Used

A

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Overview Accounts Summary Locations Summary Accounts Log
i A
Report Type Date Range From To
|Accounts Log ~| |customRange ||| 10/tj2018)~| | 10/16/2018) ~ |

T — =

Show only new accounts in date range

Account |W\F\ Location P |MAC |SiartT|me |End Time | Usage Time Download -
» Sold 10 accounts 10/2/2018 10/2f2018 2:00 QKB
(ID 5-18) 11:06:11 PM 11:06:11PM '
STATISTICS ||
. 10/15/2018 10/15/2018 .
USER1 Default 192.158.9.3 00-0C-29-31-8B-C8 11:00:52 PM 11:00:54 FM 0:00 OKB
10/15/2018 10/15/2018 ,
‘ | | == 11:02:30 PM 11:02:30 PM LI e
b Y g 10/15/2018  10/15/2018 , =
| USER.1 Default 192.168.9.3 00-0C-29-31-8B-C8 11:12:36 PM 11:14:24 M 0:02 2MB
OPERATOR .y 10/15/2018 10/15/2018 .
|| USER1 Default 192.168.9.3 00-0C-29-31-86-C8 11:20:41 PM 11:22:42 FM 0:03 2MB
Sold 10 accounts 10/15/2018 10/15/2018 0:00 KB
|| (ID 27-37) 11:28:44FPM 11:28:44PM !
* Sold 10 accounts 10/15/2018 10/15/2018 ,
- 3 (ID 37-47) 11:28:57PM  11:28:57PM oo B
SETUP Lo 10/15/2018 10/15/2018 i
FREE 192.158.9.3 00-0C-29-31-8B-C8 11:53:15 PM 11:53:43 BM 0:01 240 KB
oy 10/16/2018 10/16/2018 ,
'ﬁo FREE 192.168.9.3 00-0C-29-31-8B-C38 12:03:59 AM 12:04:20 AM 0:01 178 KB
‘?J 11 0:08 4MB
i llbl : -
LOGOUT 4 [ 3

Accounts 5 Online Download Upload
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From Location Summary you have summary results that can be filtered based on WiFi Locations configuration.
Summery contain information based on WiFi location, Total Time, Total Sessions, Total Downloads, Total Uploads,
Average time and Average bandwidth.

A Ending account summary update
g W

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Manitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Overview Accounts Summary Locations Summary Accounts Log
Select location from list
Location Mame | WiFi Location Default
4 Default Average time
ACCOUNTS | |Hotel Total Time 0:04 0:02
Beach
: Labby Total Sessions 3 Average bandwidth
| |Retail Store Total Downloads 4 MB 1MB
Night Club
STA s : Spa Center Total Uploads 519 KB
OPERATOR
J |
-
SETUP
r}m
¢
LOGOUT
Accounts 5 Online Download Upload
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Accounts Log give informations and reports regarding all Accounts actions and activity.

To display report for specified time period, please select the starting and the ending date in the From and To fields, or
choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show button. You can Filter
By Account or Show only new accounts in date range.

From Report type select between available views: Accounts Log, Top accounts by total bandwidth, Top accounts by
time usage, Top accounts by sales and Top accounts by number of sessions

Report details are: Account/ Action, WiFi Location, IP, MAC, Start time, End time, Usage time, Download, Upload, Total
Bandwidth, Logins, OS and Sales

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Overview Accounts Summary Locations Summary Accounts Log
Report Type Date Range From To
Accounts Log - Custom Range - 10/1/2018 = 10/16/2018| ~
e L stew |
ACCOUNTS shes
Show only new accounts in date range
Account |W\F\ Location i |MAC |513rtT|me |Er1d Time | Usage Time Download -
Sold 10 accounts 10/2/2018 10f2/2018 0:00 OKE
(ID 6-18) 11:06:11PM 11:06:11PM :
STATISTICS ] 10/15/2018  10/15/2018
|| USER1 Default 192.168.9.3 00-0C-29-31-86-C8 11:00:53 PM 11:00:54 FM 0:00 0KB
10/15/2018 10/15/2018 .
™% | [Ss=R 1L:0230PM  1L02:30PM 0:00 DB
’N — 10/15/2018  10/15/2018 . =
USER1 Default 192.168.5.3 00-0C-29-31-8B-C8 11:12:36 PM 11:14:94 BM 0:02 2MB
OPERATOR o 10/15/2018 10/15/2018 .
USER1 Default 192.158.9.3 00-0C-29-31-8B-C8 11:90:41 PM 11:22:43 FM 0:03 2MB
Sold 10 accounts 10/15/2018 10/15/2018 o) A
| | (ID 27-37) 11:23:44PM 11:28:44PM :
=/ Sold 10 accounts 10/15/2018 10/15/2018 .
- 4 | |aD 37-47) 1L2BSTPM 1L28:57PM £:00 D K8
SETUP Lo 10/15/2018 10/15/2018 .
|| FREE 192.168.9.3 00-0C-29-31-86-C8 11:55:15 PM 11:55:43 FM 001 240 KB
-39- 10/16/2018 10/16/2018 .
y O FREE 192.168.5.3 00-0C-29-31-8B-C8 12:07:59 AM 12:04: 20 AM 001 178 KB
=
= 11 0:08 4MB
N | B
LOGOUT 4 [ »
Accounts 5 Online Download Upload
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23.2 Usage Reports

Usage report is a session based report which precisely shows who, when and how much has used your HotSpot
services.

Report details are: Account/ Action, WiFi Location, IP, MAC, Start time, End time, Usage time, Download, Upload, Total
Bandwidth, Logins, OS and Sales

To display usage report for specified time period, please select the starting and the ending date in the From and To
fields, or choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show Usage Report
button. You can filter such report for a specified account, IP or MAC address.

From Report type are offered: Usage Log (shows all sessions and its details), Summary per Account (get totals for
selected account), Summary per MAC (get totals for the selected MAC address) and Summary per IP address (get
totals for the selected IP address)

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Manitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Report Type Date Range From To
Filter by Account P MAC \WiFi Location (o]
Show Usage Report
ACCOUNTS
Account izl MAC |SiartT\me |Er1d Time | Usage Time Download| Upload ‘ Sales ‘WiFi L
ey 10/15/2018 10/15/2018 .
»|USER1 192.168.9.3 00-0C-29-31-8B-C8 11:00:53 M 11:00:54 FM 0:00 OKB OKB 40,00 Defau
10/15/2018 10/15/2018 .
== 11:02:30 PM 11:02:30 PM UEEE — — LI
ey 10/15/2018 10/15/2018 .
STATISTICS _USERl 192.168.9.3 00-0C-29-31-8B-C8 11:12:36 PM 11:14:24PM 0:02 2MB 302KB $0.00 Defau
. 10/15/2018 10/15/2018 .
‘ | USER1 192.168.9.3 00-0C-29-31-86-C8 11:30:41 FM 11:22:43 FM 0:03 2ZMB 217KB 20,00 Defau
A Sold 10 accounts 10/15/2018 10/15/2018 .
w | | 27-37) 11:28:4PM  11:25:44PM =00 L D $24.00
Sold 10 accounts 10/15/2018 10/15/2018 .
OFERATOR | |p37-47) 11:28:57PM  1L2®:57PM CHES L oD S2Lo0
A
-
SETUP
‘y_m [ 0:04 3.84MB 519.32KB 50,40
L
LOGOUT 4 ] 4
Accounts 5 Online Download Upload
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23.3 Statistics

Statistic report is providing valuable data about your HotSpot operation. It will show you total time usage, bandwidth,
number of logins and total sales for selected day or time period. Using this feature you can identify which days
generate lower profit and stimulate customers with appropriate benefits.

Statistical data is collected continuously, after each customer logout, so you can always enjoy fast report display on
screen.

Statistics is available in Chart and Table mode. By default, statistics is displayed in chart mode, giving you a graphical
overview of HotSpot activity. You can see, for example, time usage displayed in minutes, over the selected period
displayed as days of the year.

Depending on the date range selected, you will see an activity in 24 hours for current day, or for a time period defined
with the starting and the ending date in the From and To fields.

A

AgAMEEA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES
e | e | [ e | [ s
w08
m :
ACCOUNTS Date Range
Today - 35
From
10/1/2018 ~ =3
To ]
STATISTICS 10/31/2018| - _§2 5
-
&
. g
4o 5
£
OPERATOR =15
A :
|
-
SETUP 0.5
) 0
~"_m 276 280 284 288 292 296 300 304
L
LOGOUT Day of the Year
Accounts 5 Online Download Upload
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Table mode shows statistics in a condensed view on a daily basis. For each year, month, and day, you will see usage
time, number of logins, download, upload and total sales.

A

AMTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES
N
Year |Mont}|Day | Usage Time Logins: Download Upload| Sales|
»2018 10 02 0:00 a 0Ke 0 KE £20.00
ACCOUNTS Date Range 2018 10 15 0:04 3 4 MB 519 KB $50.40
B
From
To
stamsmics
.
OPERATOR
|
-
SETUP
f}m
¢ | 3| 3.84 MB 519.32 K8 70.40
LOGOUT
Accounts 5 Online Download Upload
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23.4 User Data

From this panel you can have access to Collected emails and data and ability to export information about users that
accessed HotSpot using free access (without an account or with free signup).

Email addresses will be collected if Free Access or Login page with a free trial link page is set on HotSpot - Setup -
Pages - Default page screen.

Collected details are: Email address, Mobile phone number, Account name, Name, Newsletter, Room, Verified and Date
of login/signup

A

F W
ANTAMEDLA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES
T Email Mohile Mame From To
9/16/2018 ~ 10/15/2018] ~ [ Show ] [ Export ]
Email Mobile Account  |Name |Newsletner| Room |\c'er|ﬁed |Dahe added ‘Lasﬂ.og\n |
ACCOUNTS b | cure@antamedia.com Robert Smith ] 10/15/2018 11:59:15 PM 10/15/2018 11:59:15PM
michael @antamedia. com Michael Douglas ] 10/16/2018 12:04:00 AM 10f16/2018 12:04:00 AM
ariana @anamedia. com Ariana Grande [&] 10/16/2018 12:05:24 AM 10/16/2018 12:05:24 AM
mick@antamedia.com Mick Jagger ] 10/16/2018 12:17:01 AM 10/16/2018 12:17:01 AM
STATISTICS
OPERATOR
A
-
SETUP
&
n
LOGOUT
Accounts 5 Online Download Upload
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23.5 Emails

From Emails Create Email you can define the look and content of Email messages which will be sent to your customers.
By default, HotSpot offers a few different templates like: welcome, auto follow up, expiration reminder, payment
notification, newsletter and maintenance announcement. You can edit the existing one or add new templates. Please
note that message text is a HTML code, and Email is sent as a HTML Email.

Each Email template is defined with:

Description Description is displayed in the software from where an operator chooses Email
template

Subject Email subject

From Your name, company name or the department

Email Your Email from which you are sending a message

As addition to configuration of e-mail templates, you can set Logo Image, Top Image, Bottom Image and Logo Image
path and Logo Image link.

Solutions  Support

ANTAMEDIA

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Create Email Send Email Email Outbox Automatic Emails Automatic Reports

I would like to create sample Email templates

= (=l e

Destiption = Open Sans - |11 |'| [B| I| H] [§| |
ACCOUNTS '+ Welcome
Auto fallow-up Welcome %NAME% ~
Follow-up pasitive survey
" |Follow-up negative survey Thank you for using our WiFi service. We aim to provide fast Internet
| Expiation Reminder = browsing, access to the social networks, email checkmlg and other
STATISTICS | [Payment Notification sew;ies. If you need help, please call our office and we'll do our best to
| |[Mewsletter assist you.
5 Maintai . . i
[ —E:V;c: = ;nance To access the service, you must comply with the terms and conditions.
e = Ia' o, Failure to comply with any of the provisions set out in the terms and
| |SalesReport conditions may result in service cancellation. Please use the service
OPERATOR J8|Dcvice Moritorig Nolficalion responsibly and be aware that viruses or other harmiful applications may
Bandwidth Rate Notification Y travel through the Wi-Fi system. Wi-Fi System is provided "asis"and on
Email template description L oo wy - il . . Ld L
Welcome
B Subject Logo Image  Top Image Bottom Image ~ Logo Image path
SETUP Welcome to WiFi http: {fantamedia. comimages fwifi-hotspotlog:
From Email £ WI-Fl HOTSPOT Logo Image link
/; HotSpot Office office @YourHotSpot.com http: /f .
N
&l )
U e (nsee) [ sme ]
LOGOUT
Accounts 5 Online Download Upload
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Send Email section helps you create and configure a campaign and send e-mails to users.

Select one from available templates in the combo bellow Choose e-mail to send then from Select Recipients select
customers to which it will be send.

Additional option is to set e-mails To comply with CAN-SPAM Act and ability to modify Unsubscribe text. Set Delivery
time for created emails.

Prepared e-mails will be visible in the list.

HotSpot is ready.

~y
ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Create Email Send Email Email Outbox Automatic Emails Automatic Reports
Create campaign and send emails to users. Configure delivery time when emails will be sent. Select recepients that should receive your email
ACCOUNTS
Checkall | | Unchedkal Empty list
Choose Emai o send | Checkal | |_Empty st |
Mewsletter | | |Emai \
Select recepients
STATISTICS Add all users ~
OPERATOR
ﬂ To comply with CAN-SPAM Act, please spedfy:
= _"
- 3 Sender address
SETUP Company | Full address | City | Country
Unsubscribe text
4 O To stop receiving emails, please %UNSUBSCRIBES:
&
)
N
(ocoum
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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From Email Outbox you can see a list of all prepared e-mails which are pending for sending.
From list you can see E-mail, Name, Email subject, Account and Delivery time for each of prepared emails.

A HotSpot is ready.
F 2

ANTAMEDIA Solutions  Support

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Create Email Send Email Email Outbox Automatic Emails Automatic Reports
[ ]
m | e
ACCOUNTS |Email Name Email subject |account |pelivery tme
STATISTICS
OPERATOR
g_f
-
SETUP
e
A
- [ Delete all ] [ Delete ]
LOGOUT
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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From Automatic Emails first Enable Automatic Emails. Select Description, Email template, time when emails will be
send, location for which it will be used and activate role.

Description

Email Template
Send email after __
Rule is active now

Available in all locations

Available in location

HotSpot is ready. -

ANTAMEDLA

ACCOUNTS

STATISTICS

o

OPERATOR

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Create Email Send Email Email Qutbox Automatic Emails Automatic Reports

Set description which will be displayed in the software
Specify one from previously created templates

Specify after how many days, hours or minutes it will be sent
Activate option

It will be used at all locations

Specify location for which auto e-mailing will be used

F X

Solutions  Support

Automatically send emails to your customers after a predefined time interval. For example, when & customer signs up for your service, send a welcome
message with basic service introduction. After 2 days, remind your customer about spedial promotion. After a week send an email about new product or
service. Emails can be personalized with %MAME%: for better conversion.

|¥| Enable Automatic Emails Email Description

Welcome
| |Auto follow-up

-

Description
[

Email template

send email after

0 2 days 0 | Z|hours 5 |2 minutes

Rule is active

|¥] Available in all locations
Available in location

J [ New ][ pokte |

Accounts 5 Online 0 Download 0 KB Upload 0 KB
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Enable and configure Auto Send Report from Automatic Reports and select between Send overview report, sales report

or user data report to Administrator or manager on daily, weekly or monthly basis. Be sure that you already configured
Emailing[++3) from the HotSpot.

HotSpot is ready.
~y

ANTAMEDIA Solutions  Support

Bills Log URL Log Connection Log Realtime Usage Maonitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Create Email Send Email Email Outbox Automatic Emails Automatic Reports

Automatically receive selected reports on your email. This option is intended for administrators or managers to simplify sollecting data from the software.

ACCOUNTS Auto Send Report
Send overview report
Send sales report
Send user data report

STATISTICS

‘ Diaily Weekly
N Monthly
OPERATOR

Send to Email
f | Send Test Email
)

SETUP Configure
e,
F
N
LOGOUT

Accounts 3 Online 0 Download 0 KB Upload 0 KB
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23.6 Surveys

One of the major new features in Antamedia HotSpot are Surveys. This feature helps you collect surveys from your
customers. Survey form can be displayed in the login screen, welcome page, or anywhere you desire. It can be
configured to appear on every location in your network or only in some of your locations.

Here are the surveys examples

SOSIH

Please enter your name and email address
Name
Email

Please rate our service

Excellent

How can we improve ?

‘ Faster delivery| I

TR

1 have read and accept the terms of use

[_jnmﬁ&&

Take a survey for
complimentary WiFi

How often do you visit our mall 2

Every day

Please write your email

© 2019 Antamedia

OPP) ’n\G
)

Are you satisfied with variety of stores 2

Would you like to receive special offers ?

&/ SUPERMARKET

FREE WIFI

Please enter your name and email address

Name

Email

Do you usually shop at the same store 2

(81 o

Which store features you like the most 2

TV monitors advertising products

Please name the bad experiences that you have
had while shopping

Would you use self-serve checkout machines ?

T

I have read and accept the terms of use

Free WiFi Survey

Didyou easiy find the product ?

] -

Please rate how you satisfied with our staff

[ Tore avesame ]

How can we improve 2

Enter your email to receive a WiFi
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To configure Surveys feature, access to
STATISTICS Configuration section. Select Enable
Surveys

There are several predefined surveys that can be
used. You can use only one Survey at the time
over one Location. From Setup - Pages - Default
Page you can set which of Surveys will be used.
Select Survey from list. Set new or modify existing Excelent

Survey details like Name and Description etc. Please eer youremil
Survey questions can be used with different '
predefined answer types like yes/no, text field and
multiple choices

Solutions  Support

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Surveys Configuration Survey Stat Review Links Survey Coupons
Enable Surveys Add samples Survey Name Survey Desaription
Survey Name Hotel Hotel survey for checkout
ACCOUNTS .
¥ |Hotel Ouestions Answer Tvpe Predefined
| |Hotel short What is your name ? TextName T
Restaurant
H Retail & Shopping What is your email ? Text/Email b
STATISTICS | Event Was your reservation information correc’ | Yes/Mo “A
Spa, wellness, salon
' Quick survey Please rate chedkn friendliness and effit |Star rating “A
w | Store Please rate our restaurants and quality ¢ |Star rating i
Fizza
OPERATOR Simple service query Please rate the staff friendliness and pro, |Star rating -
| | Ski How can we improve customer service ? | |Multiple choice - -
—=d| Do you have any concerns or suggestion | Text w7
-
SETUP Please write & short hotel review Review field -
/; How likely is it that youll recommend our | |Star rating hd
# \ " ) ) ) )
:ﬂ W Show survey to user | always - | Diplay initial answer in drop-down survey questions
v - )
L uT Delay initial survey 0 < |days| o = hr Make all fields fquestions required [ Del ] [ Save
Accounts 128 Online 113 Download 12568 KB Upload 2680 KB
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Survey in list contain information is it replied, name, account, IP, MAC, WiFi Location and Date & Time.

© 2019 Antamedia

A

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Manitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Surveys Configuration Survey Stat Review Links Survey Coupons
Filter by Account Location Date Range From To
2 gl ) ok [ s
ACCOUNTS
Re[|5urvey Name |Amount |IP |MAC |WiFi Location |Date and Time | -
3 Quick survey 192.158.5.2 BO-10-41-F3-B1-45 3/8/2017 8:26:16 PM
MAME EMAIL 381652103300 192.168.1.125 00-00-00-00-00-00 Default 3/7[2017 6:27:17 PM
Restaurant 559 192.158.1.127 2C-60-0CED-55-B4 Default 2/27/2017 1:13:00 PM =
STATISTICS — T
Quick survey 192.168.1.125 30-85-A9-9A-C1-DE 2/27/2017 8:27:04 AM
Hotel 192.158.1.125 30-85-A9-9A-C1-DE 2/25/2017 10:22:35PM
‘ Hotel 192.168.1.125 30-85-A9-9A-C1-DE 2/25/2017 10:22:32PM
m Hotel 192.168.1.125 30-85-A9-9A-C1-DE 2/25/2017 10:22: 24 PM
OPERATOR Hotel 192,168,125  30-B5-A3-9A-C1-DE 2/25/2017 10:07:15PM
Quick survey 192.168.1.125 30-85-A9-9A-C1-DE 2/25/2017 7:30:24 PM
Hotel 192.168.1.125 30-85-A9-9A-C1-DE 2{25/2017 7:26:34PM
Hotel 192.168.1.125 30-85-A9-9A-C1-DE 2/25/2017 7:11:25 PM
Hotel 192.168.1.125 30-85-A9-9A-C1-DE 2/25/2017 7:10:04 PM
Restaurant 192.168.1.125 30-85-A9-9A-C1-DE Default 2/25/2017 6:20:55 PM
Restaurant 192.158.1.125 30-85-A9-9A-C1DE Default 2/25/2017 1:29:11PM
‘O Restaurant 192.168.1.125 30-85-A9-9A-C1-DE Default 2/25/2017 1:24:14PM Sl
&
! ’N
- Autorefresh
LOGOUT
Accounts 128 Online 113 Download 12568 KB Upload 2680 KB
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Selecting survey from list will give you survey questions and given answers.

A

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Surveys Configuration Survey Stat Review Links Survey Coupons
Filter by Account Location Date Range From To
-| | -|| -|| -|c|ear Show
ACCOUNTS Hotel 6/2/2018 1:24:32 PM
Re[|5ur\-’e\-I MName |Aocour|t - Questions |Answers | p.
id Hotel USER3 What is your name ? Brad
Hote! USER1 B I
|| ° A What is your email ? bradiii@gmail.com
Quick survey = —
STATISTICS — Was your reservation information ¥
NAME EMAIL 33165210330 correct? es

Restaurant 559 | Please rate check-n friendliness and W
‘ H effidency

Quick survey ||

— Please rate our restaurants and W
N Hotel quality of food

OPERATOR | |[O] Hotel Please rate the staff friendliness W
Hotel |_|and professionalism
[ B How can we improve customer 5
| | Hotel e Cheaper prices
| | Quick survey Do you have any concerns or No
Hotel | |suggestions ? L
Hotel Please write a short hotel review Everything was really great

Hottel - ' How likely is it that youll recommend

r O 4 | ) aur hot?l Eo a friend, family or W =
#’?N
LOGOUT

Accounts 128 Online 113 Download 12568 KB Upload 2680 KB

-
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From Survey Stat tab you can see statistics for each of Surveys. Beside each survey question is available number of
answers and on the page is visible also "chart pie"” preview of results.

© 2019 Antamedia
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B

b

OPERATOR

Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Surveys Configuration Survey Stat Review Links Survey Coupons
Select Survey Date Range From To Clear
|Hote| '| ‘ -|| -|| -‘ [ Show Stats ] [Slmnlm.rs
Question | Count|
_What is your name ? 7
_What iz your email 7 r
_Was your reservation information correct? 7
| |Please rate check-in friendliness and effidency 7
| Flease rate our restaurants and quality of food 7
Please rate the staff friendliness and
» S 14
' |professionalism
| |How can we improve customer service ? 14
_Dn you have any concerns or suggestions ? 2
| |Please write a short hotel review 2
How likely is it that youll recommend our hotel to a 2
_ﬁ'iend, family or colleague ?
o 2(28.57%)
W 3(28.57%)
4 | 1 4(28.57%)
. 1 5(14.29%)
Select question to see answer statistics
Accounts 128 Online 113 Download 12568 KB Upload 2680 KB
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From Review Links page you can setimage and URL address of your TripAdvisor, Booking.com or Holiday Check
location. This will be linked with the e-mail templates created and send from HotSpot.

A

ANTAMEDIA Solutions  Support

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
Surveys Configuration Survey Stat Review Links Survey Coupons

ACCOUNTS

STATISTICS

o

OPERATOR

© 2019 Antamedia
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Booking

Accounts 128

Review URL on Trip Advisor

Replaces %TRIPADVISOR 1%

[tz //YOUR HOTEL REVIEW LIRL HERE

Image URL

It/

Review URL on Booking.com

Replaces %BOOKINGCOM1%:

|http://YOUR HOTEL REVIEW LRL HERE

Image URL

hep:if

Review URL on HolidayCheck

Replaces %HOLIDAYCHECK1%[)3

[rtm: //YOUR HOTEL REVIEW LIRL HERE

Image URL

nttp:f

Online 113

Download 12568 KB

Upload 2680 KB
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23.7 Surveys Coupons

Survey Coupons helps delivering targeted coupon promotions to the WiFi customer. After completing the survey, a
customer will receive one of the coupons at the welcome screen. Coupons are selected based on multi-choice
answers, and images are stored in appropriate folders, named after the survey questions.

This new software functionality relies on the Surveys feature and extends it in order to allow displaying voucher
coupons to the customer. To describe feature abilities, here is the sample project description of the Airport
implementation which will provide passengers, meeter's and greeters with a commercial discount. Voucher is
presented in the customer device after connecting to the free WiFi access offered by the airport in the passengers
terminal. A short survey should ensure that the customer receives a fitting coupon. After applying survey, user will get a
digital discount voucher for shopping. The main objective of the survey in this example is to define the type of
customer, the nationality and preferences of the customers and according to the given answers to target and supply the
fitting voucher for that customer.

When a device connects to the WiFi network, HotSpot application prepares and shows login page containing survey to
the customer. Login page is brandable with desired logo and background, text and colors. Survey has configurable
questions and answers which may be set to be mandatory. Those questions which are set to mandatory are
considering when selecting which coupon image will be displayed to the customer, which those non-mandatory
questions are stored in the database for informative purpose.

In the following example, survey is configured as:

You are:
Departing, Arriving or Meeting passenger

AIRPORT

Free WiFi Access

Complete survey to get a coupon

You are interested in:
Food & Drinks, Sweets & Chocolates, Fashion, Sport

You are:

Please select

You are interested in:

Please select

You are from:
USA, UK, Germany, France, Bulgaria, Serbia

You are from:

Please select

I What is your gender 2

What is your gender ?
Male, Female

Please select

What is your age?

Please select

el U

What is your age?
Under 18, 18-45, more than 45
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Coupon survey is configured based on proposed set of questions and specific answers. Which coupon image is
displayed on the welcome page depends strictly from the customer chain of answers in the survey. You may configure
all questions to be considered when targeting which coupon to display, or only selected ones. For example, you may
consider only gender, or you can consider combination of gender, age, and interest. In the first case, you'll have only
two groups of coupons, one for male and other for female customers. In second case, you'll have as many groups as

you have combinations of gender, age ranges, and interest.

AIRPORT

Free WiFi Acgess
Complele survey to get a eaupan |
You are: |

AIRPORT

Free WiFi Access

Complete survey 1o gel a coupon

AIRPORT

Free WiFi Acgess

ey to get 8 EOUPER

Complels You are:

You aret <
Megling passenger Arriving N

Departing
You are interested in:
You are interasted in:

interested 02 ;
*ou are i . Food & Drinks Sport v
Faghion
You are from; from:
wou ore Trom: - o :
. France Germany
France
‘What is your gender 7 What i
~ gen—dﬂj_ e is Your gender 7
l el witat 1s YOUT 2= el Malg Mala
| male w— T
| ¥ — =
s— what s your age? = Yonatls yorage? | ——hats youeage?
. B 18- 45 N | Lessthan 13 o
- 184 e e

AIRPORT

Free WiFi Access

Complete survey 1o get a coupon

AIRPORT

Eree WiFi Access

Gomplele SUTEY 1o et @ coupen

Free WiFi Access

Compl, n
Plede survey |g =t & coupan |

You are:

You are: Demm'n_q

“Yau aret )
Mesting passenger

—— You are interestad in:

II Fashion I

Radiing

You are interested in:

You are from;

se imterested in:
pons Food & Drinks

Food & Drinks
 Youars from: T e e oo . Germamy,
| Germany —— ! What is your
| R " fender >
l il wihat is your gender® Vihatis your geggor Female
v Male M
Male What is your ages

What is yolrage? More than 45

wihat ia your age?
= More than 45

® | Lessthan 18
B
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After completing the survey, customer receives a coupon which is targeted using the provided answers. Customer is
able to download/save the voucher coupons on his/her device and use coupon by showing the digital voucher to the

promoter’s cashier. Sample welcome pages are displayed below.

AIRPORT

o are now logaed i

AIRPORT

M“""E-)“’“aﬁnmhggwh

This is a comp THETEY Coupgn wh h you can use
lir i
. P whics
in Flease show it tg cag BT 1o ge
OUF 3tore. Please shoy | 0 cashy aet

AIRPORT

Welcome . you ara now logged in.

This is a complimentary coupon which you can use

digcount,

Welgam . ¥ Qu AN USE
jimentary coupan which ¥ £ 1o get In cur store. Please show it to cashier to get ¥
This is 2 £oMP please snow 1o ELL discount. U £80 33ve your eoupon ang .
in omfiaters: discount: the Internet You can save your coupon and access the Internet now! e85 the Intorngy
nwvsyoﬂrcoﬂﬂ‘"‘m’:m‘ now!
You a! oot

CON"n K‘ein | 15 pieces of Chicke

0, 5

10% oFF _ __ -

purchase of $100 0F mosel $| ’% 1
e 1 Bt o iy ‘

CONTINUE
e T

AIRPORT

Wedcoma., you are now loggedin,

Thig
j: 8 complimentary Soupon which you can
Our store. Please show |t o cashier 1o ;leluee

AIRPORT

Welcome , you are now logged in.

w‘d n.
jeome: _you e o 10 This is a complimentary coupon which you can use -
Wl oon which you can use in our store. Please show it 1o cashier 1o get You can e discount,
o nm-plmﬂ“}af!' w:w iAo caahler 19 get discount. YOUF COupon and sccess the Intormet
e Ut Sore. Plepse sh -y ot You can save your coupon and access the Internet now!
n diaco! sccoss the Inter™ el

r coupan
e you!
an 0¥ ol

Fou ©

MENTION
THIS COUPON

CONTINUE SAVE %

=
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Coupon Configuration

The first step in configuration of the Survey Coupon feature is the configuration of the actual survey which will be used
to collect data. This is done from HotSpot Statistics - Surveys - Configuration page. Enable Surveys and select Quick

Survey in the list.

Type new Survey Name and Survey Description. In this example, we'll name it Airport. Configure survey questions and
answers. Answers may be text, yes/no, multiplease choice, review, star rating or specific text fields. If Text/name is
selected, this filed will be used to store customer name, and the same applies for other text fields.

Our survey will be created as:
You are: Departing, Arriving Meeting passenger

You are interested in: Food & Drinks, Sweets & Chocolates, Fashion, Sport

You are from: Serbia, Germany, France, Bulgaria
What is your gender ? Male, Female
What is your age? Under 18, 18-45, more than 45

Survey may be displayed always, only once or periodically, which helps determining desired

Answer Type

Multiple choice B

Review field
Text/MName
Text/Email
Text/Mobile
Star rating

dynamics when a customer should complete it. In some cases (like hospitality), customer should not be surveyed on
the initial WiFi access, but for the coupon purpose, this option should be left as always.

NTAMEDIA

»

Bills Log
Dashboard Usage Reports
DEVICES Surveys Configuration
[x )
Enable Surveys Add Samples
Survey Name
ACCOUNTS
+|Hotel
Hotel short
Restaurant
Retail & Shopping
STATISTICS Event
Spa, wellness, salon
‘ Quick survey
}w | | Store
Pizza
OPERATOR Simple service query

d | |Ski
==

-
SETUP

)
‘y_lﬁ‘\}'l;'ll Show survey to user  always =
L
LOGOUT Delay initial survey 0 days 0 : hr
Accounts 128

© 2019 Antamedia

URL Log

Statistics

Survey Stat

Online 113

User Data

Review Links

Survev Hame
Hotel

Questions
What is your name ?
What is your email ?
Was your reservation information correc
Please rate check-in friendliness and effi(
Please rate our restaurants and quality c
Please rate the staff friendliness and pro
How can we improve customer service ?
Do you have any concerns or suggestion
Please write a short hotel review

How likely is it that you'll recommend our

Connection Log

- ® X

Solutions  Support

Realtime Usage Monitoring

Emails Surveys

Survey Coupons

Survey Description
Hotel survey for checkout

Answer Tvpe Predefined

Text/Name bt
Text/Email -
Yes/MNo bt
Star rating -
Star rating -
Star rating —
Multiple choice bt b
Text -

Review field -

Star rating -

[ Display initial answer in drop-down survey questions

Make all fields/questions required

Download 12568 KB

| |

Upload 2680 KB
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Once the survey configuration is completed, press Save and go to Setup - Pages - Default Page to configure newly
created survey to a WiFi location. In this example, we'll use Free access with single click (Anonymous) as we'll provide
free WiFi to the customers.

A - X

AgnnaEA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Actess Options Language Credit Cards
ault Page ustomize emes ign ollect Data ions ety
DEVICES Default Page  Cust Th Sign Up Collect Dat; opti SSL Setup
o B2
Default Captive Portal Page Page rules define which pages and themes will be displayed in the spedific
locations and day or time interval
ACCOUNTS Upon connecting to your HotSpot, the customer will see in the browser: WiFi Location [Theme ‘Paga
d Default Hotspot Login
| Hotel Hotel Login Hotel Room Name Email
Login page | Lobby Hotel Free Access Name Email
User login page (username and password) | ~ | |Beach Beach-WiFi Free Access Keyword Terms
| Retail Store Retail-Store Free Access Email Terms
STATISTICS D E | Might Club Might-Club Login + Facebook
Te€ access page Shared Keyword Spa Center Spa-Center Free Access Name Email News
Free access with keyword and terms of use | | FREE —
‘; 3 I would lke to configure the free access options
OPERATOR Signup method Sianup Tvoe
Credit Card payment or PayPal ~ | |Userfrass | v Location [C] In time interval
Default - 00:00 | = |- |00:00 | <
,- *l Enable Social Networks D surve O Schedule intervel
B Free Trial link o ¥ n Usage Schedule intervals
SETUP , . o
Show Upgrade link Confioure
/;J show Help link
& ‘u\.
'k
: [F—E— sl os
LOGOUT
Accounts 5 Online Download Upload

The next step is to Enable Survey Coupons on the Setup - Survey - Survey Coupons page. Checkbox located left of the
survey question means that this question/answer will be used for decision which coupon will be provided to the
customer. Each answer is used to generate the final folder path where the coupon images are stored on the hard drive.
If you leave question unchecked, it will not be included in the folder path from where the coupons are pulled.

At this page, we can see exact folder path where the coupons should be stored. In this example, Airport Survey has
defined set of answers:

Arriving, Sport, Germany, Male, Less than 18 and the final folder path would be
C:\Antamedia\HotSpot\www\Coupons\Arriving\Sport\Germany\Male\Less-than-18

Therefore, one or more coupons which we want to issue to the customers, should be stored in the designated folder. By

pressing the Open Folder you can have explorer opened and copy / paste coupon images. Coupons will scale on the
responsive page, and they might be 450x450 pixels in size.
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Another important option is to configure how many coupons are provided to the same customer during the day. If a free
access expires (like 1 hour) and customer connects again, and completes the survey, he can be provided with the same
coupon that he initially received that day, or he can get a new coupon based on the set of answers completed. To
provide a single coupon per day, please enable Customer will receive one coupon per 24h.

A

ANTAMEDIA Solutions  Support

Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Surveys Configuration Survey Stat Review Links Survey Coupons
s 8.2
Survey Coupons helps you deliver targeted coupon promotions to your customers. After completing the survey, customer will receive one of the coupon images at the
welcome screen. Coupons are selected based on multi-choice survey answers, and images are stored in appropriate folders. To add new coupons, add new images in
target coupon folder,
ACCOUNTS
Select Survey
1 Youare:
STATISTICS E Arriving b

2 You are interested in:
W [ |sport &

S

3 You are from:

OPERATOR @ |France -
! 4 What is your gender ?
ﬂ ] [male ~
=
3 5 whatis your age?
i m

/D || Enable Survey Coupons
ng\\ /] Customer wil receive one coupan per 24h wwwiCoupons\Arrivina‘\Soort\France\Male\18-—45
A

LOGOUT

Accounts 128 Online 113 Download 12568 KB Upload 2680 KB
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When a customer fills survey with answers: Arriving, Sport, Germany, Male, Less than 18, and press Login, in this
example he will receive Nike voucher at the welcome coupon page.

— sl
Free WiFi Access
Complete survey to get a coupon
You are:
Ariving v

e
AIRPORT

Weleome , you are now logged in

This is a complimentary coupen which you can use
in our store. Please show it to cashier to get
discount.

You can save your coupon and access the Internet

You are interested in:
Sport v
“You are from:

Germany v

What is your gender ?
Male v

E What is your age?
‘ Less than 18

Each completed survey is stored in the Hotspot Survey Statistics and can be later viewed as Statistics log and
Statistics graph

A

Solutions  Support

ANTAMEDIA
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Surveys Configuration Survey Stat Review Links Survey Coupons
i)
Select Survey Date Range From To Clear
Hotel - - - - showstats | | Show Answers
ACCOUNTS

Question Count
What is your name ? 7
What is your email ? 7
Was your reservation information correct? 7
7
7

Please rate check-n friendliness and effidency

STATISTICS ||
| Please rate our restaurants and quality of food
Please rate the staff friendliness and
3 14
. | |professionalism
.FW | |How can we improve customer service ? 14
|| Do you have any concerns or suggestions ? 2
OPERATOR | |Please write a short hotel review 2
How likely is it that youll recommend our hotel to a 2
d | | friend, family or colleague ?
,’ |
-
SETUP
. /:) o 2(28.57%)
# ﬁ\\ W 3(8.57%)
A | 4(28.57%)
5(14.29%)
LOGOUT Select question to see answer statistics mse )
Accounts 128 Online 113 Download 12568 KB Upload 2680 KB
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Complete log is represented with all the answers collected and the coupon image (file name as coupon.jpg), date and
time collected and MAC of the customer device. Log can be filtered by selected date range in order to get the precise
breakdown of the vouchers issued.

ANTAMEDIA Solutions  Support
Bills Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys
DEVICES Surveys Configuration Survey Stat Review Links Survey Coupons
i)
Select Survey Date Range From To Clear
Airport - - - - | showstas | | show Answers
ACCOUNTS
Date You are: You are interested ir You are from: What is your gender|What is your age? ‘Coupon -
»9/11/2017 10:58:43 PFM  Departing Food & Drinks Serbia Female More than 45 KFCCoup
| |9/11/2017 10:54:18 PM  Meeting passenger Sport Serbia Female More than 45
9/7/2017 2:50:07 FM Departing Fashion France Male 18- 45 CalvinKle
STATISTICS H . =
| |9/7/2017 2:48:08 PM Meeting passenger Food & Drinks France Male 18-45 KFCCoup
9/7/2017 2:47:54 PM Departing Fashion Germany Female Mare than 45 LuisVuitte =
‘ | |9/7/2017 2:46:51 PM Meeting passenger Food & Drinks Serbia Male More than 45 BurgerKir
’N 9/7/2017 2:45:54 FM Arriving Food & Drinks Germany Male Less than 18 Mcdonale
OPERATOR || 9/7/2017 2:44:52 PM Arriving Sport Germany Male Less than 18 MikeCoug
9/7/2017 2:32:44 PM
| |9/7/2017 1:04:37 PM Arriving Sport Germany Male Less than 18 MikeCoug
= 9/7/2017 11:12:03 AM  Meeting passenger Food & Drinks France Male 18-45 KFCCoup
= 9/7/2017 11:11:22 AM  Departing Fashion Germany Female More than 45 LuisVuitte
SETUP 9/7/2017 11:10:40 AM  Meeting passenger Food & Drinks Serbia Male More than 45 BurgerkKir
/D 9/7/2017 11:08:54 AM  Arriving Food & Drinks Germany Male Less than 18 Mcdonalc
yﬂ | 9/7/2017 11:08:18 AM  Arriving Sport Germany Male Less than 18 NikeCoug
\‘m | |9/7/2017 11:07:36 AM  Departing Fashion France Male 18 -45 Calvinkle
LOGOUT 4 n 4
Accounts 128 Online 113 Download 12568 KB Upload 2680 KB

This feature is available to all registered customers. Happy Couponing!
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23.8 Bills Report

Bills page shows the list of all charged bills. Each bill has the following details: Date, Subtotal, Discount, Tax and Total
amount.

If you want to see what was charged on the selected bill, please click on + button to open the list. You can see the
following details: Description, Subtotal, Quantity, Tax and Total amount

For example, if you generate and sell 10 accounts, you will see in description field
Description: Sold 10 accounts (ID 1-10) with price plan 15 minutes test
Quantity: 10

To display all the bills of specified time period, please select starting and ending date in the From and To fields and
press Show button.
HotSpot automatically calculates totals for all bills and displays it in bottom bar.

. - F X
A‘ HotSpot is ready.
ANTAMEDIA Solutions  Support
Dashboard Usage Reports Statistics User Data Emails Surveys
Bills Log URL Log Connection Log Realtime Usage Monitoring
DEVICES Billed items in & selected time period
[3%) From To Filter by employee
10/1/2018 ~| [10/15/2018 ~| Al employees T [ Show | | Print |
|gil |Date |Employee | Subtotal Discount| Tax| Total|
ACCOUNTS > 142013 10/15/2018 11:28:57PM_ Administrator £20.00 £0.00 £4.00 $24,00}
> 3[2018 10/15/2018 11:28:44PM Administrator $20.00 $0.00 $4.00 524,00
> 2/2018 10/15/2018 11:02:30 PM $2.00 £0.00 £0.40 $2.40
> 1/2018 10/2/2018 11:06:11PM  Administrator £20.00 £0.00 £0.00 £20.00
STATISTICS
£
OPERATOR
- 3
SETUP
& \\
&,
A 62.00 | 0.00 | 8.40 | 70.40 |
LOGOUT
Accounts 5 Online 0 Download 0 KB Upload 0 KB
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23.9 HotSpot Log
HotSpot log shows all the actions and events initiated by HotSpot users, operator or software.

Log shows the following details:

- Level
- Information, used for account login and logout, and many other informational messages
- Warning, wrong user login and information that might require administrator attention
- Payment, when customers pay for your service
- System Error, if any HotSpot malfunction occurs

- Date and time

- Description

- Action (Login, Logout, Modify, Start, Stop, Error, Generate, Add, Del, New)

- Account

- IP address

- MAC address

To display all the log items for specified time period, please select starting and ending date in the From and To fields and
press Show button. If you like to show log for specific computer, please enter its account, IP or MAC address and press
Show button.

ANTAMEDIA Solutions  Support
Dashboard Usage Reports Statistics User Data Emails Surveys
Bills Log URL Log Connection Log Realtime Usage Monitoring
DEVICES This log shows actions and events initiated by HotSpot users, the operator or software. To search the log, please define the date range, account, 1P or MAC,
$
(32 From To
10/15/2018 - 10/15/2018 - [ Show ] [ Print ]
Level |Dane and Time |Descr||:mon |Acnon ‘Acccunt IP address MAC -
ACCouNTS v Warning 10/15/2018 11:00:54 PM Ir:,';i:i"“s e Error USER1 192.168.9.3  00-0C-29-31-88C8
| Information 10/15/2018 11:00:54PM  Account logged out Logout USER 1 192.168.9.3 00-0C-29-31-8B-C8
Information 10/15/2018 11:01:50 PM  Account has been updated Modify USER.1 00-0C-29-31-8B-C8
— Refiled with the internet plan: Chedk Email §
Payment 10/15/2018 11:02:30 PM and Social Networks MNew USER1
STATISTICS || Information 10/15/2018 11:03:31PM  Account logged in Login USER 1 192,168.9.3 00-0C-29-31-8BC3
| | Information 10/15/2018 11:12:36 PM  Account logged in Login USER 1 192.168.9.3 00-0C-29-31-8B-C8
‘ | | Information 10/15/2018 11:14:24PM Account logged out Logout USER 1 192.168.9.3 00-0C-29-31-86-C8
OPERATOR
A
- -
SETUP
&
=
LOGOUT
Accounts 5 Online Download Upload
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23.10 URL Log

URL log page located in the HotSpot - Statistics - URL Log shows a list of the websites which your customers have
visited. URL log is periodically saved to a hard drive (on each 1000 websites listed) and cleared, in order to keep good
performance. If you like to check which pages your customers have visited on a specific day, please check the info on
C:\Antamedia\HotSpot\Log folder. The files are named with the date and time when log was created.

A

AMTAMEDIA Solutions  Support
Dashboard Usage Reports Statistics User Data Emails Surveys
Bills Log URL Log Connection Log Realtime Usage Manitoring
DEVICES Log of pages that match filename extension rules. URL log is stored on your hard drive periodically.
P
Show ] [ Print ] | Autarefresh Run URL Filter tool
Date |Account |1P address |mac |Blocked |URL N
ACCOUNTS 10/15/2018 11:20:51PM  USER1 192.168.9.3 00-0C-29-31-88-C8 www.google,com/
10/15/2018 11:21:14PM  USER1 157.168.9.3 00-0C-29-31-88-C8 starthotspot.com/
10f15/2018 11:21:16 PM  USER1 192.168.9.3 00-0C-29-31-88-C8 starthotspot.comfwp-contentfthemesfAvada/assets/css/sty
10/15/2018 11:21:17PM  USER1 192.168.9.3 00-0C-29-31-88-C8 starthotspot. comwp-contentfuploads,fusion-styles ffusion-&
10/15/2018 11:22:12PM  USER1 192.158.9.3 00-0C-29-31-88-C8 hotelwifi.pro/
STATISTICS »|10/15/2018 11:22:14PM  USERL 192.168.9.3 00-0C-29-31-85-C8 hotelwifi.pro/wp-content/cache fminify /ae27¢.css
OPERATOR =
A
- 7
SETUP
bl
-ﬂh . ™
[
LOGOUT
Accounts 5 Online Download Upload
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HotSpot software also includes URL Filter tool which enables easy browsing through the log files, it allows you to
search the logs using various criteria like date range and/or Account name, IP or MAC address and website address
(URL). It can be launched from URL log page or directly from C:\Antamedia\HotSpot folder in case that HotSpot is not
running.

: 3 B go.microsoft.com/?LinkId=299201

| 10/15/2018 11:13:53PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [ |  ocsp.msocsp. com/MFQWUIBOME4w TDAIBgUrDGMCGaUABBGirw AcgHViBybi
| 10/15/2018 11:12:54PM  USER1 192,168.9.3 00-0C-29-31-8BC8 | |  starthotspot.com/
e 10/15/2018 11:13:55PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [ www.youtube,com/results
e 10f15/2018 11:13:56 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [] starthotspot, com/wp-content/plugins jcontact-form-7/includes/css styles, cs
e 10/15/2018 11:13:56 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [ starthotspot. com/wp-content/plugins/woocommerce-multiingual fres/css /m:
e 10f15/2018 11:13:56 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [] starthotspot, com/wp-content/plugins revsiider fpublic fassets jcss fsettings.
e 10/15/2018 11:13:56 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [T starthotspot.com/wp-content/plugins fwpml-cms-nav res/css /navigation, css
e 10f15/2018 11:13:56 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [] starthotspot, com/wp-content/pluging /sitepress-multiingual-cms ftemplates,
e 10/15/2018 11:13:57PM  USERL 192.168.9.3 00-0C-29-31-86-C8 [ starthotspot. com/wp-content/plugins sitepress-multiingual-cms fres /css ot
e 10f15/2018 11:13:57PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 [ ] starthotspot. com/wp-content/plugine fwpml-cms-nav res/css fems-navigatio
e 10/15/2018 11:13:57PM  USERL 192.168.9.3 00-0C-29-31-86-C8 [T starthotspot. com/wp-content/plugins fwpml-cms-nav res/css /oms-navigatio
e 10f15/2018 11:13:57PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 || starthotspot. com/wp-content/themes/Avada fassets/css/style. min. ces?ver
e 10/15/2018 11:13:58 PM  USERL 192.168.9.3 00-0C-29-31-86-C8 [ starthotspot.com/wp-content/themes/Avada-Child-Theme/style.css?ver =4
el 10f15/2018 11:13:58 PM  USER1 192.168.9.3 00-0C-29-31-8B-C8 || starthotspot. com/wp-content/fuploads fusion-styles fusion-891. ces?timests

| | [zl
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23.11 Connection Log

Connection log shows all the connection attempts to your HotSpot which can give you a realtime report who is trying to
login to your network. It is a powerful tool which shows IP and MAC address and the port which remote computer is
trying to access, it also shows successful logins list with details such as time, user’s IP, language of the client browser,
user's device type and initial URL accessed during login.

This log can be used to monitor your network, to detect if any hacking attempts are in progress, to identify a reason
when a customer is having a problem to login.

In case when Autologin feature is enabled, connection log will show which connection was granted to login
automatically, based on autologin settings. In such case customer does not see HotSpot login page, but instead get
instant Internet access and HotSpot handle login process. Autologin is possible as MAC address of customer computer
is known and tied to customer account.

To activate this feature, please Enable Connection Log.

ANTAMEDLA Solutions  Support
Dashboard Usage Reports Statistics User Data Emails Surveys
Bills Log URL Log Connection Log Realtime Usage Monitoring
Connection log shows all connection attempts with an IP address, MAC, port number and date when the attempt occured. If autologin is active it will show which
connection was granted to login, based on autologin options.
Enable Connection Log
Date P MAC Port Autologin 3 Print
ACCOUNTS 10/15/2018 10:58:29PM  192.168.9.3 00-0C-29-31-8B-C8 612
+|10/15/2018 10:58:35PM  192.168.9.3 00-0C-29-31-8B-C8 612
STATISTICS ]
g E
OPERATOR
. |Dabe IP Language |Device |UR.L
10/15/2018 10:57:44PM  192.168.9.3 en Windows http:{/go.microsoft.com?LinkId=299201
|
-
SETUP
>
Al
N
LOGOUT
Accounts 5 Online Download Upload
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23.12 Realtime usage

Realtime usage report shows areal ti

me graph with total bandwidth usage (download and upload). This page also

shows information about Hotspot HTTP Server status, maximum online users achieved and maximum download and

upload peaks.
Note that this is control option and sh

~
ANTAMEDIA

Dashboard

Bills Log

Maximum online users

OPERATOR

o
B

SETUP

Accounts 5

Usage Reports

Graphical representation of the download and upload user activity

ould not be active all the time.

® X

Solutions  Support

Statistics User Data Emails Surveys

URL Log Connection Log Realtime Usage Monitoring

HTTP Server Status
0K 10/15/2018 10:38:22 PM

0 Maximum download peak () KB Maximum upload peak (0 KB Reset

Upload

Online Download

23.13 Monitoring

Access point and device monitoring give you ability to track uptime of your devices. It pings your access points and
other devices that responds to PING command, and tracks responses received. In case that AP/device does not
respond within configured time an error reports can be sent to inform about failure and help you eliminate downtime.

Enable Monitoring

AP/Device IP address

Add

Remove

Max response time __ seconds
Send error report by E-mail
Send error report by SMS

Ping on every __ minute(s)

© 2019 Antamedia

Select it to activate devices monitoring on local network.

Enter IP address of device that you want to ping.

Press on Add button to add devices IP address to list of monitored devices.
Press on Remove button to remove device IP address from list.

Set maximum response time in seconds in which a device should respond
Select to send error report and enter E-mail address to which it will be sent.
Select to send error report and enter mobile to which it will be sent.

Select number of minutes for ping interval.
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‘ HotSpot is ready.
A\

&y

ANTAMEDIA Solutions  Support
Dashboard Usage Reports Statistics User Data Emails Surveys
Bills Log URL Log Connection Log Realtime Usage Monitoring

DEVICES Access point _device monitoring helps you monitor your network devics like access points, routers, computers. It pings on spedified interval, tracks response response

within configured time, and sends error report if needed.

|¥| Enable Monitoring

ACCOUNTS AP/Device IP Address

Status P |Last Ping Offine |Errors |
| | » | OMLINE 192,168.9.2 10/15/2018 10:43:25 PM Im 3s 1
| | onLnE 192.168.9.3 10/15/2018 10:43:28 PM Im 225 1
" |oFFLINE 192.168.9.4 10/15/2018 10:43:28 PM 1m 575 1
: ONLINE 192,168,9.5 10/15/2018 10:4%:30 PM 1m 43s 1
STATISTICS

Max response time

= et

Send error report by E-mail

OPERATOR | |
| Send error report by SM3
ﬂ_ |
- 3 Fing on every
SETUP Sec

o
“N

Accounts 5 Online 0 Download 0 KB Upload 0 KB

Each device is monitored and it's status displayed on screen. If a device is offline, you can see offline duration as well
as number of pings without response. An error report is sent on 10th ping error. You can configure ping interval to suite
your requirements.s
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Language Editor

There are plenty of languages included in HotSpot software. Each of these languages can be adjusted to your own
needs through integrated editor. Some of the included languages are: English, Spanish, Portuguese, French, Serbian,
Arabic, Russian, Icelandic, Swedish, Danish, Greek, Croatian, German, Polish...

To modify the existing translation file or create completely new, please follow these steps:

1. Go to HotSpot - Setup - Language - HotSpot Language page

2. Click on a line you wish to modify and it will appear in edit field below
3. Type a new text

4. Press Enter key and new line will be stored in HotSpot

5. Repeat the steps 2-4 for all the sentences you want to translate

6. When you finish, press Save button

7. Type the new name for translation file and press Save button in dialog

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Metwork Database Pages Internet Plans Free Access Options Language Credit Cards
DEVICES HotSpot Language  Browser Languages

Language Editor

HotSpot
HotSpot is ready.
ACCOUNTS DEVICES
ACCOUNTS
STATISTICS
SETUP
LOGOUT
IP Address
P
STATISTICS MAC
Username
Password

Quota
‘, Download

w Upload

Inactivity
OPERATOR Time left
Time used

Time

Date Sl
= | Flease dick the line, translate it and press the Enter key 0
B

SETUP
. “O Language Character Set
- -
&) = -
Lm English Western
LOGOUT

| w

Accounts 5 Online Download Upload
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Hotspot has the ability to automatically translate its web pages (login page, welcome, help etc.) in real-time, based on
the predefined language in the customer browser. Currently supported languages are English, Spanish and Serbian, you
can easily create a new translation or modify existing using these steps:

1. Goto HotSpot - Setup - Language - Browser Language page

2. Click on a line you wish to modify and type a new text in Translation field

3. Press Enter key and new line will be stored

4. Repeat the steps 2-4 for all the sentences you want to translate

5a. If you want to modify language file, click Save button

5b. If you want to create new translation, click on the arrow beside Save button and select Save as new language
6. Type the ISO abbreviation for language and press Ok button in dialog

g N

ANTAMEDIA Solutions  Support
Whitelists URL Email Social Schedule Employees Advertising License
Network Database Pages Internet Plans Free Access Options Language Credit Cards
HotSpot Language Browser Languages

Browser Language Editor

N N
ACCOUNTS #ACCOUNT Account
FUSERMAME= Username
#PASSWORD# Password
#LOGINZ Login
#HELP# I need help!
STATISTICS #OGOUT# Logout
FCONTINUE# CONTINUE
#SIGHUP# Sign up
% #INFO# Info
’w FTIME= Time
OPERATOR #TIME-LEFT# Time left
#TIME-LEFT-TODAY % Time left today
| FQUOTAZ Quota
ﬂ #QUOTALEFT2 Quota Left v
_j- Code Translation Flease dick the line above, translate it and press the enter key
SETUP | | | |

Select browser language to edit

A= : = =

Accounts 5 Online Download Upload
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25 Licensing

After ordering software from our site http://www.antamedia.com/buy/hotspot/ you will receive confirmation e-mail and
informations about your Customer ID.

Go to HotSpot - Setup - License page. Click on Antamedia logo located in the center of the page

ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License
DEVICES
N Unlicensed version
3 Please restart software after 60 minutes
ACCOUNTS
;1 @ sales@antamedia.com
y - supporti@antamedia.com
e www.antamedia.com
e ()
us +14088444480
ANTAMEDIA +14088444450
o UK +442081446610
’w INT +381652106600
+381652108800
OPERATOR
/ Antamedia_Sales
ﬂ =W Antamedia_Support
|
J‘
SETUP
A
N
LOGOUT
Accounts 5 Online Download Upload
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Fill in all required fields and click on 'Send Request' button

A HotSpot is ready.
u

~
ANTAMEDIA Solutions  Support
Network Database Pages Internet Plans Free Access Options Language Credit Cards
Whitelists URL Email Social Schedule Employees Advertising License

DEVICES

Unlicensed version
Please restart software after 60 minutes

License Request

ACCOUNTS
Please provide the same details which you used for ordering. THe Customer ID, the
owner name and Email have to match our database. You can provide us with an
additional Email address for easier communication. When we receive your request, we
will send you the license file on the provided Email and you will be able to use the
software without limitations.
STATISTICS
Customer ID
% Owner name Email address
OPERATOR Hotspot location name Additional Email (optional)
ﬂ.j
> 4 Send request
SETUP

o Flease type requested info and press the 'Send request’ button
e
A
LOGOUT

Accounts 5 Online 0 Download 0 KB Upload 0 KB

We will make your unique license and send it to specified e-mail address. If you have any issues with the license,
please contact directly our sales department at sales@antamedia.com
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