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Antamedia HotSpot

Antamedia HotSpot is gateway software which helps you in
controlling and billing your customers for the Internet usage. It is
suitable for all the purposes where a customer should be prompted
to type the username and the password to get the Internet access.
Software includes billing, statistics and reporting with many other
useful features. It is hardware independent and you can use any
type of access points, routers, switches and other equipment to
control your WiFi, WiMax, LAN, Cable, DSL, Satellite and other type
of network connections.
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1 Introduction

1.1 What is Antamedia HotSpot ?

Antamedia HotSpot is gateway software which helps you in controlling and billing your customers for
the Internet usage. Antamedia HotSpot does not require any Client software installations. It uses captive
portal technology to show login page in customer browser. Upon connecting to your network (using
wireless cards or UTP cable), customer will be prompted to enter valid username and password to get
Internet access. After successful login, your customer will see the remaining time and bandwidth quota,
expiration date and other relevant info. HotSpot keeps track of customer account and shows warning
message when the account is due to expire, helping a customer to refill the account and continue using
your service without interruption.

Software includes billing, statistics and reporting with many useful features. It is hardware independent
and you can use any type of access points, routers, switches and other equipment to control your WiFi,
WiMax, LAN, Cable, DSL, Satellite and other type of network connections.

1.2 Requirements

In order to control wireless users, Hotspot software has to be set up on a gateway computer in your
network. For minimal Hotspot configuration you need 3 devices:

- Hotspot gateway PC

- Internet modem/router

- Wi-fi device for providing access to users (wi-fi router or access point)

System requirements for Hotspot gateway PC:

We strongly encourage you to install HotSpot on SSD drive because it can significantly improve software
performance.

CPU: 2 gigahertz (GHz) or faster 64-bit (x64) processor

RAM: 4 gigabyte (GB)

NIC: 2 network interface cards, for maximum performance we recommend using Intel PRO/1000
(EXPI9400PTBLK) network adapters

0S: Windows Server 2003, Server 2008, Server 2012, XP, Vista, Windows 7, Windows 8.1, Windows 10

Most modern computers have one network card built in, the other one you will need to purchase and
install to computer's PCI slot.

© Antamedia 2016 1
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Please connect one network card to the Internet router and other one to wi-fi device that your customers
will use to access Hotspot. If you plan to use a wi-fi router to provide access for customers, please
connect it to Hotspot server pc using LAN (not WAN) port.

g

HOW TO CREATE A HOTSPOT

CONNECTING NETWORK CARDS ON YOUR PC

NIC2 192.168.9.4 ANTAMEDIA HOTSPOT

. SUBMET 255.255.255.0
NIC1 192.168.118.130 GATEWAY NOT NEEDED
SUBMET 255,255.255.0 DNS 8.8.8.8
GATEWAY 192.168.118.2

DNS 8.8.8.8 OR ISP DNS
DHCP ISSUES IPS

192.168.9.2-192.168.9.254

SUBMNET 255.255.255.0
GATEWAY 152.168.9.1
DNS 8.8.8.8

NIC1 (WAN) CONNECTS
TO THE INTERNET
NIC2 (LAN) CONNECTS

- Internet Router YOUR CUSTOMERS

- Cable Modem - Access Point
- 3G-4G Modem - Switch
- Switch connected to the Internet - WiFi Router

Note that 2 network cards on the Hotspot server cannot be bridged, the Hotspot (Internal) network has to
operate in different IP range than External network. Please refer to the diagrams for the example IP
settings.

Computer Running HotSpot Customers in Your Network

Network Network
Internet Card 1 Card 2

Q Connected to the Internet Connected to Your Network
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1.3
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How Can It Help You ?

Become Internet Service Provider

Antamedia HotSpot has advanced architecture which allows both simple and very large networks. You
can start offering WiFi services and grow slowly by adding new access points, connect different city
areas, one step a time. However, HotSpot can be used to control wide area networks, cities, making you
a Internet Service Provider. You can easily integrate several separate HotSpot networks in one large
network, where all accounts are served from central database (included free of charge). Your customers
will be able to connect to any HotSpot with their account.

Create Paid or Free WiFi HotSpot

Antamedia WiFi HotSpot software helps you to create free or paid WiFi HotSpot. Advantage of our
solution is very high customization of user accounts which allows creating limited or unlimited accounts.
Among classic features like time and bandwidth quota limits, you can configure daily time limit, number
of daily logins, number of simultaneous logins with aggregation, usage schedule (happy hour, nighttime,
daytime, weekends ...), which is very practical when offering free WiFi Internet. In addition, it's very easy
to offer paid Internet access with higher speeds, quota or unlimited daily or monthly access.

Offer WiFi Services in Your Hotel, Coffee Shop, Restaurant

Offering high-speed wireless Internet services in one hotel will only help you increase occupancy and
improve tenant and guest satisfaction. Furthermore, it will also represent additional source of revenue
for your business. With the use of Antamedia WiFi HotSpot software in your WiFi Hotel, you will be able
to:

- control and monitor access to the Internet for all computers, both wired and wireless in your guest
rooms

- provide reliable wireless Internet access in your restaurant, lobby and conference rooms, which makes
it ideal for seminars and meetings

- maintain secure access to the Internet resources outside the hotel, like on golf courses or by the hotel
pools.

Serve Walk-in Laptop Customers in Your Cyber Cafe

If you run an Internet Café or Gaming Center, a great profit booster can be a wireless network. Many
people use their own laptop for everyday job or on vacation to stay in touch with their family and friends.
Even in non-working hours of your primary business, your customers will be able to use your services
and generate profit. Best of all, it is automated, there are no maintenance fee for computers, licenses for
software and OS. Your cafe, showing your WiFi logo, will be more professional and will differentiate you
in high cybercafe competition.

Can be used in Various Locations

Flexible architecture makes it suitable for different locations like Airports, Cruise Ships, Train Stations,
Motels... Customers can sign-in online and pay using credit card or tickets can be printed in advance and
sold by front desk staff, receptionist, bartender, cybercafe operator, or by a vending machine. In case of
credit card payment, the amount is collected from customer by your Credit Card processing company and
stored to your merchant account. A payment gateway company transfers collected money to your bank
account usually at the end of the month. Antamedia does not collect any fees. Full revenue goes to you.
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2 Pre-installation steps

Before installing Antamedia HotSpot software, please ensure that following conditions are met:
v Windows account on which software will be installed and used must has administrative privileges.
v Windows User Account Control is set to Never Notify level.

e Go to Windows Control Panel — User Accounts screen
¢ Click on Change User Account Control settings link

¢ Move the slider to Never Notify level and click OK

o Restart the computer to apply changes

v Windows Smart Screen is turned off.

Go to Windows Control Panel - Security and Maintenance screen.

Click on Change Windows Smart Screen settings

In new window select "Don't do anything (turn off Windows Smart Screen)" and press on OK
Restart the computer to apply changes

v Windows Defender exclusions are set.

¢ Go to Windows Control Panel - Windows Defender and click on Settings.
e Exclusion section press on "Add an exclusion" to exclude C:\Antamedia folder.
o Restart the computer to apply changes

v Static IP address is configured on NIC1, the network card connected to the Internet router/modem.

o Itis recommended to set same IP address that is already assigned dynamically by router.
e To see which IP NIC1 has currently assigned, go to Windows Control Panel - Network and Sharing
Center screen

e Click on Change adapter settings link and double click on the NIC1 (Internet) network adapter

& Metwork Connections - O >
Yk g-l <« Metwork and Internet » MNetwork Connections » v | @ Search Metwork Connections @
Organize * Disable this network device Diagnose this connection » =+ [ o
— MNICT (Internet) = MNIC2 (Local)
L\,Eﬁ MNetworlk 3 L\Jsﬁ Unidentified network
W= Intel(R] 82574L Gigabit Network C... @~ Intel(R) 82574L Gigabit Network C...
2items 1 item selected 1= =
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¢ From General tab press on Details button.

B NICT (Internet) Status X
General
Connection
IPw4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:25:47
Speed: 1.0 Gbps
Details...
Activity
Sent —— kh ——  Received
Bytes: 8,566,248 | 375,279,829
GProperties QDisabIe Diagnose
Close

o Here you will see all current network connection details that you need to set as static

© Antamedia 2016

Metwork Connection Details >

Metworlc Connection Details:

Property

Description

Physical Address
DHCP Enabled

IPv4 Address

IPv4 Subnet Mask
IPv4 Default Gateway
IPv4 DNS Servers

IPv4 WINS Server
Linkdocal IPvE Address

IPvE Default Gateway
IPvE DMNS Server

Connection-specific DN...

NetBIOS over Tepip En...

Value

Intel{R) 825741 Gigabit Network Connect
00-0C-23-E3-DD-38

No

152.168.118.130

255.255.255.0

152.168.118.2

8888

8844

fes
fedD::82cflac:4426:8013%3
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e After that go to Windows Control Panel — Network and Sharing Center screen.
e Click on Change adapter settings link.
¢ Right-click on NIC1 (Internet) and select Properties from menu.

-E' Metwaork Connections - O *
i -E* <« Network and Internet » MNetwork Connections v O Search Metwork Connections @
Organize « Disable this network device Diagnose this connection > I: * [l 0
= ' MIC1 (Internet) " MIC2 (Local)
] ; -
- ] * _ Unidentified network
a7 @ Disable @7 Intel(R) 82574L Gigabit Network C...
Status
Diagnose
) Bridge Connections
Create Shortcut
) Delete
% Rename
G Properties
2items 1 item selected - =

o Select Internet Protocol Version 4 (TCP/IPv4) and click Properties button.

© Antamedia 2016

@ MICT {Internet) Properties
Networking  Sharing

Connect using:
ﬁ Intel(R) 82574L Gigabit Metwork Connection

Thiz connection uses the following tems:

I Cligrt for Microsoft Netwarks ~
EI File and Prirter Sharing for Microsoft Networks

4B 005 Packet Scheduler

B Intemet Protocol Version 4 (TCF/IPvé) |

i Link-Layer Topology Discovery Mapper /0 Driver

[ - Microsoft Network Adapter Muttiplexor Protocol

-& Microsoft LLDP Protocol Driver v
< >

Install .. Uninstall Properties
Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

QK Cancel

>




‘ Gateway computer configuration
' ‘ Pre-installation steps

ANTAMEDIA

¢ Click Use the following IP address radio button and enter details that you get from ipconfig previously

Internet Protocol Version 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your netwark supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
{®) Use the following IP address:

1P address: | 192.168 . 118 . 130 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168 . 118 . 2 |

Obtain DNS server address automatically

{®) Use the following DNS server addresses:

Preferred DMS server: | 8 .8 .8 .8 |

Alternate DNS server: | g .8 .4 .4 |

[ validate settings upon exit el
Cancel

e Enter IP address (e.g. 192.168.118.130)

¢ Click in Subnet Mask field, value will be set automatically based on IP address, be sure that is same
as in Network Connection Details

e IP address of the default gateway (IP of the Internet router).

e Enter DNS addresses, it is recommended to use DNS addresses of your ISP or public DNS service
such as Google (8.8.8.8, 8.8.4.4).

e Click OK and close all dialog windows

v Static IP address is configured on NIC2, the network card connected to your internal network.

Please note that for this card you need to configure IP address (e.g. 192.168.9.1) and subnet mask (e.
g. 255.255.255.0) but not Gateway IP

v Note: that Internet modem/router cannot be used as DHCP server for your local network clients.
DHCP server must be configured only for the local network.
You can configure Windows built in DHCP Server or to set it from your Wi-Fi router/access point used

for communication with clients.

v There are no applications running on gateway PC that are using port 78, 80, 81, 82, 443, 463, 614,
12010, 1700, 1812, 1813 (IIS, proxy software).

v Windows 7, Windows 8.1 and Windows 10 DHCP Server can not provide more than 253 IP addresses
for local network.

© Antamedia 2016 7
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v If you want to use more than 253 addresses you can set it from Windows Server 2003, Windows
Server 2008 or Windows Server 2012 DHCP Server role.
Also, you will need to set subnet mask which will give you this ability. Be sure that you prepare all
network devices on local network to use same subnet mask. Bellow are some of examples

IP range (network - broadcast)  Subnet Mask  IP Quantity

192.168.137.0 - 192.168.137.255  255.255.255.0 256
192.168.136.0 - 192.168.137.255  255.255.254.0 512
192.168.136.0 - 192.168.139.255  255.255.252.0 1024
192.168.136.0 - 192.168.143.255  255.255.248.0 2048
192.168.128.0 - 192.168.143.255  255.255.240.0 4096
192.168.128.0 - 192.168.159.255  255.255.224.0 8192
192.168.128.0 - 192.168.191.255  255.255.192.0 16384
192.168.128.0 - 192.168.255.255  255.255.128.0 32768
192.168.0.0 - 192.168.255.255  255.255.0.0 65536

© Antamedia 2016 8
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3 Windows 7, 8.1 and 10

Antamedia software can be set on any Windows OS. Here will be given instructions for configuration of
Windows Connection Sharing that apply to Windows 7, Windows 8.1 and Windows 10.

To set up properly Antamedia HotSpot on any of those Windows OS, please follow these steps:
1. Complete pre-installation steps

2. Set computer as gateway on network using Windows Connection Sharing or HotSpot NAT

3. Install and configure HotSpot software

3.1 Windows Connection Sharing with DHCP

Please follow these steps to configure computer as gateway on network using Windows Connection
Sharing on Windows 7, Windows 8.1 and Windows 10:

1. Go to Windows Control Panel — Network and Sharing Center screen.
2. Click on Change adapter settings link. Right-click on NIC1 (Internet) and select Properties from

menu
&/ Network Connections — O et
T E‘ <« Metwork and Internet » Network Connections w O Search Metwork Connections @
Organize « Disable this network device Diagnose this connection = 5=+ [N 9
.L. MNICT (Internet) L MICZ (Local)
T ] r-.\, Un|c|r:nt|f|r:c| network
w7 @ Disable W Intel(R) 82574L Gigabit Metwork C...
Status
Diagnose
G Bridge Connections
Create Shortcut
o Delete
" Rename
¥ Properties
Zitems 1 item selected s =

© Antamedia 2016 9
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3. From Properties menu go to Sharing tab.

B MNICT (Internet) Properties >

Metworking  Sharing

Intemet Connection Sharing

Allow other network users to connect through this
computer's Intemet connection

[ ] Mlow other network users to cortrol or disable the
shared Intemet connection

Settings...

Cancal

4. Select only first option "Allow other network users to connect through this computer's
Internet connection" and press on OK.

5. Windows will give Local Network pop-up window with notification what actually is set and what you
can expect. Here you need to press on Yes.

Local Metwork

When Internet Connection Sharing is enabled, your LAN adapter will be

o set to use IP address 192.168.137.1. Your computer may lose
connectivity with other computers on your network. If these other
computers have static IP addresses, you should set them to obtain their
IP addresses automatically. Are you sure you want to enable Internet
Connection Sharing?

6. After that your NIC2 (Local) network adapter will have static IP address set to Windows default
values, 192.168.137.1 and subnet mask 255.255.255.0.

Windows DHCP Server is activated and DHCP leases are given in 192.168.137.x range

7. You can check NIC2 (Local) network adapter settings. Make Right-click menu on NIC2 (Local) and go
to Properties.

© Antamedia 2016 10
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L& Network Connections — O >
i .EP « Metwork and Internet » Metwork Connections w Search Metwork Connections 9@
Organize « Disable this network device Diagnose this connection  » B ~ [ 0

!q. MNICT (Internet) !_“. MNIC2 (Local)

MNetwork 3, Shared

&7 Intel(R) 22574 Gigabit Network C... | @i '@ Disable
Status
Diagnose

G Bridge Connections

Create Shortcut
Delete

Rename

S Q&

Properties

2items 1 item selected == =

8. From NIC2 (Local) network adapter Properties find Internet Protocol Version 4 (TCP/IPv4) select
it and press on Properties button.
9. From New window you will see current configuration for NIC2 (Local) network adapter.

Internet Protoceol Version 4 (TCP/1Pvd) Properties =
General

You can get IP settings assigned automatically if your network supports
thiz capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an IP address automatically
(®) Usze the following IP address:

TP address: | 192.168 .137. 1 |
Subret mask: | 255.255.255. 0 |
Default gateway: | . . . |

Obtain DNS server address automatically

(@) Use the following DS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[ validate settings upon exit e

Cancel

© Antamedia 2016 11
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3.2 Disabling of Windows DHCP

Windows DHCP Server is enabled by default when Windows Connection sharing is activated on NIC1
(Internet) network adapter.

Only one DHCP Server can be used on local network. If you plan to use DHCP Server from your Router/
Access Point for local computers on network, you will need to disable Windows DHCP Server first.

Disabling of Windows DHCP Server which is activated with Windows Connection Sharing can be done
easy.

All you need to do is to change NIC2 (Local) network adapter IP address to some other IP address.
Here is example where instead of default Windows IP address 192.168.137.1 and subnet mask
255.255.255.0 is set IP address 192.168.10.1 with Subnet mask 255.255.255.0

g - O
T E-' <« Metwork and Internet » Metwork Connections v O Search Network Connections O
Organize » Disable this network device Diagnose this connection 0=+ [ 0
.'“. MIC1 {Internet) l:. MNIC2 (Local)
“oa*  Metwork 3, Shared =i Unidentified network
.rli: Internet Protocol Version 4 (TCP/IPv4) Properties x
Networking General
Connect using: You can get IP settings assigned automatically if your network supports
. this capability. Ctherwise, you need to ask your network administrator
B Intel(R) 825741 Gigabit Network Connection #2 ot et I aatias. Y

Conﬁgl_. (") Obtain an IP address automatically
This connection uses the following items: (@) Use the following TP address:

9% Client for Microsoft Metworks

gﬁle and Printer Sharing for Microsoft Networks
4=l 05 Packet Scheduler Subnet mask: | 255.255.255. 0 |
=i [ntemet Protocol Version 4 (TCP/1Pv4)

IP address: | 192.168. 10 . 1 |

Default gateway: . . .
<& Link-Layer Topology Discovery Mapper 1/0 Driver g v | |
[ & Microsoft Network Adapter Muttiplexor Protocol
-4 Microsoft LLOP Protocal Driver Obtain DS server address automatically
L4 (@) Use the following DNS server addresses:

Install.. Uninstall Proper Preferred DNS server: | ' ! ! |
Description Alternate DNS server: | . . . |

Transmission Control Protocol/Intemet Protocol. The def:
wide area network protocol that provides communication

across diverse interconnected networks. [ validate settings upon exit

Advanced...

oK

2 itemns 1 item selected 1= &=

Client computers now don't receive DHCP leases from Windows on gateway computer. DHCP Server
should be set and configured from the Router/Access Point on local network.

© Antamedia 2016 12
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4 Windows Server 2003

Antamedia software can be set on Windows Server 2003 the same way as on Windows 7, Windows 8.1
or Windows 10. However, for medium to large sized networks (more than 200 users), we recommend
using Windows Server's DHCP service to provide IP addressing and Windows Routing and Remote Access
to share the connection.

To set up Antamedia HotSpot on Windows Server 2003, please follow these steps:
1. Complete pre-installation steps

2. Install and configure Windows DHCP server service

3. Install and configure Windows Routing and Remote Access service

4, Install and configure HotSpot software

4.1 Configuring DHCP service
Note: If you configure a DHCP server on computer, you have to disable DHCP server option on all other

devices (Wi-Fi routers, Access Points etc.) in the same subnet. Follow these steps to install and configure
DHCP service:

1. To start DHCP server installation, go to Start Menu, select Manage Your Server and click Add Or
Remove A Role link in the window.

._‘7, Manage Your Server ;lglil

e M a n a__ge Yo u r Se We r Search Help and Support Center _ EJ

Server: W

Tools and Updates

\% Adding Roles to Your Server

Adding roles to your server lets it perform specific kasks, For add or remove a rale Administrative Tools
example, the file server role enables vour server ta share files. Ta

add a role, start the Configure Your Server Wizard by clicking Add or
remove a role,

dab | IMare Tools
) R k

@) Read about server roles Windaws Update
Computer and Domain Mame
Information

Internet Explorer Enhanced

j Managing Your Server Roles Security Configuration

After wou have added a role, return to this page at any time For
tools and information to help you with vour daily administrative

tasks, See Also
ir_;l Mo roles have been added bo this server, To add a role, click Help and Support
T Add or remove arole, )
Microsoft Techhet

Deployment and Resource Kits

List of Camman Administrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

¥ Don't display this page at logon
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‘ Gateway computer configuration
' ‘ Windows Server 2003

ANTAMEDIA

2. Click Next in the first screen and wait while Windows analyzes network connections.
3. On the "Configuration options" page select Custom configuration and click Next.

Configure Your Server Wizard

Configuration Options
‘ou can add a common sek of roles to this server, or vou can customize this server by specifying the
roles to add or remove,

Configure khis server Using:

£ Typical configuration For a first server

Simplify the setup of a new network by adding a commaon set of roles For & First server, This option sets
up this server as a domain conkroller by installing the Active Directory directory service; installs DS
server and DHCP server (F required) for IP address management; configures network routing; and
activates a secority firewall,

@ Lustom configurations

Customize this server by adding the roles, such as file server, print server, or application server, that
wou wank it ko perform, You can also use this opkion bo remove existing roles from this server,

« Back I Mext = I Cancel Help

4. In the list select DHCP server and click Next.

Configure Your Server Wizard

Server Role
‘fou can set up this server to perform one or more specific roles, IF wou wank ko add more than one
role to this server, wou can run this wizard again.

Select & role, If the role has not been added, you can add it. IF it has already been added, you can
remove i, IF the role wou want to add or removwe is not lisked, open Add or Remove Programs.

Server Role | Configured | DHCP server

File Server Mo

SharePaoint Services Mo

Print Server o DHCP (Dryniamic Host Configuration
Application server (115, ASP.NET) i) Protocal) servers assign IP addresses
Mail server (POP3, SMTP) Mo to nebwark clients,

Terminal server Mo

Remote access | WPN server Mo Read about DHCP servers

Darmain Controllar (Active Directory) Mo

DNS setver Mo

Streaming media server Mo

WINS server Mo

< Back I Mext = I Zancel Help

© Antamedia 2016
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5. Click Next on the summary page, after a few moments New Scope Wizard window will open, click
Next button.
6. Enter the name and description for the scope.

Mew Scope Wizard

Scope Mame oo
'ou have to provide an identifying scope name. vou also have the option of

providing a description.

Type a name and description for thiz zcope. This information helps you quickly identify
b the scope i to be uged on pour networl:,

Mame: IHS-DHEF‘

Description: IDHEF‘ Server for Hotzpot netwaork,

< Back Cancel

7. Enter the range of IP addresses and subnet mask that will be distributed to clients.

Mew Scope Wizard

IP Addrezz Range st ad
You define the zcope addrezs range by identifuing a zet of conzecutive [P

addresses.

Enter the range of addresses that the scope distributes.

Start P address: I 1592168 . 100. 1

End IP address: | 192 169.100. 254

A subnet mazk defines bhow many bits of an 1P address to use for the nebwork Asubnet
|0z and how many bitg to uze for the host 1D, 'ou can specify the subnet mazk by
length or az an IF address,

Length: 24 =i

Subnet mask: I 285285285 0

< Back

Cancel |

8. Add the range of IP addresses to be excluded from distribution to clients. You will need to exclude
static IPs in the network (Wi-Fi routers, Access Points, other servers etc.).

© Antamedia 2016 15
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Mew Scope Wizard

Add Exclusions T
Excluzions are addresses or a range of addresses that are not distributed by the

SEMEL

Type the IP addrezs range that you want to exclude. [F pou want to exclude a single
addresz, type an addresz in Start [P address only.

Start I[P address: End IP address:

luded add

< Back I Mest > I Cancel |

9. Specify Lease Duration for the scope. For wireless networks we recommend setting duration to 8
hours.

Mew Scope Wizard

Lease Duration —
The leaze duration specifiez how long a client can use an 1P address from this

FCOpe,

Leaze durations should typically be equal ta the average time the computer iz
connected to the same phesical network, For mobile networks that consist mainly of
portable computers or dial-up clients, sharter lease duratiohs can be useful,
Likewize, for a stable network that consists mainly of desktop computers at fised
lpeations, longer lease duratiohs are mare appropriate.

Set the duration for zoope leazes when distributed by this semer.
Lirnited to:

Daps: Haours: Minutes:
= = N =

< Back

Cancel |

10. On the "Configure DHCP Options" page select Yes, I want to configure these options now and

click Next.
11. Enter the Default Gateway's IP address that will be distributed to clients, click Add and then Next.

© Antamedia 2016 16
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Mew Scope Wizard

Router [Default G ateway] oo
ou can specify the routers, or default gateways, to be digtributed by this scope.

To add an IP addreszs for a router used by clients, enter the address below.

IP address:
192,168 . 100, 1

Hemaove |

W

[ o

[t

< Back | Mest > | Cancel |

12. Enter the DNS server IP addresses that will be distributed by the DHCP server and given to the client.
We recommend using DNS addresses of your ISP or free public DNS servers.

Mew Scope Wizard

Domain Hame and DN5 Servers —
The Domain Mame System [DMS) map: and tranzlates domain names uzed by

clients on your network,

Yol can specify the parent domain you want the clisnt computers an wour netwark, b use for
DMNS name resolution.

Farent domair:

To configure scope chentz to use DMS servers on pour netwark, enter the P addrezzes for thoze
SEIVETS.

Server name: IF addrezs:

|8.8.4.4

Fesalve | ERERR Bemawve

Up

[N

< Back | Mest » | Cancel |

13. You can set IP addresses of the WINS servers on the "WINS Server" page if needed.
14. On the "Activate Scope" page select Yes, I want to activate this scope now and click Next.
15. Click Anish in both dialog windows.

© Antamedia 2016 17
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4.2 Configuring Routing

Follow these steps to configure connection sharing by using Routing And Remote Access Services on
Windows 2003:

1. Go to Start Menu and open Administrative Tools - Routing And Remote Access window.
Right-click server name and select Configure and Enable Routing and Remote Access.

2 Routing and Remote Access -0l x|

File  Action Wiew Help

5 | BEXEFD| @ E

F

|and Remote

Disable Rauting and Remote Access
Wcocess, on the Action menu, click
All Tasks ¥ bnd Remote Access,
Yiew p fting up a Routing and Remote
and troubleshooting, see Help.
Delete
Refresh
Properties
Help

|C|:|nfigures Routing and Remote Access for the selected server | |

2. On the Welcome To The Routing And Remote Access Server Setup Wizard page, click Next.
3. On the Configuration page, select Network Address Translation (NAT), and then click Next.

© Antamedia 2016 18
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Routing and Remote Access Server Setup Wizard

Configuration

S
Y'ou can enable any of the following combinations of services, or pou can %
customize this zerver.

" Bemate access [dialup or WPM]

Allow remote clients to connect o thiz server through either a dial-up connection or a
secure Yirtual Private Metwark, [WPM] Internet connection.

& Metwork address translation [NAT]
Allow internal clients to connect to the Internet uzing one public IP address,

™ Virtual Private Network [VPN] access and MAT

Allows remaote clientz to connect to thiz zerver through the [nternet and local clients to
connect ta the Internet uzing a zsingle public IP address.

{" Secure connection betwesn two private networks
Connect this network, to a remote netwark, such as a branch office,

" Custom configuration
Select any combination of the features available in Bouting and Remote Access.

For more information about these options, see Bouting and Femote Access Help.

¢ Back I Hesit > I Cancel

4, On the NAT Internet Connection page, select the interface that connects the server to the Internet.
Then click Next.

Routing and Remote Access Server Setup Wizard

HAT Internet Connection

- S
‘r'ou can select an existing interface or create a new demand-dial interface for &J
client computers to connect ta the [nternet.

' Usze this public interface to connect ba the Intemet;

MHame | Degcription | |P Address |
ARMD PCHMET Family P 10.0.2.15 [DHCP)

LAM AMD PCHET Family P, 1321681001

" Create a new demand-dial interface ta the [nternet

A demand-dial interface iz activated when a client uzes the Internet. Select this
option if thiz zerver connects with a moden or by uzing the Point-to-Paint Protocol
over Ethernet. The Demand-Dial Interface ‘Wizard will ztart at the end of thiz wizard.

v Enable security on the selected interface by setting up Basic: Firewall

Bazic Firewall prevents unauthorized users from gaining access to this server
through the Internet.

For more information about network interfaces, see Bouting and Bemate Access Help.

¢ Back I Mest » I Cancel

5. On the Completing The Routing And Remote Access Server Setup Wizard page, click Anish.
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5 Windows Server 2008

Antamedia software can be set on Windows Server 2008 the same way as on Windows 7, Windows 8.1

or Windows 10. However, we recommend using Windows Server's DHCP service to provide IP addressing
and Windows Routing and Remote Access to share the connection.

To set up Antamedia HotSpot on Windows Server 2008, please follow these steps:
1. Complete pre-installation steps
2. Install and configure Windows DHCP server service

3. Install and configure Windows Routing and Remote Access service
4, Install and configure HotSpot software

5.1 Configuring DHCP service
Follow these steps to install and configure DHCP service:

1. To start the DHCP installation process, click Add Roles from Server Manager - Roles screen.

E., Server Manager

=101 x|
File  Action View Help
&= | 2= H
SEm e —————
i Features
 Diagnostics ~  View the health of the roles installed on your server and add or remove roles and features.

E & Configuration
Storage

[ * | Roles Summary ﬂ Roles Summary Help

[~ Roles: 0 of 13 installed i‘:ﬂa Add Roles

=
B Remove Roles

{'ﬁ Last Refresh: 2/19/2016 8:16:09 PM  Configure refresh

2. When the Add Roles Wizard window opens, click Next on that screen. From the next screen select
that you want to add the DHCP Server Role, and click Next.

© Antamedia 2016 20
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Add Roles Wizard

Select Server Roles

Select one or more roles to install on this server,

Roles: Description:
T ] Active Drrectory Certficate Services Dynamic Host ConfigurationProtocol

{DHCF) Server enables you to

[] Active Directory Domain Services centrally configure, manage, and

[] Active Directory Federation Services provide temporary IP addresses and
[] Active Directory Lightweight Directory Services related information for client

[] Active Directory Rights Management Services computers.

[] application Server

DHCPv6 Stateless Mode ] ONS Server
IPvG DNS Settings [] Fax Server
Canfrmation [] File Services
D Hyper-¥
Progress [] Metwork Policy and Access Services
Results [ Print Services

[] Terminal Services

[ UDDI Services

] web Server (115)

[ windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous | Mext > I Install | Cancel |

3. In the "Network Connection Bindings" screen leave checked only the network card that faces your
client network.

Add Roles Wizard x|
Select Network Connection Bindings
Before You Begin One or more network connections having a static IP address were detected, Each network connection can
Server Roles be used to service DHCP dients on a separate subnet.
DHCP Server Select the network connections that this DHCP server wil use for servicing dients.
3 Metwork Connections:
B EERINTE IP Address | Type |
IPv4 WINS Settings IPvd
DHCP Scopes [0 192.168.118.130 Pvd
DHCPvE Stateless Mode
IPvE DNS Settings
Confirmation
Progress
Results
—Details
MName: Local Area Connection 2
Metwork Adapter: Intel(R) PRO/1000 MT Network Connection #2
Physical Address: 00-0C-29-70-41-BC
< Previous | Mext = I Install Cancel
© Antamedia 2016
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4. Next, you need to specify DNS settings (Parent Domain, Primary DNS Server, and Alternate DNS

Server). For Parent Domain you can enter the name of your Active Directory domain or make up
domain name if you don't have one (in this example "hotspot.local" domain is used). We recommend
using DNS addresses of your ISP or free public DNS servers for Primary and Alternate DNS

Servers.

Add Roles Wizard

EE}-’ Specify IPv4 DNS Server Settings

Before You Begin
Server Roles
DHCP Server

Progress

Results

When dients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients
using IPv4.

Specify the name of the parent domain that dients will use for name resclution. This domain will be used for all
scopes you create on this DHCP server.

Parent Domain:
Ihoispot.local

Specify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be
used for all scopes you create on this DHCP server.

Preferred DNS Server IPv4 Address:

EEEE validate

Alternate DNS Server IPv4 Address:

8.8.4.4 Validate

More about DNS server settings

< Previous | Mext > I Install | Cancel |

5. You can set IP addresses of the WINS servers on the "IPv4 WINS settings" screen if needed.

6. In the "DHCP Scopes" screen click Add and the options for new scope.

7. Give name for the scope. Set Starting and Ending IP address and Subnet mask that will be

distributed to clients.

Specify Default gateway IP address and set Lease Duration for the scope. For wireless networks

we recommend setting duration to 8 hours.
Make sure that "Activate this scope" option is ticked.

© Antamedia 2016
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Add Roles Wizard x|
ﬁ Add or Edit DHCP Scopes
Before You Begin A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute IP
addresses to dients until a scope is created.
Server Roles
Scopes:
Lrgsisna Name | 1P Address Range | Add... I
Metwork Connection Bindings
e — m e |

IPv4 WINS Settings

DHCPv6 Stateless Mode
IPvE DNS Settings
Scope Mame:
Confirmation
Starting IP Address:
Progress
Resulis Ending IP Address:

Subnet Mask:
Default Gateway (optional):

Subnet Type:

¥ Activate this scope

A scopeis arange of possible IP addresses for a netwark. The DHCP server cannot
distribute IP addresses to clients until a scopeis created.

Delete |

Ihoispot

|192.168..2

[192.168.9.254

J255.255.255.0

J192.168.9.1

I\"a’ireless (lease duration will be 8 hrs) j

OK I Cancel |

< Previous | Next > | Install | Cancel

8. We recommend disabling DHCPv6 mode if you don't require this function. From DHCPv6 screen click

Disable DHCPv6 mode and click Next.

After clicking Next, you will see summary page, click Install button. Restart the PC after installation.

Add Roles Wizard

ﬁ Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

Before You Begin
Server Roles ®
linformational message below
DHCP Server ==
Network Connection Bindings
P4 DNS Settings ~ DHCP Server
IPv4 WINS Settings Metwork Connection Bindings:
IPv4 DMS Settings
DHCP Scopes
DNS Parent Domain:
DHCPv6 Stateless Mode DMS Servers:
WINS Servers:
Scopes
Frogress Mame:
Results Default Gateway:
Subnet Mask:
IF Address Range:
Subnet Type:

Activate Scope:
DHCPv6 Stateless Mode:

Print, e-mail, or save this information

(D This server might need to be restarted after the installation completes.

192,168.9.1 (IPv4)

hotspot.local
8.8.8.8,8.8.4.4
None

hotspot

192.168.9.1

255,255.255.0

192,168.9.2 - 192.168.9.254
Wireless {ease duration will be 8 hrs)

Yes
Disabled
< Previous TExt = | Install I Cancel

X
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5.2 Configuring Routing

Please follow these steps to configure connection sharing by using Routing And Remote Access Services
on Windows 2008:

1. Go to Server Manager - Roles screen and click Add Roles.

E., Server Manager ;Iglll
File Action View Help
9| »[=H

2Em

| Features
m Diagnostics

i 2 View the health of the roles installed on your server and add or remove roles and features.
I} Configuration
Storage

( “ ! Roles Summary ﬂ Roles Summary Help

(~) Roles: 1of 18 installed i{}. Add Roles

i{i Remove Roles
DHCP Server

[~ DHCP Server [ oHce server Help

Centrally manages and assigns IP addresses to network dients.

(~) Role Status [F Go to DHCP Server

Messages: Mone
System Services: All Running

Events: None in the last 24 hours

{a Last Refresh: 2/19/2016 9:49:40 PM  Configure refresh

2. In Add Roles Wizard window click Next. From the "Select Server Roles" screen select that you
want to add the Network Policy And Access Services role, and click Next.

© Antamedia 2016
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Add Roles Wizard x|

Select Server Roles

Select one or more roles to install on this server.

Roles: Description:
Network Policy and Access Services ] Active Directory Certificate Services Netwiork Policy and Access Services

provides Network Policy Server (NPS),

Role Services [] Active Directory Domain Services ey ey A
Confrmation [] Active Directory Federation Services Registration J_-'\Uthol'it\"_{HRA), and
["] Active Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [] Active Directory Rights Management Services {HCAP), which hglp safeguard the
Results |:| Application Server health and security of your network.

DHCP Server (Installed)
|:| DIMS Server
[] Fax server
[] File Services
[ ] Hyper-v

|:| Print Services

[] Terminal Services

|:| UDDI Services

[] web Server (115)

["] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel

3. Read the information about this service and click Next.

4. On the "Select Role Services" page select Routing And Remote Access Services in the list and
click Next.

Add Roles Wizard |

Select Role Services
Before You Begin Select the role services to install for Metwork Policy and Access Services:
Server Roles Role services: Description:
Network Policy and Access Services [ ] Network Policy Server Routing and Remote Access Services

provides remate users access to

= uting and = resources onyour private network
et Remote Access Service over virtual private network (VPN) or
con tion Routing dial-up connections. Servers
Progress [] Health Registration Autharity configured with the Routing and.
Results [] Host Credential Authorization Protocol Remote Access service can provide

LAN and WAN routing services used to
connect network segments within a
small office or to connecttwo private
networks over the internet.

More about role services

< Previous | Mext = I Instal Cancel
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5. Click Install on Confirmation page.
6. Click Close after installation is finished and go to Server Manager - Roles - Network Policy And

Access Services. Right-click Routing and Remote Access and select Configure and Enable
Routing and Remote Access.

File  Action  View

Help

E,._ Server Manager

=10l %]

0| H[mIXRE o i

=] i‘ Rales

Storage

% Server Manager (WIN2008)

i DHCP Server
[l 3" Metwork Policy and Access Services

Routing and Remote Access
i| Features
= Diagnostics

% Configuration

-
Configure the Routing and
Remote Access Server
Configure and Enable Routing and Remote Access n the Action
Disable Routing and Remate &ccess g and
Auto Refresh Routing and
Refresh Rate... and
e Access,
All Tasks
View
Delete
Refresh
Properties
Help
=

Actions

More Actions

Routing and Remote Access <

3

|Displays Help for the current selection.

7. On the Welcome To The Routing And Remote Access Server Setup Wizard page, click Next.
8. On the Configuration page, select Network Address Translation (NAT), and then click Next.
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Routing and Remote Access Server Setup Wizard

Configuration
“You can enable any of the following combinations of services, oryou can
customize this server.

~ Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
secure virtual private network (VPN) Intemet connection.

% Metwork address translation (NAT)
Allow intemal clients to connact to the Intemet using one public |P address.

€ Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote networle, such as a branch office.

¢ Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information

< Back Mext =

Cancel |

9. On the NAT Internet Connection page, select the interface that connects the server to the Internet.

Then click Next.

Routing and Remote Access Server Setup Wizard

NAT Intermet Connection
“fou can select an existing interface or create a new demand-dial interface for
client computers to connect to the Intemet.

® |Jse this public interface to connect to the Intemet:
Network Interfaces:

| Description

NIC1 {Intemet)
NIC2 (Local)

" Create a new demand-dial interface to the Intemet

A demand-dial interface is activated when a clisnt uses the Intemet. Select this
option if this server connects with a modem or by using the Point4o-Poirt Protocol
over Bthemet. The Demand-Dial Interface Wizard will start at the end of this wizard.

For more information

< Back

Cancel |

10. On the Completing The Routing And Remote Access Server Setup Wizard page, click Anish.

11. Click OK when prompted.

The server is now ready to forward packets from the Local network to the Internet.
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6 Windows Server 2012

Antamedia HotSpot software can be set on Windows Server 2012 the same way as on Windows 7,
Windows 8.1 or Windows 10. However, we recommend using Windows Server's DHCP service to provide
IP addressing and Windows Routing and Remote Access to share the connection.

To set up Antamedia HotSpot on Windows Server 2012, please follow these steps:

1. Complete pre-installation steps
2. Install and configure Windows DHCP server service

3. Install and configure Windows Routing and Remote Access service
4, Change IIS port
5. Install and configure HotSpot software

6.1 Configuring DHCP service

Note: If you configure a DHCP server on gateway computer, you have to disable DHCP server option on
all other devices (Wi-Fi routers, Access Points etc.) in the same subnet.

Follow these steps to install and configure DHCP service:

1. To start the DHCP installation process, click Add Roles and features from Server Manager -
Roles screen.

= Server Manager == -

@ v 4 Dashboard - (\é} I I' Manage Tools  View

fi Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . - =
- _ o Configure this local server
g File and Storage Services D =
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o )
4 (Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE
ROLES AND SERVER GROUPS v

2. When the Add Roles and Feature Wizard window opens, click Next on that screen.
3. From Installation Type screen select "Role-based on feature-based installation" and click Next
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DESTINATIOM SERVER

Select installation type Win2o12

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : R :
machine, or on an offline virtual hard disk (VHD).

(@) Role-based or feature-based installation

Server selection ) ) .
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

| < Previous || Next > | | Install || Cancel |

4. From Server Selection choose "Select a server from the server pool' and select your computer
in the list bellow then click on Next

DESTINATION SERVER

Select destination server TR

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
O Select a virtual hard disk

Server Reles Server Pool

Features

Filter:

Name IP Address Operating System

Win2012 L Microsoft Windc Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | | Install | | Cancel

© Antamedia 2016 29



‘ Gateway computer configuration
' ‘ Windows Server 2012

ANTAMEDIA

5. At Server Roles screen select "DHCP Server"

DESTINATION SERVER

Select server roles TR

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server selaction . X . X Dynamic Host Configuration
[[] Active Directory Certificate Services Protocol (DHCP) Server enables you

[ Active Directory Domain Services to centrally configure, manage, and

Features [[] Active Directory Federation Services provide temporary IP addresses and
related information for client

Active Directory Lightweight Directory Servi
[ Active Directory Lightweight Directory Services computers.

[] Active Directory Rights Management Services
[ Application Server

O

[] DNS Server

[ Fax Server

[®] File and Storage Services (2 of 12 installed)
[ Hyper-v

[] Metwork Policy and Access Services

[] Print and Document Services
[] Remate Access
[] Remote Desktop Services

6. Add Roles and Features Wizard pop-up window will inform you about the role and features that
you add. Click on Add Features.

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DHCP Server Tools

Include management tools (if applicable)

| Add Features ‘ ‘ Cancel
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7. DHCP Server role is now selected in the list of Server Roles and press on Next

Select server roles

Before You Begin
Installation Type

Server Szlaction

Features
DHCP Sarver

Confirmation

Select one or more roles to install on the selected server,

Roles

[ Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

DHCP Serve

[] DNS Server
[] Fax Server
> [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[ Remote Access
[[] Remote Desktop Services

DESTINATION SERVER
Win2012

Description

Dynamic Hest Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

8. On Features screen is by default selected all required features for installation of DHCP Server role,

click on Next

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

DHCP Server

Confirmation

© Antamedia 2016

Select one or more features to install on the selected server.

Features

LNET Framewo:

[ [m] .NET Framework 4.5 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ Bitlocker Network Unlock

[] BranchCache

[7] Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[ Group Policy Management

[] 115 Hostable Web Core
Ink and Handwriting Services (Installed)

DESTIMATIOMN SERVER
Win2012

Description

NET Framework 3.5 combines the
power of the .NET Framewerk 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | [ Cancel
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9. At DHCP Server screen you will see a note which guide you to set static IP addresses on the
network connections and that you need carefully to plan subnets, scopes and exclusions before

installing DHCP Server. Click on Next

[ Add Roles and Features Wizard Hi-

DHCP Ser\;’ef stnmﬂoriji:r::i

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Things to note:

* You should configure at least one static IP address on this computer.

Confirmiation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

10. From Confirmation screen select option "Restart the destination server automatically if
required" and confirm it by pressing on Yes and new pop-up window. Then click on Install button.

= Add Roles and Features Wizard =N I

DESTIMATION SERVER

Confirm installation selections Win2012

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Add Roles and Features Wizard =

. If a restart is required, this server restarts autornatically, without
__I,; additional netifications, Do you want te allow automatic restarts?

Yes | No |

Export configuration
Specify an alternate source path

Next > Install Cancel
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11. When installation is finished you should press on "Complete DHCP configuration" link.

DESTINATIOMN SERVER

Installation progress Win2012

View installation progress

o Feature installation
| —
Configuration required. Installation succeeded on Win2012,

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
R te Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings.

| < Previous | ‘ Next > ‘ | Close | | Cancel |

12. DHCP Post-Install configuration wizard will start with "Description" and instructions about the
creation of security groups, here click on Commit

Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

<Prewous|| Next > | | Commit || Cancel
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13. From Summary screen click on Close button.

Summary

The status of the post install configuration steps are indicated below:

Summary

Creating security groups [ESESRE———— b 11

Please restart the DHCP server service on the target computer for the security groups to be
effective.

| < Previous || Next > | | Close | | Cancel |

14. Restart computer and from Server Manager press on Tools and choose DHCP.

a“ Da S h b 0a rd | I:' Manage Tools View Help

Component Services

Computer Management
Dashboard WELCOME TO SERVER MANAGER o
= Defragment and Optimize

Local Server i DHCP
ii All Servers . . Disk Cleanup
1] i ° Configure this local | gent viewer
= . . e iSCSI Initiator
g File and Storage Services b QUICK START ) )
Local Security Policy

2 Add roles and featu

Microsoft Azure Services
3 Addother serverstq | OPACData Sources (32-bi
ODBC Data Sources (64-bi

4 Create a server grou Performance Moritor
Resource Monitor

WHAT'S NEW

Connect this server { Security Configuration Wiz
Services

System Configuration

System Information
Task Scheduler
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15. From DHCP window select your server and click at IP4v4.

File  Action

View Help

e F B o HE 2

% DHCP
4 5 win2012
y
(.3 Server Options
[Z Policies
I [# Filters
b3 IPvE

-

A scope is arange of IP
addresses assigned to
computers requesting a
dynamic IP address. You must
create and configure a scope
before dynamic IP addresses
can be assigned.

To add a new scope, on the

Action menu, click New Scope.

For more information about
setting up a DHCP server, see
online Help.

Maore Actions

16. From IP4v4 right-click menu select New Scope

File Action

View Help

@ 7

BN

T DHCP
4 3 win2012

ﬁ Add a Scope

v

=g
& A
b B A
b IPVE

| Display Statistics...

| Mew Scope.

Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All S5copes...

Set Predefined Options...

Wiew

Refresh

Properties

Help

More Actions

Create a new sc
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17. From New Scope Wizard press on Next .

New Scope Wizard

Welcome to the New Scope
@ Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Mext.

| Mea || Cancel |

18. Set Scope Name and Description before you click on Next

MNew Scope Wizard
Scope Name —
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: ||'IDTSIDC't

Description: |hotspc|t.local

< Back || Meat > | | Cancel

© Antamedia 2016

36



‘ Gateway computer configuration
' ‘ Windows Server 2012

ANTAMEDIA

19. From IP Address Range screen enter Start IP address, End IP address, Length and Subnet
mask and click on Next

New Scope Wizard

IP Address Range —
You define the scope address range by identifying a set of consecutive IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: | 132.71688. 5 . 2

End IP address: | 192 . 168 . 9 . 254
Configuration settings that propagate to DHCFP Client

Length: 244;|
Subnet mask: 255.255 .255. 0

| <Back | Net> | | Cancel |

20. From Add Exclusions and Delay screen set excluded IP or range of addresses if it is required and
press on Next to continue with setup.

21. At Lease Duration screen set 8 hours as lease time duration. Shorter time interval is recommended
for wireless networks with higher number of new users. Click on Next.

New Scope Wizard

Lease Duration e
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainky of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fived
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Days: Hours: Minutes:
=1 Jurs | |

| o | 85 [ o

<Back || Net> | | Cancel
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22. From Configure DHCP Options select "Yes, i want to configure these options now" and click

on Next
New Scope Wizard
Configure DHCP Options —
You have to configure the most common DHCP options before clients can use the
SCOpE.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DMS servers, and WINS settings for that
sCOopE.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
¥ Yes, | want to configure these options now

" No, I will corfigure these options later

| <Back | Net> || camcel |

23. On Router (Default Gateway) screen type your NIC2 (Local) static IP address and press on Add
button. Then click on Next

MNew Scope Wizard

Router (Default Gateway) —
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:

192.168.9.1 Remove

Pl

¢<Back || Net> | | Cancel

© Antamedia 2016 38



‘ Gateway computer configuration
' ‘ Windows Server 2012

ANTAMEDIA

24. From Domain Name and DNS Servers you need to specify DNS settings (Parent domain, IP
addresses for DNS Servers). For Parent Domain you can enter the name of your Active Directory
domain or make up domain name if you don't have one (in this example "hotspot.local' domain is
used). We recommend using DNS addresses of your ISP or free public DNS servers as Google DNS
8.8.8.8 and 8.8.4.4. Add DNS in list and click on Next.

New Scope Wizard
Domain Name and DN5 Servers L
The Domain Mame System (DMNS) maps and translates domain names used by clients
on your netwark.

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

Parent domain: |h015p01-|0'33|

To configure scope clients to use DNS servers an your network, enter the |P addresses for those
servers.

Server name: IP address:

|
88838
8844

il

&
=}
0
L

<Back | Ned> | |
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25.You can set IP addresses of the WINS servers on the "WINS Servers" screen if needed and click on

Next

26. In Activate Scope screen select "Yes, i want to activate this scope now" and press on Next.

MNew Scope Wizard

Activate Scope

Clients can obtain address leases only f a scope is activated.

Do you wart to activate this scope now?
{* Yes, |wart to activate this scope now

" Mo, | will activate this scope later

Q

| <Back || Next>

| | Cancel

27. On Completing the New Scope Wizard click on Fnish.

MNew Scope Wizard

Completing the New Scope
@ Wizard

clicking on corfigure failover.

To close this wizard, click Finish.

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and

< Back || Finish

| | Cancel
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6.2 Configuring Routing

Follow these steps to configure connection sharing by using Routing And Remote Access Services on

Windows 2012:

1. Go to Server Manager - Roles screen and click Add roles and features.

iZf Dashboard

B Local Server

ii All Servers

1

#§ File and Storage Services P

DHCP

Server Manager

WELCOME TO SERVER MANAGER

“ Das h boa rd ' _: Manage Tools  View

o Configure this local server

QUICK START

Add roles and features

[

3 Add other servers to manage

WHAT'S NEW
4 (Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 2 | Servergroups: 1 | Servers total: 1

2. In Add Roles Wizard window from Before You Begin screen click Next.
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3. From Installation Type select "Role-based or feature-based installation" and click on Next

Before You Begin

Server Selection

DESTINATION SERVER

Select installation type Win2012

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous || Next > | | Install || Cancel |

4. From Server Selection screen choose "Select a server from the server pool’, press on your
server in the list and click on Next button.

DESTIMATIOM SERVER

Select destination server Win2012

Before You Begin

Installation Type

Server Roles

Features

© Antamedia 2016

Select a server or a virtual hard disk on which to install roles and features,

(®) Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter:

Name IP Address : Operating System

Win2012  192.168.118. .168.9. Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | | Install | ‘ Cancel
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5. On Server Roles screen select "Remote Access" role and click on Next

Select server roles

Before You Begin

Installation Type

Server Selection

Features
Remote Access

Role Services

Select one or more roles to install on the selected senver.

Roles

[ Active Directory Certificate Services

[] Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

DHCP Server (Installad)

[] DNS Server

[] Fax Server

[®] File and Storage Services (2 of 12 installed)
[ Hyper-V

[] Network Policy and Access Services

[ Print and Document Services

Remote Acces

[[] Remote Deskiop Services

w

DESTIMATION SERVER
Win2012

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network, Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

|<Previuus|| Next > |

[ nstal | [ cameel |

6. From Features screen is already selected all required features that should be activated, click on Next

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Remote Access

Role Services

© Antamedia 2016

Select one or more features to install on the selected server.

[» [E] .NET Framework 4.5 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Netwark Unlock

[] BranchCache

[ Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[] 115 Hostable Web Core

Ink and Handwriting Services (Installed)

i [ [+ |

DESTIMATIOM SERVER
Win2012

Deseription

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

<Previuus|| MNext > |
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7. On Remote Access screen are given information about all available options from the role. Click on

Next button.

Remote Access

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Remote A

Role Services

8. From Role Services screen select "Routing", this will bring you new pop-up window with required

DESTINATIOMN SERVER
Win2012

Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
netwaork as DirectAccess clients. Connectivity is seamless and transparent, and is available any time
client computers are located an the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements,

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network, It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers,

Configure RRAS routing features using the Routing and Remote Access console.

features for Routing, click on Add Features.

[

Add Roles and Features Wizard = | =

Select role services

DESTINATION SERVER
Win2012

Select the role se

Role services Add features that are required for Routing?

[] Directhccy You cannot install Routing unless the following role services or

features are also installed,
[WRouting
[ Web App Group Policy Management

RAS Connection Manager Administration Kit (CMAK) |E

Remote Access
DirectAccess and VPN (RAS)
Remote Server Administration Tools
4 Role Administration Tools
4 Remaote Access Management Tools

[Tools] Remote Access GUI and Command-Line Tog
W

<| m ) R

Include management tools (if applicable)

‘ Add Featurﬁ| | Cancel |

Install || Cancel |

< Previous | | Next > |
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9. This will also activate "DirectAccess and VPN (RAS)" by default and click on Next.

Select role services s

Win2012

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selection i i

DirectAccess and VPN (RAS) ST (Pl S T AT

Server Roles Routers, LAN Routers running BGP,
- Routin

RIP, and multicast capable routers
Features [] Web Application Proxy (IGMP Proxy).

Remote Accass

Web Server Role {I15)
Role Services

Confirmation

| < Previous | ‘ MNext > ‘ | Install | | Cancel |

10. It will bring Web Serve Role (IIS) screen on which you need to press on Next

Web Server R0|e (“S) DESTIMATIOM SERVER

Win2012

Before You Begin Web servers are computers ﬂ'la? let you share informatiuq over th_e Internet, or l_hrough intranets a_nd
extranets. The Web Server role includes Internet Information Services (1IS) 8.5 with enhanced security,
Installation Typa diagnestic and administration, a unified Web platform that integrates 1IS 8.5, ASP.NET, and Windows
Server Selection Communication Foundation.
Server Roles Things to note:
Features - . . g
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
Remote Accass server traffic, especially when there are multiple roles on this computer.

Role Services * The default installation for the Web Server (II5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IS

< Previous | ‘ MNext > ‘ | Install | | Cancel
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11. Role Services screen show list of services required for installation of Web Server (IIS), press on
Next.

DESTINATIOMN SERVER

Select role services T

8efore You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description

Server Selection o Web Server provides support for
Server Roles 4 HTML Web sites and optional

4 Commeon HTTP Features support for ASP.NET, ASP, and Web
Features Default Document server extensions. You can use the
Web Server to host an intemnal or
external Web site or to provide an
Role Services HTTP Errars environment for developers to

Web Server Role (IIS) Static Content create Web-based applications.
[] HTTP Redirection
[ WebDAY Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Logging Tools
[] ODBC Logging
O Request Monitor

Remote Access Directory Browsing

Confirmation

| < Previous | ‘ MNext > ‘ | Install | | Cancel |

12.From Confirmation screen select "Restart the destination server automatically if required’,
from pop-up windows click on Yes to allow automatic restart, and press on Install.

= Add Roles and Features Wizard =N HE

DESTIMATIOM SERVER

Confirm installation selections Win2012

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, dlick Previous to clear
T E their check boxes.

Features

Group Policy Managemen
RAS Connection M

Remote Access
Role Services
Web Server Role (115)

Role Services

Remote Access

DirectAccess 3 If a restart is required, this server restarts automatically, without

Routing / additional notifications. Do you want to allow automatic restarts?

Remote Server Ad
Role Administ)

Remote A

Rem

Remote Access module for Windows PowerShell

Export configuration settings.
Specify an alternate source path

<Previous | [ Ned> | [ sl |[ Cancel
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13. When installation is finished, close "Add roles and Features Wizard".
14. Go to Server Manager and from Tools panel click on "Routing and Remote Access"

Server Manager

@ v “ Remote Access Manage Tools  View Help

Component Services
B SERVERS Computer Management

=2 Dashboard All servers | 1 total Connection Manager Administrat
i Local Server e = Defragment and Optimize Drives
- Filter 0 () g ") -
W& All Servers DHCp

= a Disk Cleanu
T8 DHeP Server Name  IPv4 Address Manageability . d
= il ds Servi b Event Viewer

lie an torage Services

s 9 WIN2012 192.168.118.130,192.168.9. i Performance cou Group Policy Management

o Iis

Internet Information Services (IS)
Local Security Policy

Microsoft Azure Services
Network Policy Server

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor

EVENTS Remote Access Management

All events | 0 total Resource Monitor

‘ Eiltar (s} (= w (H] |

Routing and Remote Access

15. From Routing and Remote Access windows make right-click on your server and choose "
Configure and Enable Routing and Remote Access"

iy Routing and Remote Access = [ = -
File Action View Help
= HE XE &
% Server Status I—
& WiN2012 r| n = . - .

- - mnote Access
Configure and Enable Routing and Remote Access |

Disable Routing and Remote Access the Action menu, dlick

All Tasks » | Access.

View 3
Delete
Refresh

Properties

Help

Configures Routing and Remote Access for the selected server

16. From Routing and Remote Access Server Setup Wizard screen click on Next.
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17. From Configuration screen select "Network address translation (NAT)" and click on Next

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure vitual private network (VPN) Intemet connection.

{+ Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote networlk, such as a branch office.

" Custom corfiguration
Select any combination of the features available in Routing and Remote Access.

[ <Back || MNet> | [ Cancel |

18. On NAT Internet Connection select network interface which is used for connecting to Internet and
be sure that "Use this public interface to connect to the Internet" is used, then click on Next

Routing and Remote Access Server Setup Wizard

NAT Intemnet Connection
You can select an existing interface or create a new demand-dial interface for

client computers to connect to the Intemet.

{+ |Use this public interface to connect to the Intemet:
Networl Ir
MName Description

IP Address

NICT (intemet) _Intel(R) B2574L Gigabit Network Ca...  192.168.118.130
NIC2 (local)  Intel(R) B2574L Gigabit Network Co...  192.168.9.1

" Create a new demand-dial interface to the Intemet

Ademand-dial interface is activated when a client uses the Intemet. Select this
option if this server connects with a modem or by using the Point4o-Point Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.

<Back || Ned> | [ Cancel
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19. At Completing the Routing and Remote Access Server Setup Wizard press on Fnish

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary:

Corfigured NAT for the following Intemet interface:NICT | ~
(Intemet)

MAT relies on external DMS and DHCF servers. Confirm
that these services are configured property.

'S
To enable servers to respond to Intemet requests,
configure port mappings and update your firewall.
To close this wizard, click Finish.
| <Back | Fnsh | | Cancel |

20. It is required to change IS port from default port 80 in order to use Antamedia applications on
computer.

21.Go to Server Manager and select IS panel. From right click menu on you server select "Internet
Information Services (IIS) Manager"

= Server Manager == -

@ v Server Manager * IIS @1 F v Toos

_ = SERVERS -
i Dashboard E® ficenes 0w

i Local Server = = . =
- Fier s @ @~ ®

BE All Servers

ii DHCP Server‘l\a'ne |Pvd Address Manageability Last

g File and Storage Services P

WIN2012 192,168,171 i
Add Roles and Features

Shut Down Local Server

o Is

Jj-l Remote Access

Computer Management

Windows PowerShell

Configure NIC Teaming

‘Configure Windows Automatic Feedback

Internet Information Services (I15) Manager |

EVENTS

Al events | D tot . 5 -
nts[Otota Start Performance Counters :l
Filter Refresh v
Copy
Server Name ID  Severity Source log Date and Time b
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22. In Internet Information Services Manager select your server and from new pop-up set to stay

connected to latest Web Platform Components with click on Yes

s Internet Information Services (11S) Manager -|8] *
® ) [%» wmneo & @ -

File View Help

Q- &8
: ?j Start Page
b 93 WIN2D12 (WIN2012\Vladimir)

"§ WIN2012 Home

View Sites

Filter: + W Go - g Show All

o Get New Web Platform
s ~ Compenents

0 Help

Do you want te get started with Microsoft Web Platform to stay connected
with latest Web Platform Components?

["] De not show this message.

| Yes | | No | Cancel

= a ;

Ready

@ Features View |/ 2 Content View

View Application Pools

9.

23. Click again on your server and from Sites select "Default Web Site".
24. In Actions panel click on "Bindings" link

& » WIN2012 » Sites » Default Web Site »

File  View Help

@ -H|& e

0 Default Web Site Home

i i‘i Start Page

4 qﬂ WIN2012 (WIN20124VIadimir)
----- @ Application Pools

4-[8] Sites

b0 Default Web Site

Filter: ~ W Go - (g Show All

19 ~

B 9 o

Authentic... Compression  Default
Document

Directory  Error Pages Handler
Browsing Mappings

E= oy :
€ » @
HTTP IP Address Legging

Respon...  and Doma...

Ty

T Festures View |- ContentView

2 Explore
Edit Permissions...

Edit Site

Bindings...

asic Settings...
Basic Setting

View Applications

View Virtual Directories

Manage Website

Restart
Start
Stop
Browse Website

| Browse *:80 (http)
Advanced Settings...
Configure

Limits...

L@ Helo

25. From Site Bindings select type http with port 80 and click on Edit

26. In Edit Site Biding window change port 80 to some other port, for example port 90 and click on
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OK. After that close Site Bindings and Internet Information Services Manager window.

gy Internet Information Services (IIS) Manager -

a X

@"(_j. | @ » WIN2012 » Sites » Default Web Site »

"EEICE

Site Bindings

?xh

Type Host Mame Port IP Address
http *

Type: IP address:

Binding Informa... Add... fal

|http | |AII Unassigned

Haost name:

Ready

Example: www.contoso.com or marketing.contoso.com

Windows Server 2012 is now ready to forward packets from (internal) local network to the Internet and

to install Antamedia HotSpot.
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