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1 Introduction

1.1 What is Antamedia HotSpot ?

Antamedia HotSpot is a WiFi Hotspot management software which helps you in controlling and billing your
customers for the Internet usage. Antamedia HotSpot does not require any client software installations. It uses
captive portal technology to display login page in the customer browser. Upon connecting to your network (using
WiFi or cable), customer will be prompted to enter valid username and password to get the Internet access. After
successful login, your customer will see the remaining time and bandwidth quota, expiration date and other
relevant info. HotSpot keeps track of customer usage and shows warning message when the account is due to
expire, helping a customer to refill the account and continue using your service without interruption. Software
includes billing, statistics and reporting with many useful features. It is hardware independent and you can use any
type of access points, routers, switches and other equipment to control your Internet.

12 How CanltHelp You?

WiFiis a top amenity in today's hospitality. Offering free WiFi or high-speed Internet increases occupancy and
guest satisfaction. With Antamedia HotSpot you will be able to:

- create free WiFi or offer higher speeds for a fee or to selected members

- easily create separate logins for lobby, rooms, beach or restaurants with different look and access level - free or
paid

- integrate with your PMS system to automate Internet access. Guest will login with a room and name

- control and monitor Internet access in your guest rooms for any wired and wireless device

- provide reliable wireless Internet access in your restaurant, lobby and conference rooms

- maintain secure access to the Internet resources outside the hotel, like on golf courses or by the hotel pools.

Highly customizable user accounts are the major advantage of our solution. You can create limited accounts by
time and bandwidth quota, configure daily time limit, number of daily logins, number of simultaneous logins,
usage schedule (happy hour, nighttime, daytime, weekends ...) etc. In addition, it's very easy to offer paid Internet
access with higher speeds, quota or unlimited daily or monthly access.

Flexible architecture makes it suitable for different locations like restaurants, coffee shops, airports, cruise ships,
train stations, motels... Customers can sign-in online and pay using credit card or tickets can be printed in advance
and sold by front desk staff, receptionist, bartender, cybercafe operator, or by a vending machine. Antamedia does
not collect any fees, full revenue goes to you.

Antamedia HotSpot has advanced architecture which allows both simple and very large networks. You can start
offering WiFi services and grow slowly by adding new access points, connect different city areas, one step a time,
making you an Internet Service Provider. All accounts may be stored in a central database which is included free of
charge. Your customers will be able to connect to any WiFi HotSpot with their account.

© 2017 Antamedia 1
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2 Requirements

In order to control wireless users, Hotspot software has to be set up on a gateway computer in your network. For
minimal Hotspot configuration you need 3 devices:

- Hotspot gateway PC

- Internet modem/router

- Wi-Fi device for providing access to users (Wi-Fi router or access point)

System requirements for Hotspot gateway PC:

CPU: 2 gigahertz (GHz) or faster 64-bit (x64) processor

RAM: 4 gigabyte (GB)

NIC: 2 network interface cards, for maximum performance we recommend using Intel PRO/1000 (EXP19400PTBLK)
network adapters

0OS: Windows Server 2003, Server 2008, Server 2012, XP, Vista, Windows 7, Windows 8.1, Windows 10. We
recommend Windows Server OS with DHCP and RRAS roles configured within OS.

We strongly encourage you to install HotSpot on SSD drive because it can significantly improve software
performance. Most modern computers have one network card built in, the other one you will need to purchase
and install to computer's PCl slot. Please connect one network card to the Internet router and other one to Wi-Fi
device that your customers will use to access Hotspot. If you plan to use a Wi-Fi router to provide access for
customers, please connect it to Hotspot server PC using LAN (not WAN) port. Please note that the Hotspot server
network cards cannot be bridged. Hotspot (Internal) network should work in a different IP range than the External
network. Please refer to the diagrams for the example IP settings.

HOW TO CREATE A HOTSPOT

CONNECTING NETWORK CARDS ON YOUR PC

NIC?2 192.168.137.1
SUBNET 255.255.255.0
GATEWAY NOT NEEDED

DNS 8.8.8.8,8.8.4.4

NIC 1192.168.118.130
SUBNET 255.255.255.0

GATEWAY 192.168.118.1
DNS 8.8.8.8 or ISP DNS

Antamedia HotSpot
ICS enabled

NIC 1 ﬁWAN) connects —r

to the Internet NIC 2 (LAN) connects your
- Internet Router customers in Local Network
- Cable Modem : - Access Point

-3G /4G Modem - Switch

- Switch connected to the Internet - WiFi Router

© 2017 Antamedia 2
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2.1 Pre-installation Steps

Before installing Antamedia HotSpot software, please ensure that the following conditions are met:
v"Windows account on which software will be installed and used must have administrative privileges.
v Windows User Account Control is set to Never Notify level.

e Go to Windows Control Panel - User Accounts screen
¢ Click Change User Account Control settings link

¢ Move the slider to Never Notify level and click OK

e Restart the computer to apply changes

v Windows Smart Screen is turned off.

e Go to Windows Control Panel - Security and Maintenance screen.

e Click Change Windows Smart Screen settings

¢ In new window select "Don't do anything (turn off Windows Smart Screen)" and press OK
e Restart the computer to apply changes

v Windows Defender exclusions are set.

e Go to Windows Control Panel - Windows Defender and click Settings.

e Exclusion section press "Add an exclusion" to exclude C\Antamedia folder.

e Restart the computer to apply changes

v/ Static IP address is configured on NIC1, the network card connected to the Internet router/modem.
e Itisrecommended to set same IP address that is already assigned dynamically by router.

e To seewhich IP NIC1 has currently assigned, go to Windows Control Panel - Network and Sharing Center screen
o Click Change adapter settings link and double click the NIC1 (Internet) network adapter

& Network Connections — O >
1 @ <« Network and Internet » MNetwork Connections » v O Search Metwork Connections @
Organize = Disable this network device Diagnose this connection  » Bt~ mH 0
— | NIC1 (Internet) ~ | NIC2 (Local)
%g. MNetwork 3 %}E _ Unidentified network
mﬁ/ﬁf Intel(R) 82574L Gigabit Network C... fﬁ%y Intel(R) 82574L Gigabit Network C...
2items  1item selected i =

© 2017 Antamedia 3
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e From General tab press on Details button.

[ NICT (Internet) Status *
General
Connection

IPv4 Connectivity: Internet
IPwE Connectivity: Mo network access
Media State: Enabled
Duration: 00:25:47
Speed: 1.0 Gbps

Activity
Sent ——— &'I ——  Received
4
Bytes: 8,566,248 | 376,279,829
| QProperﬁes | | GDisabIe | | Diagnose |

e Hereyou will see all current network connection details that you need to set as static

Network Connection Details *

Network Connection Details:

Property Walue
Connection-specific DN....
Description Intel{R) 825741 Gigabit Network Connect
Physical Address 00-0C-25-E3-DD-38
DHCP Enabled Mo
IPv4 Address 1592.168.118.130
IPv4 Subnet Mask 255.255.255.0
|IPvd Default Gateway 152.168.118.2
IPv4 DNS Servers gaas

8844
IPvd WINS Server

MNetBIOS over Tepip En...  Yes

LinkJocal IPvE Address fedD:82cflac:4426:8013%3
|PvE Default Gateway

|IPvE DNS Server

© 2017 Antamedia 4
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e After that go to Windows Control Panel - Network and Sharing Center screen.
e Click Change adapter settings link.
¢ Right-click on NIC1 (Internet) and select Properties from menu.

& Network Connections — O X
1 --@ <« Network and Internet » MNetwork Connections v QO Search Metwork Connections 2
Organize = Disable this network device Diagnose this connection » E|Z: ~ [ 0
o~ | NICT (Internet) = | NIC2(Local)
%! ] k!  Unidentified network
w7 @ Dissble @ Intel(R) B2574L Gigabit Metwork C...
Status
Diagnose

) Bridge Connections

Create Shortcut

$ Delete

$ Rename

G Properties

2items  1item selected fz =

e Select Internet Protocol Version 4 (TCP/IPv4) and click Properties button.

[ NICT (Internet) Properties *
Networking  Sharing

Connect using:
ﬂ Intel(R) 82574L Gigabit Metwork Connection

This connection uses the following items:

9% Cliertt for Microsoft Networks ~
g File and Printer Sharing for Microsoft Metworks

Bl 0105 Packet Scheduler

Y |rtemet Protocol Version 4 (TCP/IPv4)

-4 Link-Layer Topology Discovery Mapper /0 Driver

[ s Microsoft Network Adapter Muttiplexor Protocol

& Microsoft LLDP Protocol Driver v
£ >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel

© 2017 Antamedia 5
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e Click Use the following IP address radio button and enter details that you get from ipconfig previously

Internet Protocol Version 4 (TCP/IPvd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 118 . 130
Subnet mask: 255 .255.255. O
Default gateway: 192 . 168 . 118 . 2

Obtain DMNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

oo || co
2B
AR
I;;

[Jvalidate settings upon exit Advarced...

o1 cone |

e Enter IP address (e.g. 192.168.118.130)

o Click in Subnet Mask field, value will be set automatically based on IP address, be sure that is same as in
Network Connection Details

e |P address of the default gateway (IP of the Internet router).

e Enter DNS addresses, it is recommended to use DNS addresses of your ISP or public DNS service such as Google
(8.8.8.8,8.8.4.4).

¢ (Click OK and close all dialog windows

v/ Static IP address is configured on NIC2, the network card connected to your internal network.

Please note that for this card you need to configure IP address (e.g. 192.168.9.1) and subnet mask (e.g.
255.255.255.0) but not Gateway IP

v There are no applications running on gateway PC that are using port 78, 80, 81, 82, 443, 463, 614, 12010, 1700,
1812, 1813 (lIS, proxy software).

v Configure computer to act as a gateway in your network using:
Windows Internet Connection Sharing, or
Routing and Remote Access with DHCP Server role, or
HotSpot NAT.

Setup instructions are available in our guide: http://www.antamedia.com/download/hotspot-setup-guide.pdf

© 2017 Antamedia 6
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How to configure DHCP for more than 254 clients ?

Internet modem/router cannot be used as DHCP server for your local network clients. DHCP server must be
configured only for the local network. Windows 7, Windows 8.1 and Windows 10. DHCP Server can not provide
more than 253 IP addresses for local network. If you want to use more than 253 addresses you can set it from
Windows Server 2003, Windows Server 2008 or Windows Server 2012 DHCP Server role. Also, you will need to set
subnet mask which will give you this ability. Be sure that you prepare all network devices on local network to use
the same subnet mask. Here are some examples

IP range (network - broadcast) Subnet Mask [P Quantity

192.168.137.0-192.168.137.255  255.255.255.0 256
192.168.136.0 - 192.168.137.255  255.255.254.0 512
192.168.136.0 - 192.168.139.255  255.255.252.0 1024
192.168.136.0 - 192.168.143.255 255.255.248.0 2048
192.168.128.0 - 192.168.143.255  255.255.240.0 4096
192.168.128.0 - 192.168.159.255  255.255.224.0 8192
192.168.128.0 - 192.168.191.255 255.255.192.0 16384
192.168.128.0 - 192.168.255.255  255.255.128.0 32768
192.168.0.0 - 192.168.255.255  255.255.0.0 65536
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2.2 Network Topology Examples

Here you can see several network topology examples that can give you better insight into how you should set
switches, access points and routers on a local network in order to control it from HotSpot gateway PC.

Devices in Local Network obtain
P address automatically

NIC2192.168.137.1
Subnet 255.255.255.0

- > -

Antamedia HotSpot

ICS enabled

Subnet 255,255.255.0
Gateway 192.168.1.1

‘ NIC1(1CS5) 192.168.1.2
DNS8.8.8.8,8.8.44

Access Point / WiFi Router

IP 192.168.137.5 Router
Subnet 255.255.255.0 [P 192.168.1.1
Gateway 192.168.137.1 ADSL
DNS8.8.8.8,8.8.4.4

nﬂ,m}n Inrnet

Devices in Local Network obtain Antamedia HotSpot
IP address automatically NIC 2 192.168.137.1

S ((“’é_

Subnet 255.255.255.0 [+~

[P 192.168.137.20
Subnet 255.255.255.0
‘ Gateway 192.168.137.1
g

DNS8.8.8.8,8.8.4.4

ANTAMEDIA
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18 N ICS enabled
- > -

. - NIC 1(1CS) 192.168.1.2
Access Point / WiFi Router Subnet 255.255.255.0
IP192.168.137.10 @ Gateway 192.168.1.1
Subnet 255.255.255.0 DNS8.8.8.8,8.8.4.4
Gateway 192.168.137.1 Switch
DNS8.8.8.8,8.8.4.4
Router
’ ({0 — IP192.168.1.1
ADSL
Access Point / WiFi Router

Internet
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(- <o

Access Point / WiFi Router Antamedia HotSpot

IP192.168.137.10 NIC2192.168.137.1

Subnet 255.255.255.0 '
Gateviy 1931661371 Subnet 255.255.255.0 i 1G5 enabled

: " DNS 8.8.8.8,8.8.4.4 e
| (< —

NIC 1 (1C5) 192.168.1.2
el Subiel 255.255.255.0

. - Gateway 192.168.1.1
Access Point / WiFi Router DNS 8883, 8.8.44
1P 192.168.137.20
Subnet 255.255.255.0
Gateway 192.168.137.1
DNS8.8.8.8,8.8.4.4 Router
| 1P 192.168.1.1
Ethernet Connection ADSL
Devices in Local Network obtain IP address automatically over Switch @
Internet

ANTAMEDIA
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3 Network Configuration

3.1 Network Setup

Network Setup page shows the following options:

Network Interface 1

Network Interface 2
Autostart HotSpot
Maximum users
Inactivity logout
DNS Redirector
Start

Stop

Save

Network interface which connects to your Internet router, modem, 3G-4G modem
etc.

Network interface which connects HotSpot to your client network

Automatically starts HotSpot control when program starts

Maximum number of users connected at the same time

Automatically disconnects a user after specified time of inactivity

Redirect devices and computers from local network to Internet based on DNS
Press Start button to activate HotSpot control

Press Stop button to deactivate HotSpot control

Save network settings

DEVICES

o b8

Editions Solutions _ Support
CreditCards |Whitshsts | URL h [ETET— i, |, [— [ :
_—— [Patme o [intemetpirs " |Fres Acem | Goud HotSpot | Wi Locatirs | Options _—
Metwork Setup [W [Fﬂaing [E\peedﬂoust [Aulduy?!

Please setup HotSpot as a gateway computer in your network

Please select correct network interfaces and press Start to activate HotSpot control.
ACCOUNTS

The first step in setting up the HotSpot is sharing Internet connection. This step is required in order to allow all

customers in your network to access the Internet.

There are several ways to share the Internet connection. It can be done by:

HotSpot 3 % | BuyLlicense
= —;4/ !If Inactivity logout
J [ Your Network [00 %] sec
STATISTICS | our " e
— DNS Redirector
N g |me==
Tz o ed to your -t Redirects devices with incorrectly
-3 Network Interface 1 Network Interface 2 configured DNS to the correct DNS 1P
OPERATOR -
—r t v Lo v— s
[2 8.141 ] [t92.168.9.1 |
[ [] Enable NAT (Internet Sharing) .
o
W
-
SENR [ Automatically Configure l How to configure 2
Femy Hotspot Setup Guide (PDF)
\ ) Hotspot Manual
L \\ [ Windows Server Configuration (PDF)
; sat | [Lst ] R e 2 et
‘J \‘\ op Watch Video
LOGOUT

Autostart HotSpot

Maximum users

Start Wizard

¢ Using Antamedia HotSpot NAT (Network Address Translation). Setup Wizard will help you to configure NAT
and give you sample how to configure connections of computers in your network

© 2017 Antamedia
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e Using Microsoft Internet Connection Sharing available in Windows operating system
¢ Using Routing and Remote Access available in Windows Server editions

After you configure Internet sharing, please select Network Interface which connects your network to the
HotSpot. On the selected network interface HotSpot will activate the integrated Web Server which is used to
display all pages to customers, like login, logout, info and welcome pages. By changing the network interface, IP
address will be automatically filled in. Please enable Autostart and press the Save button to store your settings.

The last option to configure is DNS redirector. Please type here one of the DNS addresses specified by your
Internet service provider, or any other working DNS server. This option helps in cases when customer has
incorrectly configured DNS address. HotSpot will redirect client to the correct address and DNS query will be

resolved.

The last step is clicking on Start button for activating HotSpot engine. From that moment your customers should
see login page in their browsers in attempt to connect to the Internet.

If login page doesn't appear, please check pre-installation steps| 31

© 2017 Antamedia 11
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3.2 DHCP Settings

Manually assigning IP addresses without a DHCP server can create havoc on your client network. Antamedia
Hotspot comes with built-in free OpenDHCP server, which can be used to assign dynamic IP addresses to client
devices on client network.

Before you can start using it, proper IP settings have to be configured. Please go to Hotspot - Setup - Network -
DHCP page and open DHCP Settings tab. Following settings need to be configured:

Default Gateway As Default Gateway address enter IP address of NIC2 (LAN) adapter in this field.

Subnet Mask Value in this field has to match value set in IP properties of NIC2 (LAN) adapter.

DNS1, DNS2 It is recommended to use DNS addresses of your ISP or public DNS servers such as
Google's (8.8.8.8, 8.8.4.4).

Lease is valid This option determines how long client devices can keep assigned IP address. It is

for__hours recommended to set value of 8 hours for wireless networks.

TAMEDT.
Editions Solutions Support
3 — — - . — —— .
Credit Cart i URL i Usage yEes tisil License
Network [Camae AP N e N N e W  Language
mvnES Network Setup DHCP [Fitering [speed Boost [Autclogin
Pa) ' '
DHCPSettings |Leases IFsedmacse [Excie [plosked mac [ 2osl
ACCOUNTS These settings wil be assigned to a device when it connects to the network and tries to obtain DHCP Engine: Open DHCP Server by Achal Dhir
IP address. Please enter your gateway and DNS IP addresses, and spedify lease duration (how
long device can keep assigned IP address).
Default Gateway: DNS1:
STATISTICS 192.168.9.1 8.8.38 Enable DHCP requests on all network interfaces (not recommended)
Subnet Mask: DNS2: Leaseisvalidfor 24 | hours
& |255.255.255.0 8.8.4.4
'OPERATOR
| Enable DHCP Server
g
i st || stop
#
s
Al
LoGOUT
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A pool of available addresses is automatically created based on IP settings of NIC2(LAN) adapter. If you need to
add a new pool or modify existing, it can be done on the page under IP Pool tab.

=
LB

Editions Solutions Support
[
CreditCards | Whitelists IURL | Email | s0dal Usage Schedule  Employees. | Advertising License
? S . —
DEVICES) Metwork Setup DHCP | Filtering Speed Boost | Autologin

" _ - — Ee— o % . -

m ‘!}ICPSEW |Leases | Fixed MAC-IP | Exclude TP | Blocked MAC | IP Pool

ACCOUNTS Please spedify a range of IP addresses which wil be assigned to devices. This is optional feature. If you da not

spedify it, DHCP Server will assign any available IP address from the selected network interface range.

Brasls o R
192,168.9.3 | 192.168.9.254

Ve
N e e

After you configure these settings, check Enable DHCP server and click Save button. Restart Hotspot and DHCP
will start automatically with it.
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3.3 Filtering

Antamedia HotSpot provides a feature to block access to specified hosts and ports. You can use it to block access
to certain websites, FTP servers, Email servers, P2P programs or a complete IP or PORT range. This feature controls
the outgoing traffic - what customers are trying to access.

To configure filtering, please enter the desired values in the following fields:
Starting and Ending IP address  Defines starting and ending IP of the range you wish to block
Starting and Ending port Defines starting and ending port of the range you wish to block

Please click Add button to add the defined rule to the list. To remove specified rule from the list, please select it
with left mouse click and press Remove button. When you finish adding rules, please press the Save button.

Editions Solutions Support
CredtCards | Whitdists g - Sacil (T, T, - -
Network [Daﬁ;ase [Pages [!ntanet?’lms [ﬁae Access [Uoud HotSpot [WF Locations [Dplxms h [La'lg)age
DEVRCES {Nemoﬂ( Setup [m{? Filtering [Speed Boost [Mwogh
£ 8
_IP and PORT Filtering
QOutgaing trafficis filtered with IP and port blocking rules. It is possible to blodk specific ports (ke FTP, SMTP) in a defined IP range, or to block the website IP
ACCOUNTS using 'Add URL' option. The Blocked website is redirected to the Restricted page (HotSpot IP and port 78), or you can redirect it to the desired IP and port (for
example your website IP and port 80).
) Starting IP address Redirect blocked website to IP
e _ Starting adc ngaddress  Portfrom Port ,7
157.166.226.25 | |io|213.95.138.236 213.95.138.236 80 &0 I B
STATISTICS Ending IF address |u|72.52.4.119 72.52.4.119 80 80 Redirect to port
157.166.226.26 ||212.58.246.72 212,58.246.79 80 a0 ﬁg &
| 212.58.244.22 212,58.244.22 80 a0
- Starting port |..|212.58.246.78 212.58.246.78 80 80
w 80 S | 212.58.244.23 212,58.244.23 80 20
OPERATOR Ending port | 217.26.213.71 217.26.213.71 80 80
= 157.166.226.25 157.166.226.25 80 30
80 : =
| e - Aok nebar
L 1
5
5 Add URL
serue = L mewm |
# $\\\w Save
A
LOGOUT

Blocking a website with Antamedia HotSpot is a simple task. To block the desired website, please enter URL
address in the Block website URL field and press Add URL button.

Please type URL without http://. For example, if you type www.porn.com and press Add URL, HotSpot will resolve
IP address where this website is hosted and store the IP address and the port in the restricted list (like 64.89.23.139
and port 80).

The blocked websites are redirected to a restricted web page. By default, HotSpot is serving the restricted page
from the port 78 and HotSpot IP address. You can configure the text which appears on the restricted web page in
HotSpot - Setup - Pages - Customize page, by editing Restricted page (Setup-Pages_.ntm. Please restart HotSpot
after these page modifications.
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If you do not wish to show the restricted page, but instead you wish to redirect customer to desired website, you
can modify default settings. Please enter IP in Redirect blocked website to IP field, and port in Redirect to port field.
If you are redirecting to your website, please enter your website host IP and the port 80.

All restricted traffic on ports, apart from port 80, is simply blocked. If you have the configured rules to block FTP,
SMTP and the other ports, a customer will not be able to access these services. There are no restricted messages in

this case.
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3.4 Speed Boost

Speed Boost option can be used to increase or decrease user Internet access speed during specific time interval.
You can use this feature to create happy hour, increase speed during the night, or grant specific account group
high speed in desired time interval. To configure it, please create usage schedule template that will be used to
activate speed change.

You may configure speed boost in several ways:

o forall accounts,

¢ only for accounts that belongs to specified account group,

o orfor all accounts that does not belong to specific group.

Speed change is configured in %. To double speed, please enter 200%, or to lower speed to half, enter 50%.

Enable Speed Boost Select it to activate speed boost.

Based on the selected usage From drop-down menu select usage schedule plan that will be used for speed
schedule plan boost.

Download Set download speed boost in percents.

Upload Set upload speed boost in percents.

Type From drop-down menu select type of accounts to which speed boost will apply

(for all accounts, only for account group or for all accounts except group)

ANTAMEDIA

)
\'
d

Editions Solutions Support

TR R T T T T e (oo
e — e T T R T (B
DEVACES [NeMkSEh.p o [l;-‘lCP [Htang : Speed Boost ﬂuh)logm )

_Speed Boost Setup

Use speed boost feature to increase (or decrease) user Internet access speed. To configure it, please create usage schedule template that will be used to start or
ACCOUNTS stop speed change. You may configure speed boost for all accounts, only to accounts that belogs to spedified account group, or for all accounts that does not
belong to specific group. Speed change is configured in %, so to double speed enter 200%, or to lower speed to half, enter 50%. You can use this featuer to
create happy hour, increase speed during the night, or grant specific account group high speed in desired time interval.

[ Enable Speed Boost

'

STATISTICS Based on the selected usage schedule plan
|Daytime ~
. Download Upload
Fw o % kS
OPERATOR Type
|For all accounts W |
-
SETUP
A
&
A
LOGOUT
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3.5 Autologin

Autologin feature automates the login process since a customer does not need to enter a username and
password. As soon as a customer connects to your network, HotSpot will detect it and automatically login
customer device. This way a customer skips the login page and has a feeling that the computer or device is always
connected to the Internet. However, HotSpot will track customer usage and logout account in case of inactivity.

=

Editions Solutions  Support
Crdtcatswhieksts e et [socal [Usage schece [enployees  Advertsng Lcense
Network [Da\abase [ B e e e W e [ r—
i [Netwofk sewp  loHCP Fitering [Speed Boost Autologin
[
_Autologin
Please specify the ports that will trigger the account autologin. This feature can be used to login selected accounts, spedified devices based on IP and MAC
ACCOUNTS address or VOIP phones, Please restart the software after enabling or disabling this feature.
[ Enable Autologin Port Description MAC based exception list MAC
\) : |0 BOI — helps to disable autologin |
TISTIH 1 feature on desired
s = Port 1 21 FTP computers. Please enter
25 : 0 25 SuTP computer MAC addresses
[ ) ) g 53 DNS
', Description (optional) . i Exdude MAC
T rce—
'OPERATOR
;!
)/
-
SETUP
Feature can be used to
; O prevent assodating user
ol accounts to a publidy
& J;\\h shared computers
o e
LoGOUT L would like to add ports automaticall

55 s i S |

How to configure Autologin ?

1.You have to Enable Autologin globally in the software

2.In Manage Account page please Enable Autologin to allow autologin for that account. By default, this option
is enabled while generating the accounts so this step is usually not necessary.

3. Customer has to login initially in order to store MAC address of computer in HotSpot database. From that

moment, autologin will be functional for that account. MAC address is stored in Account Manage Account page,
in a field below Fixed MAC option.

This feature can be used to allow desired devices (like VOIP phones) to access network automatically. In order to
do this, you have to create the accounts for each device and store its MAC address manually. You will also have to
add VOIP ports that should trigger the autologin. By default, HTTP, FTP, SMTP, DNS, POP and SSL ports are stored
in autologin ports list. This means that autologin will be activated if a customer tries to access the Internet by using
any browser, FTP software or tries to send or receive Emails. You can add additional ports required for other
applications. You can also disable autologin on some devices by adding their MAC address to the MAC exception
list.

© 2017 Antamedia 17



A Antamedia HotSpot Manual

' ‘ Database Server

ANTAMEDIA

4 Database Server

Antamedia Database Server stores the data from Antamedia software (customers accounts, pricing plans, bills,
statistics, reports, action log etc.). Database Server is installed from HotSpot Installer using Express Installation or
using Custom Installation process when you need to select to install it separately from HotSpot package.

Database server can be installed on the same computer as Antamedia HotSpot or some other computer. For
standard HotSpot installation and usage scenario Database Server can be located on the same computer,
assuming that such computer is fast enough to handle all tasks. Please use Task Manager to monitor system
resources and CPU usage. When idle, HotSpot and Database Server doesn't show any significant CPU usage.
However, with large number of concurrent users, HotSpot and Database Server might reach 40-50% of CPU usage,
and this is a sign to move Database Server to other computer or to get faster computer.

Upon installing Database Server, Installer will start ADBConfigurator (Antamedia Database Configurator) which will
perform maintenance, update and add new database tables, stored procedures, triggers etc.

Session Address Process Created On
% Administrator:3 127.0.041 W2012:2980 1/22/2017 11:54:58 PM

E 2 Administratord 192.168.9.1 W2012:1056 1/23/2017 12:14:58 AM

| Tasks

R Stop Server

| Server Details

ADBSERVER
Database Server

Mode: Application
IP Address: All Addresses
Port: 12010

Version: 2.11 Build 1
Licensed Sessions: 4096

Config Folder:
ChAntamedia\DBServert,

Large File Support: Mo
Max Log File Size: 1048576

Standard NULL Behavior: Yes
Temnp Tables Folder:
ChAntamedia\DBServert,

Up Time: 43 Minutes, 4 Seconds Sessions: 2 Connected: 2

If you intend to run multiple HotSpots and share the accounts between these locations, you will have to install
Database Server on a computer with Public IP address (accessible from Internet). This way, all HotSpots will be able
to connect to one Database Server.
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4.1 Database Settings

When the HotSpot is started for the first time, Setup Wizard will automatically configure Database Server IP
address. If you have installed Database Server on other computer, please configure correct IP address.

Database settings page contains following options:

DBServer IP Address IP address of the computer where Database Server has been installed. This IP is
usually the same as HotSpot IP address

DBServer Port Port used by Database Server. Default port is 12010*.

DBServer Username Database Server username. Default username is Administrator¥.
DBServer Password Database Server Password. Default password is EDBDefault*

DBServer Compression If HotSpot is connected to the Database Server through the Internet it is

recommended to use higher compression to get faster response from the
database. When running on the same computer, default compression setting (6) is

recommended.
Save & Reconnect Save settings and reconnect HotSpot to the Database Server
With search and sorting With this option enabled you have ability to sort accounts (per name, IP, time
functionality on grid etc.). If you are using computer with slower CPU and Ram memory, it is
headers recommended not to use this option.

Without search and sorting Account sorting is disabled and HotSpot will display accounts much faster and get
functionality on grid overall better performance. It is recommended to select this option.
headers

Always display only 1000 first If you have a large database and experience slow display of accounts when clicking

accounts on ACCOUNTS button, please consider using this option. It will significantly speed
up database display on screen as only first 1000 accounts from result set will be
displayed.

*Please note that the default port, username and password can be changed in the Database Server configuration
menu
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‘an .
Editions Solutions Support
Credit Cards [\M’itek\s [Lﬁi [Emd [S&xﬁ [Usage Schedule [Errﬂnyees [ldveﬂ:’m’wg [chense
[
Metwork Database [Pages [htel'netPla"s [Free Access [Goud HotSpot [W Locations [OMX’“S [Lawg:age
DEVICES Settings [Maw\:enmce [hpmt Accounts [Prht and Export [Da\d)ase Backup
F1 )
_Database Settings
ACCOUNTS i 5
DBServer IP Address DBServer Username Flease choose how accounts are displayed:
|127.0‘0.1 | |Adm\nish'ainr | ] With search and sorting functionality on grid
headers (slower)
DBServer Part DBServer Password Without search and sorting functionality on grid
|].2010 o | |EJEDefauIt | headers (a few times faster)
STATISTICS X
DBServer Compression [ Always display 1000 first accounts only
o Save & Reconnect
[ ot -0
i - Software reinstall might cause in some cases incorrect.
OPERATOR account updates, and display of the old accounts (in
the small generate box) while generating a new ones.
Click the button below to fix this issue.
A Fix GeneratelD Order
.
SETUP
A
h 4
A
LOGOUT

4.2 Database Maintenance

Everyday HotSpot activity increases database size. Although HotSpot can handle large amount of data, it might be
a good idea to perform maintenance on a regular basis or to enable hourly, daily or weekly automatic
maintenance. With default HotSpot setting all the accounts are displayed after clicking on ACCOUNTS button.
With large database and many old and expired accounts it might take time to show them on screen. Account
maintenance can help you keep the database fresh and speed up the display of accounts.

To enable automatic maintenance, go to HotSpot - Setup - Database - Maintenance page, enable Auto delete
expired accounts option, set desired recurring interval and configure needed additional options. Other manual
account maintenance options available on the page are:

Expire Before Use it to delete the accounts which expired before the specified date

Last used before Delete old accounts that have not been used lately

Time left less than Use it to delete accounts with few minutes left time. In the field specify the time
interval in minutes

Quota left less than This filtering option will remove accounts with quota less than secified

Inactive Delete all deactivated accounts

Unsold Delete the account that is generated with Sell Later option enabled, but not sold yet

After selecting the desired options, please click Delete Accounts to delete the accounts from the database.
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Editions Solutions Support
¥
Network Database [FBSES [[rlta’netl’!ms [FTEE Access [doud HotSpot [WF! Locations [ﬂphons [ng.lage
DEVICES Settings Maintenance [[npm't Accounts [Pmt and Export [Dalzbase Badkup
(34
Account Maintenance
This option helps you delete the group of accounts generated
and saved with the same ID
AccounTs Delete all accounts that match any of the following conditions: Account group 1D
Cleredbete e zism | sccouts
[l Last used before 15{2017 12:15:00 M Accounts |Password  Time |Cuotz,
[] Time left less than o S| minutes
STATISTICS ] ot s o
[ inactive
T e

OPERATOR
["] Auto Delete Expire Accounts

. [ Hourly [ paily [ weekly
y

SETUP Delete All Accounts in the Database
Warning: You will loose all data as this
o option cannot be undone.
rm Delete log entries from
L 1f1f2017 ~ to |1/1/2017 ~ Delete
LOGOUT

We also recommend to Delete Log entries. It is recommended to keep logs from last month.

No matter how careful you are, there are cases when you as Administrator or Operator create a bunch of accounts
using wrong pricing plan or wrong Prefix and those accounts should be removed from Database.

Best way to do it is to delete whole set of accounts using Generate 1D used for account creation.

Find set of accounts using Account group ID and press Delete Accounts button.

In case that you want to remove all accounts from database at same time, press Delete All Accounts button.

Please be careful with these options since deleted accounts can not be restored.
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4.3 Importing Accounts

Sometimes there may be a need to import accounts to Hotspot from external sources. That can be easily
accomplished using this option. Your only concern is to provide a properly formatted file with delimited values
(.csv). Fields should be sorted this way:
"Account","Password","Time Left","Expire","Download","Upload","Quota", "Money"

Note that expire date cannot be imported currently, leave that field blank. Time Left field uses seconds as unit.
Download,Upload and Quota fields use bytes.

Import page is located on HotSpot - Setup - Database - Import Accounts tab and contains following options:

& W
nnnnnnnnn
Editions Solutions Support
T
Metwork Database [Pages [lr!!z'ﬂetﬁa!s [Fvee Access [chd HotSpot [WF Locations [Ophons (ngsage

DEVICES [Se“ﬂgs [Ma\kzna\ce Import Accounts [Pf"\t and Export [Da!ﬂ)ase Badwup

o PR
Import Accounts from file
This option helps you to import accounts from external file
ACCOUNTS Search Data separator
| fo] Open fie ] [ Clear grid
_ Account |Password |Type |Plan ID Time Left Unl Quota Unl Download | Upload Expire

STATISTICS

OPERATOR

A

-
SETUP
#
'f ‘i [ Select Al ] [ None I Impart my account limitations from the file
LOGOUT ["] Assign internet plan values when import values are not available

Search
Data separator

Import my account limitations
from the file

Assign price plan values when
import values not available
Please select price plan

Import Data

© 2017 Antamedia

Search accounts in the import list
Delimiter used in imported file

Choose whether to import account limitations like download and upload
rate, quota etc.

Check this option to assign values of desired price plan to imported
accounts ifimport values are not available
From list select price plan that will be used for import

Press on this button to import accounts
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44  Accounts Print and Export

Antamedia Hotspot allows you to print the account list or export it to many different file formats (txt, html, pdf,
Csv, jpeg etc.).
To print or export the account list, please follow these steps:

Open HotSpot - Setup - Database - Print and Export page

Select account type from the drop-down menu

(Optional) Enter the name to filter account list

Click Show button (account list will appear)

Click Print button

Print preview will open (this may take some time depending on database size)
To export the account list click on export icon, choose a file format and click ok
To print the list click on the printer icon and click OK in the print dialog

O NV A WN =

ANTAMEDLA

— Editions Solutions Support
CreditCards | Whitelists JtrL Emai |socil Usage Schece  |Employess  |Advertisng | License
’;

Network Database |P39ES ‘II’“EIIE[HE’IS |FreeAccess ‘{lnudHnl&mt |Wﬁlomlinns |m€lﬁ |La'|g.|age
DEVICES |Seumgs ‘MZIIE'B'ICE |I|lq:xrt Accounts Print and Export Database Backup
8
m Print and Export
ACCOUNTS To export accounts, please dick on Print and choose a desired export format from the print preview, Please be patient, this might be a lengthy process with a large
database.
Account Type Filter by account name
[l Accounts < | Show | Frint and Export
STATISTICS Accounts  Password  MAC Time Quota [Download  Upload  Expiration  Firstname  Lastr
OPERATOR
A
- 3
SETUP
a}m
L & £E | [
LOGOUT

© 2017 Antamedia 23



A Antamedia HotSpot Manual

' ‘ Database Server

ANTAMEDIA

4.5 Database Backup

Database backup feature is useful in case of unexpected events like sudden power interruption, which can corrupt
parts or the whole database in some cases. If such problem occurs you can restore a database backup taken
earlier, and prevent possible data losses. Backups can be created manually or automatically on daily, weekly or
monthly basis. Settings for this feature can be configured from HotSpot - Setup - Database - Database Backup
page. Backup files are saved in C:\Antamedia\DBServer\Database\Backup folder.

Aumuznm

Editions Solutions Support
Credit Cards Wht&s‘s [LRL [Emd [Sood [Usage Schedule [ErrduVEES [Adva\iﬂ"‘g [cha'!se

Database [Pages [Yn\:emetHa'\s [Fme Access [C!oud HotSpot [Wﬁ Locations [Op‘hms [La’vg.:age

[Senngs Mmta’\awce [hmwt Accounts [PrhtawdEmort Database Backup

m _Database Backup Settings
TISTI
N

[v| Enable Automatic Database Backup

Backup_2017-01-23_00-42 1/23/2017 12:42:17 AM

[ Daily

[] Weekly [Monday < [o8:002m

[+ Monthly 11 ~ | |oa:00 am

OPERATOR

ﬂ If you wish to backup database files right now,
s/ ease didk the button bellow

2 P

SETUP

Backup Now

Show Backup List
Ll
'j To restore a backup from the list, please use EDBManager while HotSpot is dosed.
LOGOUT

To restore a database backup, please follow these steps:

Close HotSpot software and any Operator that connects to database, even as service in the background. Go to
Windows Task manager and from Process tab find and stop AHotSpot.exe and ADBHS.exe To make database
backup copy C:\Antamedia\DBServer\Database folder to some other location.

Download EDBManager application. Extract downloaded file to desktop and start it. In EDBManager create new
(Admin) session. In General tab please select Remote not Local. In the Login fields type 'Administrator’ as
username and default password 'EDBDeafult'. Username and the password are the same as it is set in the
software Setup - Database - Database settings tab.

Go to Databases and find AntamediaDB. Press Restore Database. In new window you will see a list with the
backups stored at the C:\Antamedia\DBServer\Database\Backup folder. Select which you want to restore and
press OK.

Database will be restored and you can close EDBManager and start Hotspot software.
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46 Connecting Multiple HotSpots

Large networks, consisting of several HotSpots spread in different city locations, can use the same Database Server
in order to share data. The same accounts, price plans, usage schedule and other data can be used in any of these
connected locations.

In order to connect multiple HotSpots you have to:

1. Install Database Server on a computer with Public [P address (accessible from Internet). This way, all HotSpots
will be able to connect to one Database Server.

2.0n every HotSpot, please configure Database IP address in HotSpot - Setup - Database - Settings page. IP which
you should enter is the public IP address

3. Make sure that firewalls are not blocking communication between HotSpots and Database Server

HotSpot Location 1

ﬁ-
1 1

Connected to the Internet ~ Connected to Local Network

Database Server

L]
|

HotSpot Location 2

Connected to the Internet Connected to Local Network

Connected to the Internet

Inrnet

HotSpot Location 3

— o
| |

Connected to the Internet ~~ Connected to Local Network

Please note, Antamedia Database Server can be installed on any of the HotSpot locations. For example, you can
install Database Server on HotSpot location 1 and configure other two HotSpot locations to connect to the IP
address of the first location.
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Benefits

- Customers can use account in any of the connected HotSpots.

- Accounts can be created in any of the connected HotSpots. It can be created even from administrator home or
different country.

- You can use multiple Internet connections for your network. For example, every HotSpot can use it is own ADSL
connection for group of users connected to that HotSpot. This can help you to decrease total traffic through the
network backbones.

How to be sure that everythingis working ?

Create accounts on one HotSpot, then click on ACCOUNTS button on the second HotSpot. If you see newly
created accounts, you've configured it correctly.
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5 Login, Sighup and Logout

5.1 Login

When a customer connects to your network and type any website address, login page will be displayed in a
browser. Customer have to login to get Internet access. There are many types of login pages, such as login with
username and password, ticket (voucher), hotel login with room number and guest name, free login, social login
etc.

Default login page contains Username and Password fields, Login button, Free trial, Sign Up, Upgrade now!
and I need help! link. The customer needs to type correct account information - Username and Password and
press Login button. HotSpot verifies this information in database and if the customer entered correct details, login
would be granted.

[@ niprne2iseatsiogin 2+ ¢ || @ wifi Hotspot x e & ® & hitp://1921689.1/login? O ~ & || & Wifi Hotspot

€ WI-FI HOTSPOT

Welcome USER1, you are now logged in.

©) WI-FI HOTSPOT

Please login Please click ihe CONTINUE bution or type desired website URL.

Thank you for using our service.

Username
CONTINUE

Password

Login with social account

(¢ v N in NG N v

Upgrade | need help!

Time: 10:00
Quota: Unlimited

Download: 100 KB

Upload: 100 KB
Last used:

Expires:

Account

Refill

Customer types username and password and clicks Welcome screen shows account details, and redirects to
Login button. the page which customer requested after CONTINUE
button is clicked.
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Welcome page is useful as it keeps a customer

@ hitp://192.168.9.1:321/ P~ ¢ |2 WifiHotspet € Customer ...
informed about the time and bandwidth quota left,
upload and download speed, last used and expiration @ CUSTOMER PORTAL
date. Customer may click Account link to get details N
about usage. To get Internet access, customer can m Reports support Logout
click Continue button. e e

Welcome Joe Brown

800 Kb 800 Kb prepaid
Unlimited 10:00 Check Email and Social Networks
Daily Quota Left Daily Time Left Expiration
Unlimited Unlimited 2/22/2017 10:55:01 AM
Total Time Status Last Used
0:00 Active Not Used
Refill button from the Welcome page is used for -
) @ hitp://192.168.9.1/1fil2 O ~ & || @ Wifi Hotspot x

refilling pre-paid account with a refill code. Customer

have to enter Account Username, Password and a
' ) WI-
valid Refill code. €y WI-FI HOTSPOT

Please enter username,
password and refill voucher code

Username
Password

Refill code

CONTINUE
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Help page explains that HotSpot is commercial and = ,

i K o © hitp://1921689.1/help O = C || & Wifi Hotspot x

that customer should buy a ticket. This page can be

dified to sh tact bers, live chat

mo ITlea to snow your contact numapers, live cha @ WI‘F' HOTSPOT
link, terms of usage etc. -

This is a commercial Hotspot and you need to buy a ticket with a
valid username and password in order to get Internet access.

Once you login, you will be able to use Intemet as long as you

have time or bandwidth left. If you need faster access or intend

to download large files from Internet, please request a special
ticket from Hotspot operator.

During your session, you can get information about time and
bandwidth usage from the Info page.

If you need an account, please signup. You can choose
usermname, password, Internet plan and pay with your credit
card

Thank you for using our service.

Upgrade link helps existing customers to top up

account with one of defined Internet plans.
@€ WI-FI HOTSPOT

Please enter username and
password

Usemame
Password
Confirm password
Emait

First name

Phone

Internet Plans

i Check Email and Social Networks

High Speed Access (3x Faster)

One Week Internet Access (5h & 1GB Daily)
Daily Intemet Pass (256MB Data Transfer)
One Month Unlimited Access

Daytime Access 8AM-8PM

CONTINUE
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5.2 SignUp

If you accept credit cards, a customer can click Signup link and pay for Internet access. Customer will choose
username and password, select a price plan and pay with a credit card.

0‘@ htp//192:188.9.1/signup © ~ € || 8 Wifi Hotspet x

) WI-FI HOTSPOT
& @) WI-FI HOTSPOT

Sign up for the Internet access

Usemame

Enter your billing info
Pian: Check Email and Social Networks
Total Price: $2.00
Confirm password
First name
Internet Plans

Check Email and Social Networks Last name

High Speed Access (3x Faster) Street

One Week Internet Access (5h & 1GB Daily)
Daily Internet Pass (256MB Data Transfer) City

One Month Uniimited Access
Post code

Daylime Access 8AM-8PM

CONTINUE

State

Country

Phone
Emai
Visa
Credit Card Number
CVV2 Code
‘Credit card expiration
01 v 2020 ~

BUY NOW

Please wail after pressing the Buy Now button.

The same Signup link can be used to wy 1. e e e
refill existing account. Customer ; s
should enter the existing username and
type (and confirm) a password.
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53 Logout

HotSpot users will be logged out automatically when time or bandwidth quota expires. Of course, there are other
parameters that can cause logout, like daily time or quota expiration, an account expiry date has been reached,
usage schedule definition, or when a user did not perform any activity in the specified time (like computer
shutdown, forgot to logout manually etc). User can logout in different ways:

1. By clicking Logout button located on Infobox pop-up menu (displayed after login)
2. By clicking Logout button located on Info page (like http://ServerlP/info)

3. By typing keyword LogMeOut in browser address bar (like http://ServerlP/logout). This keyword is tracked in
two ways:

- through the NetBIOS (if a customer has enabled NetBIOS in network interface used to connect to your network).
This feature is available in all the editions.

- as a URL Keyword function located in HotSpot - Setup - URL - URL Keyword tab, that functions as a parser of
incoming traffic. The second case require URL Tracking feature enabled, which is available in Premium edition.

4. Automatically if a user has not performed any Internet activity in the specified time. Inactivity timeout should
be active on account and set in HotSpot - Setup - Network - Network setup page.

o )| @ nttp192.1689.1/10g07 P ~ & || @ wifi Hotspot x|

€y WI-FI HOTSPOT

Thank you for using our service.

We look forward fo seeing you again.
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6 Whatis User, Ticket and Refill ?

Before we start with the instructions how to create accounts let us explain differences first.
User accounts are represented with Username and Password required for login to HotSpot.
Tickets are represented with a code, which is a sequence of letters and numbers. Tickets are PrePaid based.

Refills are not login accounts. Refills are used to add more time or bandwidth quota to an already existing PrePaid
user account or Ticket.

Usage based accounts are postpaid accounts which have 0 values for time and quota, and these are increased
during usage. Customers can be billed later at desired time intervals.

Free accounts are accounts without price, after generating they are not shown in sales report.

Za

Editions Solutions Support
[ All Accounts '] [ Free Access ]
Account Type IP address Status. Time Quota Expiration LastUsed -
DEVICES . Unlimited
) USER2 Postpaid . Unlimited Unlimited
UMLIMITED Prepaid . Unlimited Unlimited
GUEST1 Prepaid . 20:00 Unlimited
GUEST2 Postpaid . Unlimited Unlimited
ACCOUNTS USER3 Prepaid . 0:15 Unlimited
USER4 Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USERG Prepaid . 0:15 Unlimited
USER7 Prepaid . 0:15 Unlimited
STATISTICS USERS Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USER 10 Prepaid . 0:15 Unlimited
! USER11 Prepaid . 0:15 Unlimited
’w USER12 Prepaid . 0:15 Unlimited
GUESTS11 Prepaid . 0:15 Unlimited
(OETRATOR GUESTS12 Prepaid . 0:15 Unlimited
' GUESTS13 Prepaid . 0:15 Unlimited
GUESTS14 Prepaid . 0:15 Unlimited
| GUESTS15 Prepaid . 0:15 Unlimited
- 2 GUESTS16 Prepaid . 0:15 Unlimited 7
SETUP GUESTS17 Prepaid . 0:15 Unlimited
GUESTS18 Prepaid . 0:15 Unlimited
. O GUESTS19 Prepaid . 0:15 Uniimited <
rm Search
L | cenerate Accounts | |  pdsteacounts | [ prcandegot -
LOGOUT
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7 Creating Accounts

7.1 Generate Accounts

Generate Accounts option is located in Accounts tab, which is available from the main HotSpot screen. The
same option is used to generate: Users, Free accounts, Tickets, Refills and Usage based accounts. HotSpot takes
care to generate unique accounts, with settings defined by Internet Plan. Each price plan has price, time,
bandwidth quota, expiration date and other options. However, administrator or employee (with appropriate
access rights) is able to modify any of the settings before generating accounts.

Generate Accounts page has following options:

Generate _ Please enter how many accounts you want to generate
Type Select the type of accounts
Internet Plan Choose a Price Plan to define parameters of new accounts
Discount Select the discount you want to apply to generated accounts
Editions Solutions Support
é All Accounts ~ G Options
s [C— —
nr USER2 Type
UNLIMITED e
m s Dscount
GUEST2
ACCOUNTS
| Account |Password =
USER3 BBCPS
USER4 MK 1T =
STATISTICS USERS ESUMX Username USER
USERE CFMWC ~
Teee N Start number
o USERS 71z fesskadb ot
m USERS w3857
USER 10 SRPUE
OPERATOR USER11 K434 New accounts sell now
.- e DTS
L I would like to modify Internet plans
A I would like to modify print options
SETUP
e, /
~- -
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Depending of Type selection, different options will appear in the right side of the screen:

Prefix A word which comes as a first part of the generated account username (like NEW)
Start Number Defines starting number to be added to prefix (like 21). With this examples, accounts
that will be created are NEW21, NEW22, NEW23 etc.
Password Length Defines how many characters (letters and numbers) will a password have
Length Defines how many characters (letters and numbers) will ticket or refill have
Username LISER.
Start number Length Characters

1% =t
L4

Password Length

When generating user accounts When generating tickets or refills
Sell now Accounts are saved in the database, sold and added to bills and statistics, and ready
for use.
Sell later Accounts are saved in the database, and will be sold on the first usage or when

operator click Sell button in Accounts page

Generate Use generate button to create new user account, ticket or refill
Save Save generated accounts in the database
Cancel Close Generate Accounts tab

What are the steps to generate accounts?
1. Type 10 to generate 10 accounts

2. Select type of account

3. Choose desired price plan

4. Optionally select discount

5.Click Generate

6. Click Save

If you want to print accounts directly, without print preview, you can select No Preview option in HotSpot - Setup
- Options - Print Options[ 4,
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7.2 Modify Generate Options

Generate options are automatically filled in when you choose a price plan. However, if you like to modify some
option (like increase download for next 10 accounts you make) you can do it using Options page.

Generate Accounts Options

Quota [ Bandwidth quota daily imit
Unlimited quota [ Bandwidth quota monthly limit
S s ke v
Download
[ when quota is exceeded, limit speed to
Upload [ Limit daily time usage Daownload
T n L —E YN
|| Limit monthly time usage Upload
Time [ 0¢|n[ og|mn \ 0 2| |kb (bits) |
[ 02|h [15 % min [ 0 3]5ec
[ Unlimited time [ Multilogin with maximum

Simultaneous logins

[ Enable Usage Schedule - days and time for account login

D Accounts expire on

|Dayﬁme hd |
I would like to add samples or modify usage schedule templates
Accounts expire in
days from first use Accounts are Activel Account Group FEEEE
Accounts expire in Inactivity imeout
days from last use Autologin
["] Limit the number of daily logins QfF=re
0 7| Logins
Quota Total bandwidth traffic available to a user for downloading or uploading. It is usually

displayed MB, GB or TB depending on value. Quota is not a sum of download and
upload traffic. If you define 100 GB as quota, user can download and upload maximum
of 100 GB, whichever comes first.

Unlimited Quota Enable this option if you do not wish to limit users by bandwidth quota

Download Download rate limitation. Download rate can be displayed in: KBytes, Kbits, MBytes or
Mbits. Like 1 Mbit/s

Upload Upload rate limitation.
Time Time available for Internet usage. It is measured in seconds
Unlimited Time Enable this option if you do not wish to limit users by time. It is useful if you charge

users by bandwidth or users pay monthly fees

Accounts expires on Set the date when account expires. After expiration date account can not be used
anymore for login and user will see a message that account has expired

Accounts expire in _ Number of days in which will account expire from the first login. For example, if you set
days from first usage  to 10 days, and user will not be able to login on 11th day from first login
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Accounts expire in _
days from last usage

Limit number of daily
logins

Bandwidth quota daily
limit

Bandwidth quota
monthly limit

Limit daily time usage

Limit monthly time
usage

When quota is
exceeded, limit
download speed to
When quota is
exceeded, limit upload
speed to

Multilogin with
maximum _
simultaneous logins

Enable Usage schedule -
days and time for
account login

Accounts are Active

Inactivity timeout
Autologin
Fixed MAC

Account Group

© 2017 Antamedia

Number of days in which will account expire from the last login. For example, if you set
to 10 days, and user does not login in the next 11 days, account will expire

Limit how many times user can login on daily basis

Total bandwidth traffic available to user on daily basis. When all daily quota is used, user
can login on the next day

Total bandwidth traffic available to user per month. When this option is turned on, it will
apply to the rest of the current month, not to the next 30 days.

Total time available for Internet usage on daily basis. When all daily time is used, user
can login on the next day

Total time available to user per month. When this option is turned on, it will apply to the
rest of the current month, not to the next 30 days.

When user reach quota limit set download speed to __

When user reach quota limit set upload speed to __

Multilogin option allows more than one user (computer) to login with the same
account. Users sharing one account also shares total download and upload rate. For
example, 100 KB/s can be used by one user, or it can be used for 10 users to have
approximately 10 KB/s each.

Specify time period when accounts can login. Day and time rules are defined in HotSpot
- Setup - Usage Schedule page. This option can be used for example to allow login for
account from 8AM to 8PM, or only on weekends, or to force the users to logout at
midnight.

Disabled option means that generated accounts can not be used for login until they are
activated

Automatically disconnects the users from the Internet after specified time of inactivity
Enable Autologin[ 1M feature for accounts.

Limit an account so it can login only from the devices you specify.

Define a group for current batch of generated accounts. This option is useful for later
bulk updating of the accounts, for example if you need to increase speed.
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Customer Accounts

All your Accounts are visible from Accounts panel. From here you can access and see each account specific Account
Info, Manage Account limits, see Customer Details and Photo or Invoice for the post paid account.All you need is to
click on the Account in the list.

ANTAMEDIA

Editions

DEVICES

i

ACCOUNTS
STATISTICS
OPERATOR
A
- 3
SETUP

, -\o
“N

Solutions Support

. Unlimited
USER2 Postpaid . Unlimited Unlimited
UNLIMITED Prepaid . Unlimited Unlimited
GUEST1 Prepaid . 20:00 Unlimited
GUEST2 Postpaid . Unlimited Unlimited
USER3 Prepaid . 0:15 Unlimited
USER4 Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USERG Prepaid . 0:15 Unlimited
USER7 Prepaid . 0:15 Unlimited
USERB Prepaid . 0:15 Unlimited
USERS Prepaid . 0:15 Unlimited
USER 10 Prepaid . 0:15 Unlimited
USER11 Prepaid . 0:15 Unlimited
USER12 Prepaid . 0:15 Unlimited
GUESTS11 Prepaid . 0:15 Unlimited
GUESTS12 Prepaid . 0:15 Unlimited
GUESTS13 Prepaid . 0:15 Unlimited
GUESTS 14 Prepaid . 0:15 Unlimited
GUESTS15 Prepaid . 0:15 Unlimited
GUESTS16 Prepaid . 0:15 Unlimited 7
GUESTS17 Prepaid . 0:15 Unlimited
GUESTS18 Prepaid . 0:15 Unlimited
GUESTS19 Prepaid . 0:15 Unlimited 4
Search
[ Generate Accounts ] Update Accounts [ Print and Export & ]
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8.1 Account Info

Basic account information are available from Account Info tab. From here you can see Account username, Type,
Download and Upload sessions speed, Quota, Time Left, information when it is Last Used, Total Time and
account Status.

From same page account can be Refill with the Internet Plan, Print Account again or Stop.

Account Info [Ma'\age Account [C\.ssm Details [Cuslnma Photo [lmmces

Account USER1

Type Prepaid Refill with the Internet Plan
Check Email and Social Net

Download 100 KB Print receipt

Upload 100 KB

Quota Unlimited

Time Left 10:00

Last Used Mot Used

peme 000 P

Status Sold
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Manage Generated Account

Current account limits can be changed and modified from Manage Account tab.

Account Info Manage Account [O.Js'l:orner Details

Account

Password

Delete

Quota

Unlimited Quota
Download
Upload

When quota is exceeded,
limit download speed to

© 2017 Antamedia

[Cl.)s'tomer Photo [T.mfmces

Account Time Left
USER1 Delete [ 103|h| 0% |mn|[ o3 sec
[ Urlimited time
Password [ show
|| Limit daily time usage || Limit monthly time usage
T ocih 0cmn [ 05h 0%|me
Quota :
| 100 3 ‘ ‘GB > | || Account expires on \w

Unlimited quota

Upload Account expires in ["] Account expires in
| 100 © | | 100 : | ‘KB (KBytes) ~ | | 30 | days from firstuse days from last use
["] When quota is exceeded, limit speed to [] Allow login for multiple devices w
Download Upload 1 2 | Simultaneous logins
[ 03] 00| kb (kbis) |
[ Fixed MAC [ Enable Autologin

L

MAC of the last logged-in device

[ Bandwidth quota daily limit
[ 0.00 |k

v]

["] Bandwidth quota monthly limit
[ 0.00 $ |kB

v]

|| Enable Usage Schedule - days and time for account login Q)

Account username is created in process of account creation and can not be changed

[ Limit the number of daily logins
0 | Logins

Account Group Manage

v

Account is Active
Inactivity timeout

Account password is hidden by default. Enable Show Password to see account
password. To change client password replace old password with new one and press
Save Changes button

Delete account from database

Total bandwidth traffic available to user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value. Quota is not a sum of download and
upload traffic. If you define 100 GB as quota, user can download and upload
maximum of 100 GB, whichever comes first. To modify quota, please adjust this value
and press Save Changes button

Enable this option if you do not wish to limit selected user by bandwidth quota
Download rate can be adjusted for each user separately

Upload rate can be adjusted for each user separately

When user reach quota limit set download speed to __
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When quota is exceeded,
limit upload speed to
Bandwidth quota daily
limit

When user reach quota limit set upload speed to __

Total bandwidth traffic available to a user on daily basis. When all daily quota is used,
a user can login on the next day

Bandwidth quota monthly Total bandwidth traffic available to user per month. When this option is turned on, it

limit

Limit number of daily
logins

Account is active

Inactivity timeout

Time Left

Unlimited Time

Limit daily time usage

Limit monthly time usage

Account expires on

Accounts expiresin _
days from first usage

Accounts expiresin _

days from last usage

Allow login for multiple
computers and devices

Fixed MAC

© 2017 Antamedia

will apply to the rest of the current month, not to the next 30 days.

Limit how many times a user can login on daily basis

This option defines wether user can login in HotSpot. With this option you can
temporary disable selected customer. For example, excessive download, bill
payment is late etc.

Automatically disconnect selected user from the Internet after specified time of
inactivity

Shows remaining time for Internet usage. To modify time left, please adjust this value
and press Save Changes button

Enable this option if you do not wish to limit selected user by time

Total time available for the Internet usage on daily basis. When all daily time is used,
a user can login on the next day

Total time available to user per month. When this option is turned on, it will apply to
the rest of the current month, not to the next 30 days.

Specify the date when an account expires. After the expiration date the account can
not be used anymore for login and a user will see a message that the account has
expired

Number of days in which will an account expire from the first login. For example, if
you set to 10 days, and a user will not be able to login on 11th day from first login

Number of days in which will an account expire from the last login. For example, if
you set to 10 days, and a user does not login in the next 11 days, the account will
expire

This option allows more than one user (device) to login with the same account. The
users sharing one account also share the total download and upload rate. For
example, 100 KB/s can be used by one user, or it can be used for 10 users to have
approximately 10 KB/s each.

Limit an account so it can login only from the devices you specify. If MAC address
does not exist yet, it will be stored in the first login. This list also determines which
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devices will be able to use Autologin[ 1A feature.
Enable Autologin Enable Autologin[ 17 feature for account.
Enable Usage schedule -  Specify time period when an account can login. Day and time rules are defined from
days and time for account Usage Schedule[64). This option can be used for example to allow login for account

login from 8AM to 8PM, or only on weekends, or to force the users to logout at midnight.

Account Group Define a group for this account. This option is useful for later bulk updating of the
accounts, for example if you need to increase speed.
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8.3 Customer Details

Customer Details page contains customer personal information and creates valuable addition to the rest of the
account options.

Details available on Customer Details page are displayed in screenshot:

Manage Account Customer Details [ﬁ:s\n'ner Photo [Y:wmces

Account Info

First name Vivian Credit Card

Address 345 Main 5t secunty Code (||

Postal Code 94043 Month Year

Phone 415-555-8500

obie L 1] Custom 2 ]
|| send 5MS Reminders

Email
[ "] send Email Reminders

Gender [T male Female

Birthday

i

Customer ID

Details include:

- First and last name,

- address, city, postal code, state, country, company

- customer ID,

- phone and mobile number with an option to send SMS Reminders
- Email addresses with an option to send Email Reminders

- gender and birthday

- credit Card information

Antamedia HotSpot has an ability to force a user to enter personal data after login. You can do it in order to verify
customer identity, in marketing purposes, or just to send expiration reminder message so that a customer can
upgrade in time.

Collected personal details are: first and the last name, address, city, postal code, state, country, phone number,
Email address

To activate this feature, please Enable collecting customer datal® option.
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84 Customer Photo

Antamedia HotSpot goes beyond te usual personal data collection and provides an option to save customer
photo, document image and document details. This is especially useful in the countries with anti-terrorism laws,
where all users have to provide identification document.

With options provided by HotSpot, you can save customer ID Card, Passport, Driver licence etc. Picture can be
loaded from hard drive, or it can be acquired from any twain compatible device, like scanner, web camera etc. The
same applies to Customer Photo. We recommend keeping pictures in appropriate sizes since large scanned
documents can quickly increase database size.

[aocomt Info [Mmage Account [&:s\n'ner Details Customer Photo Invoices

Document Image
g — Document ID

Delete an image Document Type
D Card ~
Acquire an image

Image added on:

Photo
Select a new phota

Delete a photo

ire a photo

o
+*

a

g

w

=

= é
i

o

o

&
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8.5 Invoices

From this screen you can review and manage the items added to usage based account or bill a postpaid user.
When you generate a postpaid account invoice will be also generated automatically with billing date set same as
account expiry date. On that date you can manually charge the user, after that press Pay Invoice button in order
to record the sale.

How to charge customer with usage based account:

1. Generate and issue usage based account to customer

2.When you to charge the customer, go to Accounts screen, select account and on Account Info page click Add
to Invoice button

3. Go to Invoices screen and review items that are waiting to be billed, note that all items in this list will belong to
same invoice

4. After you receive payment, click Pay Invoice button

5. Invoice will be generated, it will appear in list on same page and in HotSpot - Statistics - Bills page.

6. You can print and/or send invoice to customer by clicking Print button

[Amxntlnfn [Ma'\age Account [{Msmmer Details [{Ms\nmer Photo Invoices

Items added on the user account which should be manually billed on the specified date

Type \Description Date added  Biling date Total Pay Invoice

Print and send invoice to your customer: find an invoice, select it and dick the print button Date Range

kﬂ_ﬂ |Date |Employee | Total| ‘Thls Month A |
From
To
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8.6 Updating Accounts

Update account option is used to update all or the group of accounts in the database with specified values. In
order to perform the update, go to HotSpot - Accounts section and press Update Accounts button. Configure

desired values.

If you need to update only a group of accounts, select needed group from AccountGroup field. Note that account
group must be defined and applied before accounts are generated. This is done from generate options page.

Click on Update all accounts button to perform update after needed options are set.

© 2017 Antamedia

Update all accounts in the database with selected values

[ Download

o

[ upload
s

I:‘ Quota
ve

[ unlimited quota

I:‘ Time

|| Unlimited time

I:‘ Expiration

1/29/2017 11:54.57PM

|| Limit number of daily logins

Logrs

Account is Active
Inactivity timeout
[ Autologin

[ Bandwidth quota daily limit
0.00 7| MB

[ Bandwidth quota monthly limit
0.00 3 | MB

[ Limit daily time usage

|| Allow login for multiple computers and devices

Simultaneous logins

|| Enable Usage Schedule - days and time for account login

[ -

D Account Group

[ v

Manage
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9 WiFiLocations

WiFi locations are used to display different login pages and themes in the user device, depending from which
access point customer is trying to access the Internet. Each location is defined with IP range of the Access Points
associated. It has a name according to physical location, like Lobby, Rooms, Main building, Reseller X, Operator
Area Y. Locations can be configured to display free access or login page, depending if you wish to provide free or
paid access. For example, in a hotel lobby you can provide a free service, while in the rooms you can offer only paid
service. You can configure different content on the pages depending on a brand, Reseller, Operator or Retailer. It
can be used to create Virtual ISP - any person can join your network with an Access Point and act under own brand
while sharing your infrastructure.

I il

Editions Solutions Support
Credit Cards [\Mﬂﬂs‘s [lRL [Eﬂﬂ [Socd [Usage Schedule [Ev'doyees [Mverbmg [uomse
MNetwork [Datﬂaase [PBQES [lﬂhﬂetﬁa\s [Fvee Access [Guud HotSpot WiFi Locations |Options Language
DEVICES
ot _‘VIFi Locations Mumber of WiFi Locations Lite: 1, Standard: 2, Premium: 5, Enterprise: Unlimited Upgrade License
[3 2]
Location setup helps you display different login pages, theme, and page content in the user device. You can configure IP ranges of your Access Paints, and name it
according to the physical location, like Lobby, Rooms, Main Building, Reseller X, Operator Area Y. These locations can serve free or login page depending if you wish
to provide free or paid access on the location. You can configure different content on the page using Page Groups, depending on a brand, Operator, Reseller or
ACCOUNTS Retailer. It can be used to create Virtual ISP - any person can join your network with an Access Point and act under own brand while sharing your infrastructure.
_ Location Name From IP TolP |Operator |Active |URL Filtering | Speed Limit | Download  Upload
| . Defauit 10.0.0.1 250,250.250.250 O O 100 KB 100 KB
<A cs | Hotel 20.0.0.1 20.0.1.255 O O O 100 KB 100 KB
| Beach 30.0.0.1 30.0,1.255 O O O 100 KB 100 KB
| Labby 40.0.0.1 40.0,1.255 O O O 100 KB 100 KB
- | Retail Store 50.0.0.1 50.0.1.255 O O O 100 KB 100 KB

-

_ Night Club 60.0.0.1 60.0,1.255 O O O 100 KB 100 KB
OPERATOR ICm_l:l-:--:-

A

SETUP

po
N o o e

To create a new location go to HotSpot - Setup - WiFi Locations page. Select any of locations in list to get Details

tab.
From Details tab configure Location Name, Details Additional .
starting and ending IP addresses. Operator's _
. . . ) L. Location Name From IP ToIP
name for location,URL Filtering and Limit is Default [10.00.1 | [250.250.250.250
optional. Operator

Active [ | URL Filtering

[ it refs
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From Additional tab is configure Login message,  |oewis Additional
Welcome message, different Redirect URL after Message Login Message Welcome
login, activate Quick Survey, change Logo and

. Redirect URL [ Use Survey
Background for the location. | |
Click Add and Save button to apply changes. Lo00, D e v pockroet. Nt g

Locations feature can be used in 2 scenarios:

1. Within the local network (LAN) where HotSpot server resides. HotSpot can be set up so that each location (an
Access Point or group of them) displays login page with different settings (theme, free access/paid etc.). This
functionality requires that all Access Points support DHCP server feature.

2. InWide area network (WAN), routers on remote sites will connect to a centralized HotSpot server. Each one of
these routers can represent a location in HotSpot with its own login page settings. HotSpot Cloud feature and
compatible routers are required.

HotSpot software supports setting up both scenarios at the same time, if all requirements are fulfilled.

The following example will explain typical first scenario setup and give you an idea how to configure locations in a
Hotel.

Hotel's Hotspot server will be configured to display different type of login pages in the lobby, restaurant and
rooms. In the lobby Hotspot login page should contain only ticket login form. Restaurant will provide free access
with a predefined keyword. In the rooms guests will get a page with account login form and sign-up link.
Alternatively, it can be switched to PMS Hotel login form, where a guest may authenticate using a room number
and a guest name (PMS Interface module is required in this case).
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AP 1( Lobby)
DHCP Server ON
DHCP IP Range:
192.168.1.10 - 192.168.1.254

’((@)é o NIC 2 NIC 1

IP;: 192.168.1.1 IP:10.0.0.2
AP 2 (Restaurant) SM: 255.255.248.0 SM:. 255.255.255.0
DHCP Server ON Gateway and DNS GW: 10.0.0.1

DHCP IP Range: should not be configured g:g ; ggzﬁ
192.168.2.2 - 192.168.2.254 S
l(@oﬁ-@— e
‘ \ - Internet Router
Switch /Modem
AP 3 (Rooms) HotS
pot Server [P10.0.0.1
DHCP Server ON DHCP Server OFF
DHCP [P Range: Locations:
192.168.3.2 - 192.168.7.254 Default (10.0.0.0 - 250.250.250.25)

: Lobby (192.168.1.0 - 192.168.1.254)
’ (0 Restaurant (192.168.2.0 - 192.166.2.254)
| . Rooms (192.168.3.0 - 192.168.7.254)

& N

ANTAMEDIA

Diagram of the example network
This scenario can be configured with the following steps:

1. Hotspot network needs to be designed using the same principles as an example network diagram

2. 1P range for each access point (location) has to be configured on HotSpot - Setup - WiFi Locations page

3. Access point on each location has to be set to act as DHCP server, with IP pool range configured to match the IP
range configured for that location in Hotspot.

4. Login page settings should be configured for each location, this is done from HotSpot - Setup - Pages - Default
page screen:

4a. Select the location for which you want to define page rules
4b. Choose type and subtype of the default page.

4c. Select Sign Up method

4d. Configure Theme settings

4e. Click Save button

After the procedure is completed, users in each location should get a different login page, according to configured
settings.
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10

Operator Panel

HotSpot Operator is a feature specially developed to keep account creation simple. Very intuitive user interface
will guide an employee through 3 simple steps which significantly decreases learning time and everyday account
creating.

This feature is available in all HotSpot Editions and can be accessed through the main screen by clicking
OPERATOR button.

However, you can have multiple HotSpot Operators at the same time and on different physical locations.
For this purpose, additional HotSpot Operator licenses are required, which can be purchased on Antamedia
website.

How can this help you ?

- Allow front desk operators to generate accounts without access to sensitive data

- Hotel reception can generate accounts while main HotSpot is located in secured place (server room)

- Resorts can install multiple HotSpot Operator software in each building, effectively connecting entire resort in one
network. As soon as one of the Operators create an account, it can be used in the entire network

- Administrator can use it to generate, modify or delete accounts, view bills and statistics, generate reports, make
new employee accounts, configure price plans, send email notifications (account expiry or maintenance reminders)
- Owner can monitor HotSpot activity from home, take a look at sales, logs, statistics

The most important aspect of additional Operator licenses is that they protect the main HotSpot gateway from
human activities that can cause downtime. Keeping main HotSpot on a secure place is recommended as it
minimizes the problems like:

- viruses or bad software downloaded by employees which can lower the Internet bandwidth and destabilize the
system

- multiple programs started by employees which increase CPU usage

- accidental reboots etc.

Please note: Additional HotSpot Operator license can not be used as standalone, to control users and data
transfer. It does not provide captive portal functionality (does not display login page). It requires main HotSpot
software installed.
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10.1 User Interface

User interface is very simple and easy, and it is designed keeping in mind inexperienced staff. Accounts are
generated in 3 easy steps:

1. Choose Internet Plan
2.Choose How many accounts to generate
3. Click Generate button

User interface is touch screen friendly with large buttons, and several layout configurations. Printing is optional
and it can be turned on or off with a single click.

An operator can choose between several screen layouts showing 3 steps to generate accounts, tickets or refills
with smaller or larger price plan list, price plan cost and total amount to bill, and optionally display or hide
generated accounts with username and password.

ANTAMEDIA

Editions Solutions Support

§ Lavout

Please select internet plan

DEVICES
B2 STEP Check Email and Social Networks
High Speed Access (3x Faster)
ACCOUNTS 1 . One Week Internet Access (5h & 1GB Daily 3

Daily Internet Pass (256MB Data Transfer)

One Month Unlimited Access

STEP How many accounts to generate ?

o 2 b=d [ 157 (&)

-
Bk B EEEE

OPERATOR Username (optional)
/ | |
A
) STEP
SETUP Plan cost: $0.00
/D 3 Generate & Sale Undo Quantity: 15
r}m Total: $0.00
L
LOGOUT
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10.2

Remote Operator

Main HotSpot software acts as a gateway - it will accept traffic to one network card, analyze it, and if a customer is
allowed to browse, it will pass traffic to the second network card connected to the Internet using preferred line
(ADSL, Cable, WiFi...).

Topology shows scenario where 2 additional HotSpot Operator licenses are deployed. First HotSpot Operator
license is used for front desk staff to generate tickets. Operator is allowed only to generate and print customers
tickets. Typical usage would be in restaurants, hotels, resorts etc.

Second HotSpot Operator license is used for Manager which is allowed to see current statistics including bills,
activity logs, real time usage statistics, with time, bandwidth, number of logins and sales details, and the report
usage with session based statistics (username, IP, MAC, login and logout time, time used, data transferred and sale
made).

If preferred, this topology can easily include the third HotSpot Operator license, which can be used for

Administrator (or HotSpot business owner) which has an access to all other features. Administrator can be located
at home or in different country, and perform required tasks.

HotSpot Operator creates tickets

Antamedia HotSpot

Access Point Switch

* P
A Manager checks statistics, S
logs and usage reports Internet

ANTAMEDIA
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HotSpot Operator installation

A few notes before installation:

If Hotspot Operator is located in remote location and connects to Hotspot server over Internet, it is required to
set static public IP address on the main Hotspot server.

Install Operator from the same installer as main Hotspot software, they have to be the exact same version.
Make sure that all firewalls between main Hotspot PC and Operator PC have port TCP 12010 open.

Operator must be installed and used on Windows account with administrative privileges.

Installation procedure:
1. Start Hotspot installer on the Operator PC and select Custom Installation.

2. Select Hotspot Operator.
3. Enter main server IP in the window and click Run when button appears.
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11 Internet Plans

111  Defining an Internet Plan

Internet plan is a preset of values which are assigned when you generate or refill accounts. For example, Internet
plan defines price which customer should pay for specified time usage, data transferred, download and upload
rate, but may also define the expiration date, daily limits etc. When you generate user accounts, tickets and refills,
the values defined by Internet plan are stored in database for each account. If you refill an account with a Internet
plan, time and quota values are added to the current account values. If a Internet plan has unlimited settings for
time and quota, an account will also become unlimited for these values. Download and upload rate, the expiration
date and other values defined by Internet plan used for refill, are assigned to the account no matter which values

the account has had before.

e
ANTAMEDIA
Editions Solutions Support
™ o) o N N . N, ™ o)
Y ) ™, N . N Y )
Metwork [Dalzbase [Pages Internet Plans [FTEE Access [{laud HotSpot [WF Locations ({)pm\s [ng.:age
DEVICES Internet Plans [Usage Pricing [Tam [L‘.iscmnls
s
Internet Plans Please specify internet plans that will be used to generate prepaid accounts and refills,
T The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
ACCOUNTS
y 3 3 Currency
Time and Price [Ba"d\nﬁdlh Limits [Ddy Limits [Opbons
Time Price Account expires in
| 0 |h | 15 3 |mir1 |$2.00 | days from first use
TISTL [ Unlimited time
Description Account expires in
[ Internet plan is enabled |Check Email and Social Networks [ 1 3 | days from last use
OPERATOR [ Add Plan ] [ Delete Plan ] [ Modify Plan l Twould like to create accounts now
o  Piee  TmeUnl  QuotaUnl Deseripton
j' 13 1 = Unlimited Check Email and Sodal Networks
— lal 2 $5.00 100 [ Unlimited High Speed Access (3x Faster)
SEIUES lal 3 510,00 500 [ 1.00GB [ | One Week Internet Access (Sh & 1GB Daily)
/D lel 4 £20.00 Unlimited 256.00 MB || Daily Internet Pass (256MB Data Transfer)
?' lal 5 §79.00 Unlimited Unlimited [v| One Month Unlimited Access
- 6 $49.00 Unlimited Unlimited [ Daytime Access 8AM-3PM
L =l
LOGOUT
Add Plan Creates new Internet plan
Delete Plan Deletes selected Internet plan
Modify Plan Modifies selected Internet plan. When you make changes to Internet plan, please

click on this button to save it
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Internet plan options on HotSpot software - Setup - Prices - Internet Plans page are:
Time Time available for the Internet usage. It is measured in seconds

Unlimited Time Enable this option if you do not wish to limit users by time. It is useful if you charge
users by bandwidth or users pay monthly fees

Price Cost of selected Internet plan. If tax is not specified, this is what customer pays
Description Description is displayed in list from where operator chooses which Internet plan to
select

Internet plan isenabled If selected Internet plan is active and can be used for account generating

Accounts expiresin _ Number of days in which will an account expire from the first login. For example, if

days from first usage you set to 10 days, and a user will not be able to login on 11th day from first login

Accounts expiresin _ Number of days in which will an account expire from the last login. For example, if

days from last usage you set to 10 days, and a user does not login in the next 11 days, the account will
expire

Antamedia HotSpot creates default Internet plans on first installation so you can have a better idea of the
possibilities. You can modify them, or create totally new Internet plans. The number of Internet plans in database
is not limited.
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11.2 Bandwidth Limits

Bandwidth Limits page contains the following options:

Bandwidth quota Total bandwidth traffic available to a user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value. Quota is not a sum of download and upload
traffic. If you define 100 GB as quota, a user can download and upload maximum of 100

GB,, whichever comes first

Unlimited Quota Enable this option if you do not wish to limit users by bandwidth quota
Download Download rate can be adjusted for each user separately
Upload Upload rate can be adjusted for each user separately

Bandwidth quota daily Total bandwidth traffic available to user on daily basis. When all daily quota is used, a

limit user can login on the next day
Bandwidth quota Total bandwidth traffic available to user per month. When this option is turned on, it will
monthly limit apply to the rest of the current month, not to the next 30 days.
Editions Solutions Support
Credit Cards [\Milﬂs!s [LRL [Enﬂ [Socd [Usage Schedule [Elmlcyees [M\oerhwvg [uomse
Metwork [Daubase [Pages Internet Plans [Free Access [Goud HotSpot [WF1 Locations [Opﬁxms [Lawg.sage
DEVICES Internet Plans [Usage Pridng [Taxes [[!ﬁscom!s
P
Internet Plans Please specify internet plans that will be used to generate prepaid accounts and refills,
0 The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
ACCOUNTS
——— Currency
Time and Price Bandwidth Limits (Diiv Limits [Opbws
) Bandwidth quota Download ["] Bandwidth quota daily limit
0.00 5| kB ~| [ 40 5| kB (kBytes) v | [ 000 5| kB ~|
STATISTICS Unlimited quota Upload [] Bandwidth quota monthly limit
[ 0] B Eyes) v] | 000 | kB v
e
OPERATOR Add Plan ] [ Delete Plan I [ Modify Plan ] 1 would like to create accounts now
o I Pie  Tmeunl  QuotalnlDescipon .
=4/ 3 1 Unlimited | [ |Chedk Email and Sodial Networks
= wl 2 £5.00 100 [ Unlimited [v] High Speed Access (3x Faster)
caly [wl 3 $10.00 5:00 [] 1.00 GB || One Week Internet Access (Sh & 1GB Daily)
/D wl 4 $20.00 Unlimited 256,00 ME || Daily Internet Pass (256ME Data Transfer)
a‘-‘ wl 5 $79.00 Unlimited Unlimited [v] One Month Unlimited Access
N \Jm ] 6 $49.00 Unlimited Unlimited Daytime Access 8AM-8PM
LOGOUT
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and Daily Limits page contains the following options:

Limit daily time usage Total time available for the Internet usage on daily basis. When all day time is used, a user
can login on the next day

Limit number of daily Limit how many times user can login on daily basis

logins
Limit monthly time  Total time available to user per month. When this option is turned on, it will apply to the
usage rest of the current month, not to the next 30 days.
Multilogin with Multilogin option allows more than one user (computer) to login with the same account.
maximum _ Users sharing one account also shares total download and upload rate. For example, 100
simultaneouslogins  KB/s can be used by one user, or it can be used for 10 users to have approximately 10
KB/s each
Editions Solutions Support
Credit Cards [Witdsks [LR!. [Eml (Soud [UsageSd’!edle [Emlnm [Mvem [mme
Metwork “ [Dalzbme . [Pages a Internet Plans [Fvee Arcess a [[laud HotSpot ™ [WF' Locations ~ [Dphnns “ [nglage ™
Internet Plans [Usagem [Tawes [mms
_Internet Plans Please spedfy internet plans that will be used to generate prepaid accounts and refills.
The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
Currency
[Tmea'!deice [Ba'!dwidﬂ'l Limits Daily Limits Options
[ ] Limit daily time usage [ Limit monthly time usage
> T oo ogjm “ et ot imn
[ Limit the number of daily logins [ Multilogin with masimum
0 7| Logins Simultaneous logins
£3
P
OPERATOR [ Add Plan ] [ Delete Plan ] [ Modify Plan ] I would like to create accounts now
B Piee  TmeUnl  Quota Unl Desoipin
= * i Unlimited Check Email and Sodal Networks
= lul 2 $5.00 100/ [] Urlimited [v] High Speed Access (3x Faster)
SE sl 3 £10.00 5:00 [] 1.00GB [_| One Week Internet Access (5h & 1GB Daily)
/D &l 4 £20.00 Unlimited 256,00 MB || Daily Internet Pass (256ME Data Transfer)
¢‘| lul 5 £79.00 Unlimited Unlimited [+] One Month Unlimited Access
h fm |l [ £49,00 Unlimited Unlimited Daytime Access 84M-8PM
LOGOUT
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11.3 Additional Options

Options page contains the following options:

Plan Type Specify type of Internet plan, between Default, SignUp, Operator and Free plan
Inactivity Timeout Set to use inactivity timeout for this Internet plan or not

Enable Autologin Select option to use Autologin with Internet plan

Only for WiFi location / all Set specific location or all locations for which Internet Plan will be available
locations

When quota is exceeded, limit Set sessions upload and download speed when quota limit is reached

speed

Editions Solutions Support

CreditCards | Whitelsts Jure |Ema |socal |usage scheduie  [Employees [advertsng [License
Metwork |Dalibm |Pag§ Internet Plans |Fl'e€ﬂms |{h.|dHoIﬂ:nt |WF|LOG|Iiu'is |D;)hu'ts |la'lg.|age
DEVICES Internet Plans |Usage Pricing [Tases | Discounts
Internet Plans Please spedify internet plans that wil be used to generate prepaid accounts and refills,

The Internet plan is defined by time, price, expiration, daily and bandwidth limits.

E 3

-
=]
:

| Currency
|Tll|ealdP|'lce Bandwidth Limits Daily Limits Options 3
Plan Type Awailable in all locations ["] When quota is exceeded, imit speed to
STATISTICS Default Plan v [] Available in location Download
[ 02| [kb bits) |
Inactivity timeout Upload
I.‘ Enable Autologin [ 0 2| |kb (kbits) |
OPERATOR [ Add Plan ] [ Delete Plan ] [ Modify Plan l Twould like to create accounts now
., o  Pie  Tmeunl  Quots UnlDescripton
_‘_f‘ 1 1 Unlimited Check Email and Social Metworks
b lal 2 §5.00 100 [ Urlimited High Speed Access (3x Faster)
2y lal 3 $10.00 s:00 [ 1.00GB || One Week Internet Access (Sh & 1GB Daily)
/J lel 4 £20.00 Unlimited 256,00 MB [ | Daily Internet Pass (256ME Data Transfer)
‘A lwl 5 $79.00 Unlimited Unlimited || One Month Unlimited Access
; ;‘m s $49.00 Unlimited Uniimited [+#] Daytime Access 8AM-8PM
LOGOUT
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11.4 Usage pricing

Usage-based billing is a method of billing where a customer pays for time and data consumed. An account is
created with initial zero values, and they increase during usage. At the end of desired time period customers can be
billed based on measured consumption. To configure a new pricing rate, go to HotSpot - Setup - Internet Plans -
Usage Pricing page:

Check Bandwidth or Time box to select type
Set desired amount

Set desired price

Click Add button

Zal
ANTAMEDIA

Editions Solutions Support

Creditcards  Whislss  URL Emsl  Sossl  UsseSchede Enployess  Advertsng  Lcens
Network  Dsmbase  fages  Intemmetplans FresAcess  Coudrotspot WRlocstons  Optons  lsnguage

% [=
DEVICES Internet Flans Usage Pricing Taxes Discounts

m Usage Pricing

ACCOUNTS Usage pridng helps you bill your users by bandwidth or time used. It is applied to the usage-based accounts.
Please define a price list that will be used to calculate billing amount.

HwnN =

STATISTICS
|| Bandwidth Time Type | Unit | Price| Test your setup
e = . ¥ Time ;o1 &0.02
__10 Slh -0 % | min L ~
% | Time 100 s1.00 e v
’N Price | |Bandwidth quota 1.00 MB 0.05 h o7
OPERATOR | |Bandwidth quota 100.00 MB £3.00
\=|Ear1dwm|ﬂ'1 quota 500.00 MB £10.00 Price
| \=|Bar1dwidﬁ'1 quota 1.00 GB £15.00
ﬂ | |Bandwidth quota 3.00 GB £30.00
-
s
R
L
LOGOUT
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11.5 Taxes

If you are required to charge tax for your services, Antamedia HotSpot offers flexible tax setup.
There are 3 different taxes to configure with tax on tax option.

Tax configuration examples:

If you have single tax to charge:

1. enable Tax1 and name it (like VAT)
3. configure % value

4. press Save button

If you have two different taxes to charge:
1. enable Tax1 and name it (like VAT)

3. configure % value

4.enable Tax2 and name it

6. configure % value

7. press Save button

If your country regulation requires second tax to be calculated as percent from the value of the first tax, please
enable Tax2 on Tax1.

Editions Solutions  Support
CredtCards | Whitelsts [ure [Emat [Soaa [ Gemoe schedie ™ [ Enployess [— (=
Metwork [Dam [Pages Internet Plans [FVEE Access [Gnud HotSpot [\'W:‘ Locations [Opburs [Li‘gﬂge
DEVICES Intemet Plans | Usage ricing Taxes Discounts.

[34)
Tax Setup

ACCOUNTS Please define the tax rate

Taxes %
Caxt | | b 3]
[Taxz | | b S [ Taxzontaxt

STATISTICS

ClTaxs | | b 2] [TaxdonTax1 [ Tax3onTax2
&8 Lo
OPERATOR
-
SETUP
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11.6 Discounts

Discount feature helps you offer discounts to your regular customers, for buying 10 tickets in advance, for daily
promotions or similar reasons.

In the HotSpot - Setup - Prices - Discounts page please define different discount types. To define a discount:
1. Enter discount name

2. Specify discount percent (like 10 %)

3. Enter discount description

4. Press Save button

To delete a discount from the list, please select it with left mouse click and press Delete button.

=

Editions Solutions Support
CreditCards | Whitelists [ Email Socl |Usage Schedule | Employees | Advertising |License
Network |patabase Pages InternetPlans Fre=Access | CloudHotSpot | WFilocations | Options | Language
DEVICES Internet Plans |Usage Pricing | Taxes Discounts
g
iscount setup
ACCOUNTS Please define the discount rate
Discount name Value (%)
10% Regular Customer [EC ] Save
Description
STATISTICS Discount for regular customers
OPERATOR 10% Reqgular Customer 10/Discount for regular customers
15% Multiple Ttems 15 Customer pays several items
| 33% Happy Hour 33 Special price in the special hour
f 50% VIP Customer 50 Discount for selected customers
| ) )
= _‘ Mo Discount 0 Mo Discount
SETUP
re
7\
LOGOUT
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12 Credit Card Processing

Credit card processing option is very important if you want to automate your HotSpot. With this option you can
install unattended HotSpot gateway and our software will do all the job. Visitors who are willing to use your
services can sign up for username and password, choose a price plan and pay with their credit card. The processing
occurs within seconds and your customers are able to continue using your services.

Antamedia HotSpot offers different credit card processing gateways. Take a look at complete list of the supported
payment gateways PCI DSS Compliance is ensured by allowing you to choose how/if you want to collect customers
credit card details.

For payment gateway configuration, please go to HotSpot - Setup - Credit Cards - Gateway page and select
Payment Processing Gateway

2 S ————

Editions Solutions Support

Network [patabase [pages [internetPlans  [Frec Access | CloudHotspot Wi Locations | options [Language
Credit Cards [\Mibeists RS *|email " [s0cal . [Usage Schedile | [Em‘ovees . leabsng | License

Gateway [Test Response [Trmsadﬁurﬁ

Payment Gateway and Merchant Account Setup

Payment Processing Gateway Currency Code Customer Credit Card Data Storing
[Paypal ~] |usp hd [ Test Mode Store orly last 4 digits

Please Select GEtEWEi i | ["] store entire number and Cvv2

Authorize Net [7] Do not store number

eProcessing FF| d a certificate path on the hard drive

GoRealTime (Full-pass)

1Bill Processing Plus

ity o —

‘» Iongate

’N iTransact RediCharge HTML
NetBilling

PayFlowPro

OPERATOR Payready

NOVA's Viaklix

/ USA ePay
Plug 'n Pay
f FPlanet Payment
- MPCS
-

RTWare

SETUP ECX
Bank of America b |

@
N

LOGOUT
Payment gateways often requires whitelisting of their servers which are used during processing. Please click

Refresh Now link from Host Whitelist[ 70 page. After loading new servers to the list press on Save and restart
HotSpot software.

Refresh servers in the Whitelist on every
|api.paypal.ccm;paypal.mm;www‘paypa ~

360 5 |min Refresh Now
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121 PayPal

There are 3 PayPal processing options:

1. Website Payments Standard - payment is initiated on HotSpot page and completed on PayPal site. This
method is the simplest to configure in HotSpot.

Editions Solutions Support
Metwork [Da\ﬂ)ase [Pages ([ntemet Plans [Free Access [ﬂm}d HotSpot [Wﬁ Locations [pror‘s [ng:age
I ) \[ \[ \[ ) \[ \I \[ - \I_ A
Credit Cards | Whitelists URL Email Sodal Usage Schedule  |Employees Advertising License
DEVICES Gateway [TESt Response [Tra’mdm
o B8
Payment Gateway and Merchant Account Setup
ACCOUNTS
Payment Processing Gateway Currency Code Customer Credit Card Data Storing
[PayPal - |usp v [ Test Mode Store only last 4 digits
[] 5tore entire number and CYv2
[ Do not store number
STATISTICS ‘four PayPal ID or an email address assodated with your PayPal account
PayPal ID or an email

OPERATOR

Wiebsite Payments Standard [ALICK HERE TO AGTIVATE ACCOLNT |

[7] website Payments Pro Return address (HotSpot LAN TP)
jf || Express Checkout 192,168,118, 141

SETUP

pe
A —

To configure PayPal Website Payments Standard, please follow these steps:

Select PayPal from Payment Processing Gateway drop-down menu

(Optional) Set currency that will be used for transaction

Enable Website Payments Standard checkbox

Enter PayPal ID or an email associated with your PayPal account

Make sure that Return address is the same as |P address of LAN (NIC2) network card
Click Save button

ok wnNn =

2. Website Payments Pro - payment is completed from our software and there is no need to transfer a customer
to PayPal site. Processing is completed faster but this option requires PayPal account with Payments Pro option
enabled which is usually charged monthly by PayPal.

3. Express Checkout - payment is initiated on HotSpot pages and completed on PayPal site. Customer can use
already existing PayPal account for the payment which significantly simplifies order, and the credit card payment is

© 2017 Antamedia 62



A Antamedia HotSpot Manual

' ‘ Credit Card Processing
ANTAMEDIA

available for new customers who do not have a PayPal account. Paypal Express Checkout is available in countries
depending on the current PayPal regulation

Website Payments Pro and Express Checkout require PayPal API certificate:

1.Log in to PayPal, then click Profile under My Account.

2.Click My selling tools.

3.Click API Access.

4.Click Request API Credentials.

5.Check Request API certificate and click Agree and Submit.

6.Save the values for APl Username and API Password for later use.
7.Click Download Certificate and save the file to Hotspot installation folder.
8.Rename this file to something familiar, such as paypal_live_cert.pem.

After saving certificate, you need to enter API Username, API Password and path to certificate file.

A

Editions Solutions Support
MNetwork [Datﬂ)ase [Pages [lr!!z'ﬂetﬁa'ts [ﬁee Access [Goud HotSpot [WF Locations [OIM!UI"S [Lamage
DEVICES Gateway [TES‘C Response (TYB’\SBC‘X!" ns
[14)
Payment Gateway and Merchant Account Setup
ACCOUNTS
Payment Processing Gateway Currency Code Customer Credit Card Data Storing

[PayPal ~ uso e [ TestMode Store only last 4 digits
[ store entire number and Cvv2
|| Do not store number

STATISTICS Please type the PayPal API username, API password and a certificate path on the hard drive

API Username API Password
- \ | [teswass |
N API Signature
‘C:\Antamedia\}—loﬁpot\pert_keyjem.b(t |
OPERATOR
. [ Website Payments Standard
[ ] website Payments Pro Return address (HotSpot LAN IP)
- 7
SETUP
&
. A
N\
LOGOUT

If you are not getting PayPal pages, or a response is very slow, please check at PayPal support what are the current
requirements for host whitelisting since they sometimes change the servers involved in payment processing.
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13 Usage Schedule

Usage schedule feature helps you define when the customers are allowed to use your services. Using a graphical
interface you can draw the blocks which define the time intervals when your services can be used.

Graphical grid is displayed like daytime hours on one axis and the days in a week (Monday to Sunday) on the other
axis. This provides the full control over the whole week. Blocks are displayed in 15 minute steps.

To create a new time block, please select a time period and click Add button or press Insert key on a keyboard. To
delete time block, please press Remove button or Delete key on the keyboard. If you like to create a new
template, you can start by pressing New button. To store template changes, please use Save button. To save new
template use Save As New button and specify template name. Use Delete button to delete usage schedule
template from the database. You can move the block by pressing and holding left mouse button on top blue bar.

Once you configure all the templates, you can assign them to desired accounts. To do this, please click on the
account and go to Manage Account page. Enable the usage schedule for that account and choose a template.
Press Save Changes button. From that moment, a customer may login and use your services only in time periods
defined by the assigned usage schedule. For example, if customer may login from 8AM to 8PM, login will be
possible within that interval, and if logged in, a customer will be automatically logged out at 8PM.

H
Solutions  Support

Editions
Metwork [Dalﬂ)ase {Pages [‘Lntemetl’tms [Free Access [Doud HotSpot [WF\ Locations [Opbms [ng)age
3 l ) =, [ Y [ ~ [ ) ~ Y l n Y l . ~
Credit Cards Whitelists URL Email Sodial Usage Ml&rﬂoyees Advertising License
DEVICES
_Usage Schedule
£
Please configure Usage Schedule templates. These templates define the days and the time when the customer is allowed to use your service.
ACCOUNTS Usage schedule template desaription
|maytime v Twould like to create Usage Schedule templates
0 (1 (2 (3 |4 (5 (6 T |8 ‘9 ‘10 1 12‘13‘14|15|16‘17‘18|19|20 212223
L e e e L L T
Man 8:00 - 20:00
STATISTICS
Tue 8:00 - 20:00
» Wed 8:00 - 20:00
N Thu 8:00 - 20:00
OPERATOR Fri 8:00 - 20:00
sat 8:00 - 20:00
ﬂ Sun 8:00 - 20:00
—/
- To create a new timeblock, please select the time period and dlick on the Add button or press the Insert key on a keyboard. To delete press the
SETUR Remove button or the Delete key. If you would like to create a new template, start by pressing the New button.
e, Lo [ e
L .g.r\i‘-‘-,
7Y ( Save | [ smveasnew | [ Delete |
LOGOUT
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14 URL Tracking
141 URL Tracking

URL Tracking feature helps you track web pages which your customers visit on the Internet.
By default, HotSpot will track *.htm, *.html, *.asp, *.php, *.txt files, but you can modify the list or add new
extensions. We do not recommend tracking graphic files (like *.jpg, *.gif ...) since this significantly increases the

processing. Using URL tracking you can also track the web pages which include specified keyword.

HotSpot can also track URLs by location: if you need this feature please check Enable URL Tracking by location
option, then enable URL option for needed locations from HotSpot - Setup - WiFi Locations page.

To add new a new keyword or extension, please type it in the Add keyword or extension field and press Add
button. To remove keyword or extension from the list, please select it from the list using left mouse click and press

Remove button. When you finish, please press Save button. URL Log[si]can be seen from Statistics

After enabling or disabling URL tracking option, Antamedia HotSpot should be restarted.

N

Editions Solutions Support
Network [Da\ﬂ:ase [Pages [!.‘nta’netPla\s [Fvee Arcess [duud HotSpot [vm Locations (Ophuns [La\guage
I = l - = B [ ) -y [ 3 l B [ o A [ . )
Credit Cards ‘Whitelists URL [Emd Social Usage Schedule  |Employees Advertising License
DEVICES URL Tracking ﬂm Keywords Blacklist [whitehst [\web Fitter
o8
_URL Tracking
In order to track the pages that customers visit on the Internet, please define which pages you would like to log. Flease restart the software after enabling/disabling
ACCOUNTS this option.
pc} URL Filtering can be enabled only for desired locations
) Enable VRt Tracking: 1 O | Keyword /Extension defined by IP range, To activate this feature, please
) html enable the option below, then enable URL option for
STATISTICS Add keyword or extension || htm each location in the Setup - Locations page.
~
e .
- | |pho || Enable URL Tracking by Locations
N
OPERATOR Ve
A
-
SETUP
#
bl
Al
LOGOUT

S 1S 0,
14.2 URL Keywords

URL keywords are used to redirect customer browser to the specified URL when customer tries to access website
URL with defined keyword.
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By default, two keywords are configured:
ShowMelnfo, which is used to show Info page in customer browser
LogMeOut, which is used to logout automatically a customer from HotSpot

This is a very useful feature which can be used for various purposes. For example, you can redirect customer
browser when a competition brand name is detected (a user searches Google for competition brand).

Requirement:
URL Keyword option is active only when URL Tracking is enabled.

e
gﬂ“!&»ﬂ

Editions Solutions Support
Netwark " [Dald:lase 2 [Pages . [Irlba'netpla'ts - [FfEE Access [Clwd HotSpot \ [VW'_I Locations [Ophoﬂs - [La’vg.lage -
CreditCards  |Whislsts " wRL |Emai " [50cal N e e i a
DEVICES URL Tracking URLKeywords | Blackst it ieb s
P2
URL Keywords
When keyword is detected, the customer browser will be redirected to the spedfied URL. This feature reguires URL Tracking enabled.

ACCOUNTS

Keyword Redirect to URL |
ShawMeInfo http: ff2LSERVERIP %/ finfo

http://%SERVERIF %5 /logout

ﬁ

Keyword

% Redirect to URL
|

A
|l

14.3 URL Blacklist

HotSpot URL Blacklist feature helps you to block the access to web pages that contain specified keywords. When a
specified keyword appears in URL address which your customer tries to visits, the access to that web page will be
automatically blocked. Customer will get warning message that access is restricted by HotSpot.

To add a keyword, please type it in Add keyword to list and press Add button. To remove keyword from the list,

please select it from the list using left mouse click and press Remove button. When you finish, please press Save
button.
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14.4 URL Whitelist

The purpose of URL Whitelist is to complement Web Filter feature by allowing you to configure a list of keywords
that will be excluded in Web Filter. For example, you can block Social Networks category, but allow
www.twitter.com website by adding "twitter" keyword to URL Whitelist.

To add a keyword, please type it in Add keyword to list and press Add button. To remove keyword from the list,

please select it from the list using left mouse click and press Remove button. When you finish, please press Save
button.
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14.5 Web Filter

HotSpot software can help you block unwanted URL's or websites from being accessed on your client network. For
this task, Web Filter needs to be configured. This feature is available in Enterprise edition.

In the main Setup section screen go to URL tab and choose Web Filter tab. In this tab you can find more than 2.5
million domains sorted in over 90 categories, such as adult, warez, ads, drugs etc. HotSpot URL check are much
faster than editor performance, and you can fine tune number of categories and number of domains loaded to
achieve good performance concerning CPU speed and amount of memory.

To activate Web Filter please follow these steps:

1. Click Download Updates button to download all categories from our server

2. Select the categories you wish to block. Some categories are large (like adult), and performance on

slower computers may depend on the number of included categories and number of domains inside.

3. Click the Save & Activate button to turn on the Web Filter with the selected list of categories and domains.

BGEs

Editions Solutions Support
Y ™ ™, B Y ™ ™, B Y
Metwark [Datibase [Pages [Inta'ﬂetﬁa‘s [FYEE Access [Goud HotSpot [WF Locations [prons [La'\g.)age
| B Y B B Y ~ B B
Credit Cards [\M’i!ﬁs‘s URL [Bnﬂ [Soca [Usage Schedule [Eﬂ:!cvees [Mvermg [L!cense
DEVICES URL Tracking [URL Keywords [ kst [vhitetst Web Filter
_Web Filter

Easily block unwanted websites from being accessed on your hotspot. Select desired categories like adult, drugs, weapaons, gambling, phishing, viclence, virus
ACCOUNTS infected etc. List contains 2. 5M domains sorted in over 90 categories, HotSpot URL checks are much faster than editor performance, and you can fine twne
number of categories and number of domains loaded to achieve good performance concerning CPU speed and amount of memory.

Categories ASTROLOGY ins: 25 Available in the Enterprise edition
Abortion Al _ URL "_—'| Download Updates
Ads Tl gabash’o\ogie.com 4
STATISTICS Adult .—‘ . dlainb-voyance.com E=
|| Aggressive _ asiaflash.com
- Alcz?hcl [ | _ astroannonce.com Search for URL in this category
’w Antispyware . astrocenter.orange. fr
Artnudes

astrolog.co.uk

OPERATOR astrology.com

Audio-video —
astron.com

] Bank ;
] Banking . astrosonia.com
A 1 Blog astrotheme. fr
-

|| Books _ belovedwitch.com :
SETUP Celebrity _ coursdetarot.eu Update List
Cellphones _|franceastro.com
‘ o [ chat . horoscope-du-jour-gratuit.com
# : [ chid _ horoscopes.rambler.ru
Ly \i'l ["] chidcare  kkkii.com
LOGOUT ] Cleaning ‘Z| lovevoyance, com "_—'| Save & Activate
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15.1

Whitelist

Whitelist is used to specify the computers which should pass through the HotSpot without authentication. Such
computers are not listed at the main page, and their usage is not tracked. Whitelist can be used, for example, to let
your IP cameras communicate without login procedure. You can also whitelist some of the computers which
should be accessed remotely.

HotSpot uses IP whitelist and MAC whitelist to define which computers are allowed to pass-through without
authentication.

MAC Whitelist

Antamedia HotSpot software gives you ability to specify MAC addresses of computers which should pass through
the hotspot without authentication. MAC address is a unique identifier attached to most forms of networking
equipment.

To add new computer that should pass through the HotSpot without authentication type MAC address in Add
MAC address in whitelist and press Add button. To remove computer from whitelist select it with the left mouse
click from the whitelist and press Remove button. When you finish, please press Save button. Please note that the
bandwidth of whitelisted devices is not measured.

N

Editions Solutions Support
Network [Da!ﬂ:ase (PBQES [lﬂbzmetﬁa‘s [Fvee Access [Gaud HotSpot [VUFw Locations [OPMHS [La\g.lage
[ \[ \[ ) \[ \l \[ n \[7
Credit Cards Whitelists URL Email Social Usage Schedule  |Employees Advertising License
DEVICES MAC Whitelist | TP Whitslst Host whitelst [ maAC Blackist
)
MAC Whitelist
Please specify MAC addresses of the devices which should pass through the HotSpot without authentication.
ACCOUNTS MAC address is a unique identifier attached to most forms of networking equipment.
Add MAC to the whitelist
L ] .
(] 55-55-23-A5-A5-D5 Office Computer
STATISTICS Description (optional) -
opeRaTOR
-
SETUP
-1
A
LOGOUT
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15.2

15.3

IP Whitelist

To add computer IP address that should pass to the Internet through the HotSpot software without
authentication, please type computer IP address in Add IP address field and press Add button. To remove
computer from the whitelist, please select computer IP address in the whitelist using left mouse click and press
Remove button. When you finish, please press Save button. Please note that the bandwidth of whitelisted devices
is not measured.

Host Whitelist

Host whitelist helps you to allow access to specified websites without authentication. There are many reasons to
whitelist some hosts, like:

- Credit card gateway (like PayPal) needs some hosts accessible in order to process customer credit card payment
- Advertising purposes, where you can allow the access to some websites without authentication. For example
your website which is located on the remote web hosting company. You can specify the host IP address or the
host name like: 100.200.50.1 or www.mywebsite.com

- Free use of search engines, but customer pays to see websites from search results

In the HotSpot - Setup - Whitelist - Host Whitelist page you can see two different ways to add website in the
whitelist:

Add host IP to whitelist If you know website IP address (like 100.200.50.1)
Add host URL to whitelist If you know website URL address (like www.mywebsite.com)

Press Add button to add host IP or host name, or press Remove button to remove host IP or URL address selected
in the whitelist. When you finish, please press Save button.
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Editions Solutions Support
Network [Dald)ase (Pages [[ﬂmtﬁa'\s [Fvee Arcess [{klud HotSpot [WF Locations [{Zﬂ!ﬂfﬁ [La!g.lage
(.
DEVICES [mc Whitelist 1P hitslist Host Whitelist  MAC Blacklist .
fa A
Host Whitelist
Refresh PayPal servers in the Whitelist on every
Please specify the web sites which can be accessed by customers without authentication, " " . -
ACCOUNTS You can type the host IP or the host name, for example: 100.200.50.1 or [aci.paypal.com;paypl.com; warn.payp
ww.mywebsite. com 360 | min Refresh Now
Add Host URL to the whitelist
]  HosT
Mgsmhcmm
STATISTICS Add host IP to the whitelist
Hgsmhcmm
Hgsmhcmm
! Hgstﬁﬁc‘mm
N e
Hgstﬁﬁc‘mm
OPERATOR | |gstatic.com
. Hgsmﬁc‘mm
ot
4 Mgsmhc‘mm
- | |gstatic.com
SETUP |!|gsmﬁc‘oom
|!|gsmﬁc‘oom
O Mgsmﬁc‘mm
’y~ | |gstatic.com
A 216.58.
LOGOUT

o tRWeR PR RAmRmaNe MR |
15.4 MAC Blacklist

This feature blocks the Internet access for specified MAC addresses.

You can do it by adding MAC address to the list:

1. Open HotSpot - Setup - Whitelist - MAC Blacklist page

2. Enter computer MAC address in the text field

3. Set how long this computer will be blacklisted or check Permanently
4. (Optional) Enter description

5. Click Add

6. Click Save

To re-enable blacklisted computer, please click on it in blacklist and click Remove button. Computers can be also

automatically added to the blacklist. HotSpot will blacklist a computer for 5 minutes if there has been more than 10
wrong login attempts from it. You can change this default behavior from this page.
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Editions Solutions Support
MNetwork Database ' |Pages |InternetPlans | Free Access " Cloud HotSpot WiFi Locations | Options ' |Language
[
DEVICES MAC Whitelist | 1P Whitelst * HostWhitelst  MAC Blacklist
m MAC Blacldist
Please specify MAC addresses of devices which you want to prevent from logging in. A user or a spedified device
ACCOUNTS can be blocked temporarily for a spedified time or permanently. This blacklist is used for login and autologin process
as well as for storing temporary blocked users with multiple incorrect logins.
Add MAC to blacklist
| e MAC A 055 e BT EOE Recenable 2, Ip Address Account |Description |Login#
STATISTICS
Blacklist this MAC

minutes ~

Permanent

OPERATOR Description {optional)

Temporary disable user login after multiple incorrect login attempts
After incorrect logins, block user login for minute(s)
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16.1

16.2

HotSpot Access Rights

Antamedia HotSpot software supports different access rights.

While Administrator has full access to all HotSpot settings, you can set other employee accounts with limited
software access. Each employee has to login in order to do tasks in HotSpot. There are several types of employee
accounts like: Administrator, Supervisor, Manager, Operator, Technician etc. You can also create employee account
with custom access rights.

Administrator has full access in the software.

Manager can access statistics, reports, bills, action logs. Manager may create and modify the account properties or
refill accounts, but may not Start or Stop HotSpot engine or access HotSpot setup pages.

Operator can only create and sell the accounts using simple, easy to learn interface.

Main Administrator Password

Default Administrator login password is blank. Option to define new Administrator password is located in the
HotSpot - Setup - Employees page. Type a new password in Main Administrator password field and press Save
button .

Main Administrator Password

| | Save

Confirm Administrator password in new pop-up menu and press OK button.

|adminpass

| o

Creating Employee Accounts

How to create a new employee account:

1. Type Username and Password of your employee

2. Choose Type of employee account

3. Fillin other optional details, like address, city, birthday, email, mobile number, document ID
4. Select Active to allow login in the HotSpot

5. (Optional) Add a photo of the employee or document scan

6. Click Rights tab and assign access rights to employee account

7. Press Save button to store a new employee in database
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To delete employee account from the list, please select the account with left mouse click and press Remove

button.
ﬂ
fedh)

Editions Solutions Support
Metwork Database Pages Internet Plans Free Access Cloud HotSpot WiFi Locations Options Language
.CI'ECit(h'{fs

| Whitelists JURL | Email ' social |Usage Schedule  Employees | Advertising | License

DEVICES

_Employees Main Administrator

Sar
Find Employee [ e J
| 7] [_srons

’Dehlis Rights
Username First name
|DDeratur | |Demo account ‘
Password Last name
| |fw Operator ‘
Type Address
|Dperatnr v | | |
City Postal Code
Active | | ] |
OPERATOR Document ID | |Counhy | |State |
| Document Type Phone Pt
ﬂ - | card ] [ | =
| ale
j o p Female
Email Birthday
: | | | -]

e
:Z\} ] s
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17 Advertising with HotSpot Click

HotSpot Click is an advertising and content server that helps you show ads, surveys, coupons and
announcements. It can be used to display video and image ads, coupons and surveys that can increase revenue.
You can offer free Wi-Fi access in exchange for ad watching and get real-time ad click and impression reports.
HotSpot Click allows you to configure it and get statistical reports through an intuitive web interface using your

browser.
Editions Solutions Support
Metwark [Da\d:ase [Pages [mtemet Flans [Free Access [{loud HotSpot [WF| Locations [DMJOHS [La"iwage
f Y [ . Y l ~, [ Y [ : Y [ Y l ~, ) Y
Credit Cards ‘Whitelists URL Email Sodial Usage Schedule  |Employees Advertising License
DEVICES HotSpot Click
f3A)
_HOtSpOt Click Ads: Create image or video ads that can be displayed on desired pages. For
example, you can create one or more ads for the login or free access page.
A user can be forced to view an ad in order to get the Internet access. If
ACCOUNTS HotSpot Click is an advertising and content server that helps you show you define multiple ads, they will be rotated each time a user opens the page.
ads, surveys, coupons and announcements in your HotSpot pages. You
can configure options and get reports using your browser. Coupons: Offer coupons to customers that wants to take advantage of
sales promotions at retail stores. Retailers may offer a lower price to those
consumers who would otherwise go elsewhere. You can serve retailers
coupans, bill for it, and provide conversion reports to retailers.
3 HOTSPOT CLICK -
STATISTICS Surveys: Build your own surveys to get customer feedback or to research
n o | soven |, s | eeeeven S0 | e the market. Real-time charts provide reports on completed surveys and
collected data.
L Lacin L JP
‘_ Ak Announces: Easily create announcements that will be displayed on the
’N € wrR HOTSEOT HotSpot pages. You can leave maintenance message, quick promo message
= with customized font, text size and color. FREE TO USE
OPERATOR ) ey e
[ Please note:
- Setup is done in the web browser, Chrome is recommended
- Login with HotSpot Administrator password (blank by default)
d - During trial, click the "Start Trial' button on each 60 minutes
-
SETUP i
i How to configure ?
o Start Trial [ oot iore o baiunte, HotSpot Click Manual (PDF)
&
- |
A
LOGOUT

e Ads: Create image or video ads that can be displayed on desired pages. For example, you can create one or more

ads for the login or free access page. A user can be forced to view an ad in order to get the Internet access. If you
de? ne multiple ads, they will be rotated each time a user opens the page.

e Coupons: Offer coupons to customers that want to take advantage of sales promotions at retail stores. Retailers
may offer a lower price to those consumers who would otherwise go elsewhere. You can serve retailers coupons,
bill for it, and provide conversion reports to retailers.

e Announcements: Easily create announcements that will be displayed in the HotSpot pages. You can leave
maintenance message, quick promo message with customized font, text size and color. This option is free for all
licensed HotSpot users.
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@ WI-FI HOTSPOT

ANY
SIZE

COFFEE

MOCHA PRALINE DARKMOCHA  "OFFEE NUT CRUNC

m
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171

Starting HotSpot Click

To activate HotSpot Click, please go to Setup - Advertising page and enable this feature, then click Save(licensed
version) or *Start Trial button. Application will start and your default browser will be launched automatically, we
recommend using Google Chrome. You can login with default credentials: Administrator username and blank
password.

From the main screen you should select which HotSpot web pages will show additional content and what type

they will display. After you configure desired settings, press Save button to apply them or click TEST to check how
the page will look in customer's browser.

@) HOTSPOT CLICK
n Ads Coupons Announces Statistics Options

Please configure content to display on desired HotSpot pages. For example, you can configure Ads on
the Free page, Survey on the Logout page, Coupons on the welcome page.

(— Login -)

Content
Flease Login

Usamame Ads R

@) WI-FI HOTSPOT

Password

TEST

Save

*Note that during trial period Click will stop working after 60 minutes, after that you should press Start Trial button
again.
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17.2 Ads

To configure new ads or modify existing, click Ads button on the top bar, next to home icon. The page will show a
list of available items, select one to modify it or press Delete to remove the ad. Ads are rotated each time user
opens the page. To create an ad, click New button located under the list, configure the settings and then press
Save.

HotSpot Click supports image (.jpg) and video (.mp4, .webm, .ogv) files. For each ad you should configure 3
sections:

e Ad Setup - Under this tab you can configure basic settings like ad name and path to the image/video file.

e Actions - Configure which action will be performed after the user had watched the ad.
o Messages - Customize the appearance of countdown timer and message shown after the ad.

@) HOTSPOT CLICK
) “ Coupons | Announces | Statistics = Options

Ad Setup Actions Messages
Ad Name Ad Name Duration (sec)
HotSpot Click Ad Server HotSpot Click Ad Server 20 &
Shoppin

i Free Access Timer  Enabled
McCafe
Eecursions "“ﬂﬂfﬁ i Ad Status Active
Spa and Wellness
Barns and Noble Nook
Pizza Hut Ad type Image Ad Video Ad
Coca Cola

Image file: hotspot-click-ad-server.jpg Upload

Hard Rock
Samsung Galaxy Video
Starbucks Video

Save

New Delete
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Ad Setup
Ad Name

Duration (sec)
Free Access timer

Ad Status
Ad Type

Image/Video file

Actions
Advertiser URL

Set the name of the ad, so you can refer to it inside the Click, Hotspot users will not see this
name.

Use this option to set how long user has to watch the ad before getting Internet access.

Enable or disable countdown message that is displayed on top of the ad. Disable this option
if you don't want to allow free access to users after they watch the ad.

Set whether the ad will be shown to Hotspot users.

Select one of the two available ad formats, HotSpot Click supports image (.jpg) and video
(.mp4, .webm, .ogv) files.

To upload the ad file, click Upload button, choose the file from hard drive

Set a web site that will open when user clicks on the ad image/video

After watching the ad, user will start Choose whether the user will start to browse with Advertiser URL, a

Internet browsing with custom web address or collect data page
Messages
Text Enter the timer message text or leave default variable if you need

multilanguage support, text for this variable can be configured from
Hotspot - Setup - Language - Browser Language page

Text font Select desired font type using this field
Text size, alignment Choose Text size and Alignment within the message box
Text color, background Set the color for text and background, HTML color codes have to be used

© 2017 Antamedia
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17.3 Coupons

To configure the coupons in Click, press Coupons button on the top bar. The page will show a list of available
items, select one to modify it or press Delete to remove the coupon. To create a coupon, click New button
located under the list, configure the settings and then press Save.

Name

Offer
Category
Coupon code
Description
Brand image

Coupon image
URL
Location

Expiration
Active

© 2017 Antamedia

Set the name of the coupon, so you can refer to it inside the Click.

Set the specific offer for coupon (like 10% off,

5% credit etc.)

Select coupon category, define new categories under Options - Categories tab

Enter alfanumeric code for the coupon

Enter a short description of the offer in this field
Upload a brand image(jpg, png, bmp or gif), this icon will be displayed in coupon grid on

HotSpot web page
Upload a coupon image(jpg, png, bmp or gif),
coupon

Specify URL address of the advertiser, user wi
Open Site button

users will see this image after they open the

Il be redirected to this address after clicking

By default it is set to all locations, but you can specify on which of them it will be available
(Optional) Configure the coupon expiration date
Use this button to enable or disable displaying of this coupon

@ HOTSPOT CLICK
ﬁ Ads pors Announces  Statistics
Coupon Name Name
Pizza Hut Pizza Hut
KFC Category
BI's Restaurant Brewhouse Food & Restaurants
Calvin Klein Description
GAP Qutlet
Dinner Box
Armani Jeans Shirt
Victoria's Secret
Louis Vuitton Brand image
Famous Footwear click-pizzahut-logo.jpg
NIKE
Payicss %‘P M Upload
Staples
Toys R Us
(Carter's Babies & Kids URL -
Chocolate.com http://www.pizzahut.com/
No Expiration Active
New Delete

Sign out
Options
Offer
$10
Coupon code
12345
Coupon image
dick-pizzahut-coupon.jpg
Upload
-
Location
All Locations hd
Save
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17.4 Announces

To configure new announcements or modify existing, click Announces button on the top bar. The page will show
a list of available items, select one to modify it or press Delete to remove an announcement.

Announcement name Enterthe name of the item, so you can refer to it inside the Click.

Text Enter the text for the announcement

Text font Select desired font type using this field

Text size, alignment  Choose Text size and Alignment within the announcement box

Text color, Set the color for text and background, HTML color codes have to be used (http://html-
background color-codes.info/)

Active Use this button to enable or disable this announcement

€ HOTSPOT CLICK

Sign out
) Ads Coupons [N\ Statistics | Options
Announcement Name Announcement name
Maintenance Mode Maintenance Mode
Text
We are performing network maintenance. <br>All services will
be restored shortly. <br>Sorry for the inconvenience!
Text font
Verdana v Active
Text size Alignment
18 hd Center v
Text color Background
#FFFFFF #05C4F1
Save

New Delete
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17.5 Statistics

From this section you can view and examine statistical data, HotSpot Click collects data on each customer
engagement. Impressions and clicks data is available for ads, coupons and surveys. To display pie-chart report for
all items for specified time period, please select starting and ending date manually or select a period from Date
Range drop-down menu and press Show button.

@) HOTSPOT CLICK

ﬁ‘ Ads Coupons Announces Options
“ nsnkd i

Date Range Select Ad -
Today > |Allads leel | Show

[23/05/2013[F| [23f05/2013 [

Date Ad Mame Impressions | Clicks
5/23/2013  Barns and Noble Mook ] | 2 [
5/23/2013 | Coca Cola 5 1
5/23/2013 | Excursions iz 2
5/23/2013 | Hard Rock S i
5/23/2013 | HotSpot Click Ad Server | 14 | a1
5/23/2013 | McCafe 4 2
5/23/2013 | Pizza Hut 3 z
5/23/2013  Samsung Galaxy Video = 1]
5/23/2013  Shopping 11 |2
5/23/2013 | Spa and Wellness 3 2
5/23/2013 | Starbucks Video iz 15

Click can also display report for a specific item which shows impressions and clicks comparison chart and location
comparison. To display it, select date range like described above, choose the item from Select Ad\Coupon\Survey
field and click Show button.
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@I HOTSPOT CLICK Sign out

ﬁ Ads Coupons Announces Options
“ nsnkd i

Date Range Select Ad -
|This Week |V | | McCafe |V i ‘ Show ‘
!20;05;201359} Izsfos,tzols|m|

4.4 5.3
4 - 5
36— 4.7 -
32+ 4.4 -
2.8 41~
24 ~a- Impressions| 38 4 I HotSpot Location Impressions|
24 u- Clicks 35 4 . HotSpot Location Clicks
16— 3.2 4
124 29+
0.8 26 -
04 - 234
0 . 2 -
521/2013 5/23/2013 Main Location

© 2017 Antamedia 83



A

ANTAMEDIA

17.6

Options

Advertisers

Antamedia HotSpot Manual

Advertising with HotSpot Click

From Options - Advertisers page you can manage accounts of Click users, add new, modify or delete existing.

There are two types of users:

e Administrator - User has access to all Click sections, administrators can create or remove other users, manage

coupon categories and edit Click HTML cod.

o Advertiser - Users of this type do not have access to Options section, they can manage allowed content types

and view the statistics.

Categories

From this page you can manage product/service categories for coupons in Click.

Code

Advanced users with HTML and JavaScript knowledge can directly edit Ads(image and video type) and Coupons

code.

@ HOTSPOT CLICK

Coupons | Announces Statistics
e “

) Ads

Advertisers

| Ads HTML Code || Coupons HTML Code |

Image HTML || Video HTML

Ad HTML Script

<script language="javascript”>
function timer{time,update,complete) { ~

var start = new Date().getTime();

var interval = setInterval{function() {

var now = time-{new Date().getTime()-
start);
ifil now <= 1000) {
clearInterval{interval);
complete();

¥
else update{Math.floor(now/1000));
}100);

function countdown_time(){
timer(%% TIMEY,
function{timeleft}
{document.getElementById{"timer).innerHTML
= "#PLEASE-WAIT# "+timeleft;},
%SHOWTIMER v
hH
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Sign out

Ad HTML Content

<div id="show_timer" style="width:100%;
height:34px; background-color:% ~
TLBACKGROUND®:; text-align: %
TLALIGN%;" > <span id="timer"

style="margin:0; padding:0px Opx Opx Opx;
color:%eTLFONTCOLOR:; font-family:%

TLFONT®, Geneva,sans-serif; font-size: %
TLFONTSIZE%px; text-shadow: 0 1px 0 (¥
#555555;"> < /span=-</div>

<div id="click_ad_content"
onClick="f_AdvertiserURL{}"><img style=" max-
width: 100%; width: auto\9; width: 100%; height:
auto; vertical-align: middle; border: 0; -ms-
interpolation-mode: bicubic;" sre="%
IMAGE_AD%" =</ div>

Save
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18 HotSpot Cloud

Cloud HotSpot feature allows you to control multiple remote locations over the Internet using the same,
centralized HotSpot server. We have integrated a Radius server which is used for AAA and communication with
connected routers. Please consult our staff if your router is not listed as it might be easily supported.

Mikrotik router
Static Public IP Access Point

— << ) ,;'Z

Antamedia HotSpot DSL modem DSL modem OpenWRT
Static P_ubhc IP Dynamic Public IP Router =
required Allowed o =
—_— | — <1))) - \’f“‘
Forward TCP ports »
80,443,663
and UDP ports
DSL modem —
1812, 1813 Stalic Public I~ MikroTk Wik
to HotSpot Server IP Required )
— — o))) g T
Forward UDP port S

1700 to MikroTik IP

Routers can be installed in a different places like restaurants, coffee shops, retail stores, shopping malls. Routers
are using their own Internet connection to provide Internet access to users, and to communicate with HotSpot
server in order to authenticate users and control their usage. Users are limited by download, upload, time, quota
and other login parameters. Each router can have its own branded pages and theme. This can be configured from
HotSpot - Setup - Locations page by specifying router's LAN range of IP addresses.
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ANTAMEDIA

Editions Solutions Support

Metwork Database Pages Internet Plans Free Access Cloud HotSpot | WiFi Locations Options Language

DEVICES
Create a Cloud HotSpot using Radius and Routers

Create a doud HotSpot solution by connecting routers to HotSpot. Routers can be installed in different places like restaurants, retail stores, coffee shops,

shopping malls. Routers are using their own Internet connection to provide Internet access to users, and to communicate with HotSpot server in other to

authenticate and control usage. Users are limited by download, upload, time, quota and other login parameters. Each router can have it's own branded pages and
ACCOUNTS theme. This can be configured in the Locations page by spedifying router's LAM range of IP addresses,

~| Enable Cloud Service HotSpot Public IP 197.168.1.5 External Public IP provided by ISP which is
na R port forwarded to a HotSpot NIC 1 (WAN side)

Router 1P Active Type Router 1P Router ID locatonName  lastPing  Actve

STATISTICS
Router ID

ri‘i Location Name

OPERATOR

SETUP

OpenWRT [ | Radius

fﬂh}\ Configure Routers

Requirements:

e Supported router like MikroTik or OpenWRT routers. For example RouterBOARD 750, RouterBOARD 951 and
all Mikrotik routers with OS level 4+, Linksys WRT54G model etc

¢ Ifremote MikroTik/OpenWRT router also acts as Internet modem/router, it must have static public IP address
configured on its WAN port.

e Ifyou have separate Internet modem/router on remote site, forward UDP ports 1700 and 8728 to
MikroTik/OpenWRT router.
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18.1 MikroTik Router Configuration

The following example illustrates how to connect remote MikroTik router:

It is recommended to reset the router to factory settings before connecting it to Hotspot server.

1. Make sure that MikroTik router is already set up and operating as a gateway for its local network.

2. Open MikroTik router settings in web browser from a Windows computer located in local network, the PC
should be set to automatically obtain IP address.

3. Click on the IP section and select Services, click on letter E that is displayed next to api entry.

Interfaces
Bridge

Switch

IP -> Services

PPR

Mesh

P ¥

ARP

Accounting

Addresses

DHCP Client

DHCP Relay

DHCFP Server

DNS

Firewall

Hotspot

IPsec

MNeighbors

Packing

Pool

Routes

SMB

SNMP

© 2017 Antamedia

| 7 items

press on "E"

£ ==

=

m o o o e

4 Name Port Available From Certificate
api 8728

ftp 21

ssh F.

telnet 23

winbox 8291

WWW 80

wiww-ss/ 443 none
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4. Download and extract RouterAdmin to the desktop of this PC
5. Run as administrator RouterAdmin.exe from the folder and click MikroTik button
6. Enter Router LAN IP address and Password for admin user, click Get Router Data button

ANTAMEDIA

Router LAN IP Port User Password

e T AT e
(. : 7 = 4
Router Setup |LAN :f'm . Wﬁ' Garden

MikraTik

HotSpot Server IP Admin Password

OpenWRT S o iy S S
antamedia 0 ...

Interface (LAN or WLAN)
ether2-masterdo ' e

Authentication Pofs| Finished

Accounting Port

m

Communication Pok

Allow administration through Internet (WAN port) Get DHCP Server...

Last Ping: MN/A

© 2017 Antamedia

88


http://www.antamedia.com/download/RouterAdmin.zip

A Antamedia HotSpot Manual

' ‘ HotSpot Cloud

ANTAMEDIA

7. First on the Router Setup tab enter remote HotSpot Server IP address
8. (Optional) Set new Admin Password for MikroTik and click Save button.

ANTAMEDIA

E Router LAN IP Port User Password
\ 192.168.88.1 8723 admin antamedia
MikroTik
Router Setup |LAN WAN ‘Walled Garden Log
- 2 : =
OpenWRT HotSpot Server IP Admin Password

192.168.1.5 antamedia

‘ Get Addresses...
Interface {LAN or WLAN) | Save .

ether2-masterdocal -

Get Routes...
Authentication Port 1812 Radius Secret seqet f
Accounting Port 1813 Comm, Interval 5 sec L
Communication Port 1700 Timeout {ms) 3000 ]

Get DHCP Pool...

Allow administration through Internet (WAN port) Get DHCP Server...

o

Last Ping: N/A

9. Select the Interface that is connected to local network which will be controlled by HotSpot software
10. Make sure that Allow administration through Internet (WAN port) is checked

11. It is recommended to leave other options under Router Setup tab on default values
12. (Optional) Change Router LAN IP address from LAN tab.

© 2017 Antamedia 89



A Antamedia HotSpot Manual

' ‘ HotSpot Cloud

ANTAMEDIA

13. Create a DHCP pool that matches IP range of Router LAN IP address, delete all others

14. Go to WAN tab and in Router WAN Interface field select interface that is connected to the Internet
15. Set Router WAN IP address and appropriate NetMask

16. Set the default Gateway address and DNS server (Internet router IP, ISP DNS or public like 8.8.8.8)

7
& W

Router LAN IP Port User Password
ik 192.168.88.1 8728 admin antamedia
MikroTik
Router Setup LAN WAN " | Walled Garden Log
OpenWRT Router LAN Interface Router LAN IP (255.255.25 .
ether2-masterJocal - 192.168.2.1 g 0 ...
DHCP Pools Get Addresses...
Enbl, MName DHCP from DHCP to
default-dhep  192.168.2.3 192.168.2.254 Get Routes. ..
Add ] [ Del GetDNS...
DHERE R Get DHCP Pool. .
Enbl, ID Mame Interface Least :
1 default ether2-master-ocal 4320 (I;Iet DHCP Server...
4 T | 2
(A | [ ope
Last Ping: N/A
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17. Important! Make sure that Static box is checked

18. (Optional) Configure a list of websites accessible without user authentication under Walled Garden tab.
19. Click Save button to apply the settings for both LAN and WAN router interfaces.

20. After saving, disable and re-enable network card on the pc and restart HotSpot Router Admin application

ANTAMEDLA

Router LAN IP Part User Password
o 192.158.88.1 3728 admin antamedia
MikroTik
Rmh&hn[iﬂiﬁ\wm (— e
OpenWRT Router WAN Interface e
ether 1-gateway -« e
Router WAN IP (255.255.255.0) Get Addresses. ..
192.166.1.2 24 -
Get Routes...
Static :
Gateway
192.168.1.1 Get DNS..,
DNS o
102.168.1.1 Get DHCP Poal...
Get DHCP Server. ..
;
LastPing: MfA
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After these procedures remote MikroTik router will be ready to be added inside HotSpot software. Go to HotSpot -
Setup - Cloud HotSpot page and click Configure Routers button. Check Enable Cloud Service box and click
Save. Click Start Radius and then Auto Add Routers button. Restart your router, and during rebooting, router
will communicate with our radius and will be automatically added to the list. Ater that router will be controlled by
HotSpot software.

A\
ANTAMEDIA'
Editions Sollltlans Support
Credit Cards |\M-|m|s Usagesdleclle |r:np|nyee; |Advmxng
Database ‘Pag&s |TnbemetPla'ls |Free»kx3:s Cloud HotSpot |WLomlions |Q:mw‘s ‘ngjage
DEVICES
. Create a Cloud HotSpot using Radius and Routers

Create a doud HotSpot solution by connecting routers to HotSpot. Routers can be installed in different places like restaurants, retail stores, coffee shops,
shopping malls. Routers are using their own Internet connection to provide Internet access to users, and to communicate wwﬂ'\ HotSpot server in other to
authenticate and contral usage. Users are limited by download, upload, time, quota and other login parameters. Each router can have it's own branded pages and

ACCOUNTS theme. This can be configured in the Locations page by sper:n’ylng router's LAN range of IP addresses.

|—r—

Router IP Active _ Type Router IP Router D [ —
STATISTICS L 1 Radius and Router Config

S - 192.163.1.5 External Public IP provided by ISP which is
) Enable Cloud Service HetSpot Public P port forwarded to a HotSpat NIC 1 (WAN side)

Router ID
To configure Routers, please dick
’i‘ i Location Name [ Router Admin ] [ Auto Add Routers ]
OPERATOR
OpenWRT [ | Radius Please configure Radius ports

Authentication Port 1812 O l Start Radius ]

Accounting Port 3
e

Communication Port 1700

Radius Secet

Currently supported: Mikrotk routers using Radius,
OpenWRT routers running Antamedia firmware (non-Radius)

#N
L, Configure Routers OpenWRT supported models

A
L1l
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18.2 OpenWRT Router Configuration

This example will show how to connect remote OpenWRT router, example uses Linksys WRT54G model:

e If router runs factory firmware, you need to install Antamedia OpenWRT:
o Download the openwrt-wrt54g-squashfs.bin firmware image to a PC connected to router's LAN port:
www.antamedia.com/download/openwrt-wrt54g-squashfs.bin
o Open http://192.168.1.1/ (other IP if you changed router LAN IP address) in the browser and go to
Administration-Firmware Upgrade page
o Upload openwrt-wrt54g-squashfs.bin file. Wait 2 minutes. The router will reboot itself automatically after the
upgrade is complete.
e Ifrouter already has other version of OpenWRT firmware, update it with this version:

www.antamedia.com/download/openwrt-brcm-2.4-squashfs.trx Follow the same above steps for installation.
o Ifrouter runs DD-WRT firmware, update it with www.antamedia.com/download/openwrt-wrt54g-squashfs.bin

1. Make sure that the router is already set up and operating as gateway for its local network.

2. Open router settings in web browser from a Windows PC connected to router's LAN port, the PC should be set
to automatically obtain IP address.

3. Login to the router using root username and blank password.

€ 9 H | @ 19216811 cgi-bin/luci

OpenWrt | OpenWrt Attitude Adjustment 12.09.1 | Load: 0.03 0.06 0.03

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Authorization Required

Please enter your username and password.

Username [& root

Password [T
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4. Set the Router Password, leave SSH Access setting at default values and click Save & Apply button.

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Router Password

Changes the administrator password for accessing the device

Password [Elescccsnsd |

SSH Access

server

Dropbear offers 1 network shell access and an integrate

-~ Dropbear Instance

Interface ® | ]
© |lan: B ®
© |wan: j2
@  unspecified

@ Listen only on the given interface or, if unspecified, on all

Port [22 |
@ Specifies the listening port of this Dropbear instance

@ allow SSH password authentication

@ Allow the root user to login with password

Gateway ports [Z] @ allow remote hosts to connect to local SSH forwarded ports

7] Add

~ SSH-Keys
Here you can paste public 55H-Keys (one per line) for S5H public-key authentication.
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5. Download and extract RouterAdmin to the desktop of this PC
6. Run as administrator RouterAdmin.exe from and click on OpenWRT button
7. Enter Router LAN IP address and Password for the root user, click on Get Router Data button.

ANTAMEDTA

Router LAN IP Password
. 192.168.1.1 router_pass [ Get Router Data ] [ Stop
MikroTik
f T | —, [.r,— T, [rw—— S ———
Router Setup [I_AN & WAN assword Walled Garden Log
ap =
HotSpot Server IP S5ID
OpenWRT T i X . s
OpenWirt Router Message: /sbinfuci: Entry no
Wireless : Ok
Communication Interval === Get DHCP ===
5 seconds Channel Router Message: resuft GET_UCI_D:
100
User inactivity time resutt GET_UC| DHCP_LIMIT
B Router 1D |150
i P e, — ] resutt GET_UC|_ DHCP_LEASETIME
hotspot_1 -
12h
Router LAN Interface
brdan £ |DHCP: Ok
=== Get WAN ===

| Router Meszage: result SHOW_UC|

| network wan=interface
network.wan.ifname=eth0

| network.wan.proto=dhcp

| WAN: Ok

e

8. Onthe Router Setup tab set desired SSID for WiFi network, do not enter HotSpot Server IP yet.

9. Ifthisis afirst router you are connecting to HotSpot, set Router ID to hotspot_1, increase the number for
every next OpenWRT router you add.

10. Make sure that Router LAN Interface is set to br-lan value.
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11. Go to the LAN & WAN tab, optionally change Router LAN IP address.

ANTAMEDLA

Router LAN IP Password
192.168.2.1 router_pass Get Router Data ] [ Stop
MikroTik
Router Setup | LAN & WAN i
' [100 -
Router LAN IP Router WAN IP resuft GET_UCI_ DHCP_LIMIT
OpenWRT o P 150
192,168.2.1 192.168.1.10 |
resuft GET_UC| DHCP_LEASETIME
Static IP [12n
DHCP From MNet Mask
|DHCP: Ok
192.168.2. 100 255.255.255.0 L ot VAN s
To Gateway Router Message: result SHOW_UCI
192,168.2, 250 192.168.1.1 | network. wan=interface
% il I network. wan.ifname=eth0
Lease Time DNS | network. wan.proto=dhcp
720 Mirite: 192.168.1.1
s |WAN: Ok
=== Set LAN P ==
Ok
=== 5t DHCP ===
o
=== Gat WAN ===

|Exception: 1001: Command executic

E

Last Ping:  N/A

12. Set DHCP pool options (From, To and Lease).

13. Set Router WAN IP address and appropriate NetMask.

14. Set the default Gateway address and DNS server (Internet router IP, ISP DNS or public like 8.8.8.8)
15. Important! Make sure that Static box is ticked.

16. Click Save button to apply the settings for both LAN and WAN router interfaces.
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17. (Optional) Configure a list of websites accessible without user authentication under Walled Garden tab.

A
[\

Router LAN IP Password

192.158.2.1 router_pass [ Get Router Data ] [ Stop

MikroTik

Log

In e‘tw ork.wan .resui\..r_dﬁ5='1“9-2.163. -
I.com |network.wan.up=1

OpenWRT peype. | network.wan.connect_time=18

www . paypal.com g
www . sandbox.paypal.com |network.wan . device=eth0

paypalobjects.com
www.paypalobjects.com [ WAN: Ok

paypalssl.doubledick.net
paypal. 112, 207.net
securepics. ebaystatic.com
mobile.paypal.com

=== Get Walled Garden ===
'Router Mes=sage: pavpal.com
| www.pavpal.com

| wowewe.sandbox. pavpal.com

m, |, com
ccg:.];ziery.mm |paypalobjects.com
connect. facebook. net | wowwi.pavpalobiects. com
www . ak. facebook.com | paypalzsldoubleclick.net
|paypal. 112207 .net
|securepics.ebaystatic.com
| mobile.paypal.com
m.paypal.com
|code jguery.com
|connect facebook.net
| wewew.ak facebook.com
-

Last Fing: N/fA

18. After saving, disable network card on the PC.

19. Physically turn off the router and wait 3 minutes.
20. After 3 minutes, enable network card on the PC.
21. Close RouterAdmin application.
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22. Re-plug the network cable from LAN to WAN port of the router.

23. Start RouterAdmin application and go to OpenWRT, click on Get Router Data button.

24. Go to Router Setup tab and now enter remote HotSpot Server IP address.

25. Select one of the options from Channel drop-down menu, if you are unsure which, select the last one.
26. Click Save button.

A
{7\

Router LAN IP Password
192.168.2.1 router_pass [ Get Router Data ] [ Stop
MikroTik
[ b 8 B, [ b [ b
Router Setup |LAM & WAN Paszword | Walled Garden Log
- : |network. wan.resoly_dns=192.168. «
HotSpot Server IP SSID network. wan.up=1
OpenWRT e, e | network.wan.connect_time=16
T 1 network. wan.device=eth(
Communication Interval |VUAN: Ok
5 [ Channel === Get Walled Garden ===
| | Router Message: paypal.com
inactivity §i | www.paypal.com
el ot 2427 GHz (Channel - | wiviwe.sandbox.pavpal.com
200 seconds 2.432 GHz (Channel | SRS
2.437 GHz (Channel | Py Cis . com
2.442 GHz (Channel’ W paypalobiects. com
2.447 GHz (Channel: | paypalssl.doubleclick.net
2.452 GHz (Channel ' paypal 112 2o7.net

| securepics.ebaystatic.com
| mobile.paypal com
| m.paypal.com
code jguery.com
| connect facebook.net
www. ak facebook com

| 2,457 GHz (Channel
m =

Last Ping:  M/A
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After these procedures remote OpenWRT router will be ready to be added inside HotSpot software. Go to HotSpot
- Setup - Cloud HotSpot page and click Configure Routers button. Click Start Radius and then Auto Add
Routers button. Check Enable Cloud Service box and click Save, after that routers will be controlled by HotSpot
software.

£
5

b
i

Editions Solutions Support
CreditCards | Whitelists JURL | Email |S0cial |Usage Schedule | Employees. | Advertising License
Network | Database |Pages |Internet Plans | Free Access Cloud HotSpot | WiFiLocations | Options: |Language
DEVICES

Create a Cloud HotSpot using Radius and Routers

Create a cloud HotSpat solution by connecting routers to HotSpat. Routers can be installed in different places like restaurants, retail stores, coffee shops,

shopping malls. Routers are using their own Internet connection to provide Internet access to users, and to communicate with HotSpot server in other to

authenticate and contral usage. Users are limited by download, upload, tme, quota and other login parameters, Each router can have it's own branded pages and

ACCOUNTS theme. This can be configured in the Locations page by spedifying router's LAN range of IP addresses,

Router IP Active  Type Router IP RouterlD __  mesemneme I
. 1 Radius and Router Config

Router ID
To configure Routers, please dick

Location Name [ Router Admin ] [ Auto Add Routers ]

. External Public TP provided by 15P which s
rvice 192,168.1.5 P ¥
\} e TR Rolsoat Bbkc I port forwarded to a HotSpot NIC 1 (WAN side)
R [P
STATISTICS

OpenWRT [ | Radius Please configure Radius ports
Authentication Port (1812 & Start Radius ]
Accounting Port 1813 &

g
Communication Port
Radius Secret

Currently supported: Mikrotik routers using Radius,
OpenWRT routers running Antamedia firmware (non-Radius)

f}m
& Configure Routers. OpenWRT supported models
LOGOUT

A
1l
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19 Free Access

Antamedia HotSpot software helps you offer Free WiFi access to customers in your Hotel, Restaurant, Cafe etc.
Using HotSpot's Free Access mode you can efficiently manage and control WiFi service. You can choose whether
users will access Internet by clicking on a button, entering shared keyword or signing up for free account.

Free users are tracked by MAC address, you can set HotSpot to automatically delete expired free users after
specified time interval. If you want to re-enable expired free user immediately, please delete appropriate MAC
address from the Free users list on the Accounts page.

To configure Hotspot in free access mode, please follow these steps:

1. Go to HotSpot - Setup - Pages - Default page screen and choose Login page with a free trial link or Free
access page option

2. Select Free access type and Free signup method if you want to set sign up also

3. Click Save button

4. Configure limits for free users on HotSpot - Setup - Free access page (these limits will be applied to Free users
without an account and for accounts created with Free SignUp)

5. Click Save button

'y N
ANTAMEDIA
Editions Solutions Support
T [—\ Y [ Y [ ~ [ S, [ - Y [ Y
Metwork: Database Pages Internet Plans Free Access Cloud HotSpot WiFi Locations Options Language
DEVICES DefaultPage | Customize = [SianUp [ Collect Data s ['sst setun
F1k)
Default Captive Portal page Page rules define which pages and themes will be displayed in the specific
T locations and day or time interval
ACCOUNTS Upon connecting to your HotSpot, the customer will see in the browser: . Wifilocaton  Theme  Page
L] Default Hotspot Login
T |=|Hutel Hotel Login Hotel Room Name Email
iLogin page | |Labby Hotel Free Access Name Email
‘USE' login page (username and password) v | |=|Bead'\ Beach-WiFi Free Access Keyword Terms
TISTI | |Retail Store Retail-Store Free Access Email Terms
|=|Night Club Night-Club Login + Facebook
F
D e S e Shared Keyword |;|Spa Center Spa-Center Free Access Name Email MNews
‘ ‘Free access with keyword and terms of use v | |FREE
’N T would like to configure the free access options
OPERATOR
Signup method Signup Type
‘Credit Card payment or PayPal - | |User,{Pass w | Location Mame Theme []1n time interval
ﬂ |pefault ~ | |Hotspot v oo ¢ -jooon ¥
— Enable Socal Metworks S G
- 2 . [ survey [ In Usage Schedule intervals
ree Trial linl
serp v
Show Upgrade link
O Show Help link
'
bl
Al
tocour s e ol
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19.1 Free Access Limits

Free access can be limited with several parameters:

Quota
Unlimited quota
Time

Unlimited time
Download
Upload

Pause between logins

Maximum allowed logins

Free access expiresin

Re-enable expired free user
after

Enable Usage schedule for
free access

Inactivity timeout

© 2017 Antamedia

Specify quota for free user session
Set unlimited quota for user session
Specify time for free user session
Set unlimited time for fee user
Download speed during free session
Upload speed during free session

After logout user has to wait specified time period before HotSpot allows next
login

Total number of allowed logins with one free account

Free access expiration time, account will not be valid after specified number of
days

HotSpot can delete a free account after it expires, thus enabling the same
device to create new free access account (since access is controlled with MAC
address)

Specify time period when user can login. Day and time rules are defined in
HotSpot - Setup - Usage Schedule page.

Automatically disconnects the users from the Internet after specified time of
inactivity
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Editions Solutions  Support
Credit Cards. Whitelists URL Emai Sodial Usage Schedule  Employees ‘Advertising License
It o
Network | Database |Pages |InternetPlans | Free Access Cloud HotSpot | WiFilocations  Options |Language
DEVICES
Free Access
Please configure Free Access settings that are applied to the users account. You can limit download and upload speed, total available time or data transfer and
other settings. Free users are tracked by the MAC address, and you can automatically delete expired free users after spedified time interval, If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.
ACCOUNTS
— Dally Limits [=
Quota 'ause between logins
STATISTICS m

[ unlimited quota
[ Maximum asllowed logins [ | Enable Usage Schedule for free access

Lgrs | -
n

CCess expires in

T ] Unimited time days from the firstlogin Tnactiity tmeout
Download
|
- Upload enable expired free user after

hours minutes

days

serup o)«

’5\3 1 would like to configure the default captive partal page
tosour
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19.2 Free Access Daily Limits

Daily limits options used for free access are

Bandwidth quota daily limit Specify quota for free user session
Bandwidth quota monthly limit Set unlimited quota for user session
Limit daily time usage Specify time for free user session
Limit monthly time usage Set unlimited time for fee user

Limit the number if daily logins Download speed during free session

Editions Solutions Support

CredtCards | Whitelists Rt |Enad [socal [P [T

Metwork ‘[}aliﬁa;e |P39ES |Ir|IB'IIEtP|a'|s Free Access |[lu.|dHnI3xlt ‘Wl-’llo&llim |Cplmns ‘ngjage

DEVICES
_Free Access

5
Please configure Free Access settings that are applied to the users account. You can limit download and upload speed, total available time or data transfer and
other settings. Free users are tracked by the MAC address, and you can automatically delete expired free users after specified time interval, If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.
ACCOUNTS

) e o [
[] Bandwidth quota daily limit [] Limit daily time usage ["] Limit the number of daily logins

sansrcs Corn s g

! ["] Bandwidth quots monthly limit [ Limit monthly time usage
OPERATOR
A

-

SETUP

T would like to configure the default captive portal page

)
e

LOGOUT
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Free Access Options

Set of specific additional options for free access:

After login, show this message on
welcome page

In the free signup process users may
create only one free account

After login, redirect customer
Free time available for signup completion

SMS signup password should be __
characterslong

Enable multilogin for Free Signup
accounts

Enable autologin for Free Signup accounts

Free plan to apply for a free account
signup

© 2017 Antamedia
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Set the text that free users will see on the page displayed after
successful login. It can be used for promotional and marketing
messages, instructions for users etc.

Activating of this option will limit free access with only one
account from device based on MAC address

Enter the URL of website to which you want to redirect free users
after welcome page

This option applies to SMS and email free signup, after receiving a
password user needs to login before specified time expires

Set how many characters should be used for Free signup with
SMS confirmation

This option will allow use of same Free access account from
different devices at same time

Free access account will be automatically loged in after activating
of this option

Select this option to use only free Internet Plans for free signup
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Editions Solutions Support
Credit Cards ‘Whitelists URL Email Sodial Usage Schedule  |Employees ‘Advertising License
Network |Database |Pages |InternetPlans  Free Access | CloudHotSpot | WiFiLocations | Options |Language
DEVICES
Free Access

Please configure Free Access settings that are applied to the users account. You can limit download and upload speed, total available time or data transfer and
other settings. Free users are tracked by the MAC address, and you can automatically delete expired free users after specified time interval. If you want to
re-enable expired user imediatelly, please delete appropriate MAC address from the Free Users list on the accounts page.

Limits Daily Limits ’Optiis

fter login, show this message on the welcome page

|<B»GET A FULL ACCESS ACCOUNT NOW/ | <BR.> For today's special offer, please call our office. </B>

After login, redirect the customer to
ttp: /fwww.antamedia, com

Free time available for signup completition
minutes

nup password should be
characters long

In the free signup process users may create only one free account. Control is based on the MAC address

Enable multiogin for Free Signup accounts
simultaneous logins

Enable autologin for Free Signup accounts

|| Free plan to apply for a free account signup

Iwould like to configure the default captive portal page

[RE-TI—
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20 HotSpot Pages
20.1 Default page

Configuration of default HotSpot captive page is done from HotSpot - Setup - Pages - Default page screen, where
you can customize the look and functionality of the page. To check how page will look like, click Preview page in
browser button to launch default browser with Hotspot login page. Antamedia HotSpot allows you to set
different page rules for each location configured on HotSpot - Setup - Locations page.

To configure a set of default page rules, please follow these steps:

Select the location for which you want to define page rules

Choose type and subtype of the default page.

Select Sign Up method (these are explained on HotSpot - Setup - Pages - Sign Up page).
Configure Theme settings

Click Save button

s wN -

ANTAMEDLA

Editions Solutions Support
Network \ oo D Pages [mmtplms *[FreeAccess  |CloudHotSpot  |WiiLocations | Options Yo
DEVICES Default Page [Cl.slnuim B [memes . [Sgwllp . [Colectnata . [Opbnﬂs . [5‘& Setup B
XA
Default Captive Portal page Page rules define which pages and themes will be displayed in the specific

locations and day or time interval

ACCOUNTS Upon connecting to your HotSpot, the customer will see in the browser: _ Wilocation  Theme  Page
L9 Default Hotspot Login
; | |Hotel Hotel Login Hotel Room Name Email
ge Lobby Hotel Free Access Name Email
||
|USE' login page (username and password) v | |=|Bead'1 Beach-WiFi Free Access Keyword Terms
STATISTICS | |Retail Store Retail-Store Free Access Email Terms
|=|N|ght Club Night-Club Login + Facebook
E
D U chared e vinard |=|Spa Center Spa-Center Free Access Name Email News
‘ |Free access with keyword and terms of use ~ | |FREE
’N I would like to configure the free access options
OPERATOR .
Signup method Signup Type
|Cred|t Card payment or PayPal v | |User,|fPass ~ ‘ Location Name [] 1n tine interval

|Default ~ | |Hotspat joo:oo 2| -jono0 2|

A

Enable Sodal Networks

Surve: || 1n Usage Schedule intervals
SETUP Free Trial link E‘ke £ - =
Show Upgrade link
/J Show Help link

Locour SRE=— TS -
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Available Login Page types:

User login page

Ticket login page

Dual login page
Hotel login (PMS Room, Name)

Hotel login (PMS Room, Name,
Collect e-mail)

Hotel login (PMS Room, Name,
Collect mobile)
Hotel login (PMS, Free Keyword)

Hotel login (PMS Room, Name +
user login)

Login + Facebook

Hotel login (PMS, Access Code,
Free)

Login with Free Signup and
Upgrade

Login page with a Free Trial link

Free access page

© 2017 Antamedia

Customers will login with username and password

Customers will login with tickets, also called vouchers (represented with an
alpha-numeric code)

This type of page combines user and ticket login page

Automates login process by integrating with Hotel PMS software (PMS add-
on required). Guest will enter room number and last name, and if details are
correct, Internet access will be granted and cost (if defined) will be added to
the guest room bill

Same process with collecting e-mail address

Same process with collecting mobile number

Combination of PMS based login and Free keyword access. Suitable for
Lobby where free access is usually provided

Combination of Login and Signup. Guest have to signup with room/last
name, and select a plan. Cost (if defined) is added to the room. Next time
guest can login with room and last name. If desired, guest can upgrade for a
higher speed plan (following the initial signup steps) and cost will be again
added to the room bill

Login page with username and password fields and a Facebook button that
allows free access after user shares a post on the wall

Hotel PMS integration with tickets and free access. Guests can login with
room/name, walk-in customers with voucher access code, and lobby guests
can use free access

Login page with Free signup and Upgrade link
User login page with a link that allows users to access Internet using free

access mode

This type of default page contains form for one of the free access modes.
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Free access types:

Free access with keyword and
terms of use

Free access with keyword
Free access with terms of use
Free access with single click

Free access with Email and
terms of use

Free access with Name and
Email

Free access with social network

Free access with Ads

Free access Name Email
Newsletter

Free access with mobile sms
verification

Users are required to enter shared keyword and agree to your terms of use
before getting free access

Users are required to enter shared keyword before getting free access
Users are required to agree to your terms of use before getting free access
Free access is allowed after user clicks a button, no keyword needed

Free access is allowed after user provides email address and agrees to your
terms of use

Free access is allowed after user provides name, email address and agrees
to your terms of use

This type of page displays a Facebook button that allows free access after
user shares a post on the wall

User gets free access after clicking on the displayed ad, requires Click add-
on

Free access based on the newsletter subscription

Free access based on sms verification

On theright side of the screen you can configure following options related to login page:

Location name

Theme

In time interval

In usage schedule intervals

Survey

© 2017 Antamedia

Select the location for which you want to configure page rules

Select one of the several offered styles for login and other pages

(Optional) Configured page rules will be used only in time interval set here
(Optional) Configured page rules will be used only in usage intervals set here

Enabling of this option will show Survey on login page. From list select which
of configured surveys will be used. Configure and Enable Survey[s7 before
selecting this option.
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Signup types:
Hide Signup link on login page Hide signup link from Login page
Credit Card payment or PayPal Users are redirected to payment gateway signup pages
Refill Voucher based sign up Users can signup for account using refill vaucher
PMS integration Over Signup will be created accounts based on PMS integration
Free signup with terms of use Free signup is allowed based on terms of use
Free signup Free signup

Free signup with Email confirmation Free signup with password send to email as confirmation
Free signup with SMS confirmation Free signup with password send to phone as confirmation

Free signup with Name, Email and Free signup with Name, email and password send to phone as
SMS confirmation confirmation

Refill Voucher with SMS based sign  Signup based on Voucher with SMS based signup
up

More informations specific settings used for Sign Up are available from Sign Up Settings[ )
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20.2 Customize

If you want to create a completely different design of HotSpot pages, or to integrate it with existing website, you
can modify pages directly. Antamedia HotSpot software gives you an ability to modify all the pages displayed in
customer browser like:

Login, Logout, Welcome, Max users, Restricted, Infobox, Info, Help etc. These pages are in HTML format. Unicode
support is also included in software, this makes possible to use any language on the web pages.

You can edit the pages directly from the software on HotSpot - Setup - Pages - Customize page or using another
editor like Notepad++, Dreamweaver etc. This requires exporting pages, press Export button to save the pagesin
C\Antamedia\HotSpot\Pages folder, edit needed files in the same folder and import the files after you saved the
changes (click the arrow on Export button). You can also define a new group of pages that can be used to set
different page style for each Hotspot location.

Preview page in browser button will open a browser and display currently selected page so you can see how
your page looks like. When you finish, please press Save button or Copy and create a new group of pages.

»

z

El
b'
z

m

5'

2

»

Editions Solutions Support

3
g
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Credit Cards [\M’iteis!s [lﬁ!_ [Ernd [Sood [Usage Schedule [Errdoyees [Advaﬁﬁwg [chense
MNetwork [Da!ﬂ:ase Pages [mtanetﬂa's [FTEE Access [Goud HotSpot [Wﬁ Locations [Opbons [La\g.!age
DEVICES Default P _ .
age Customize Themes Sign Up Collect Data Options S5L Setup
i)
To customize pages that appears in the customer browser, please dick the page below and edit it's computer and mobile versions. Mobile version appears on
smart phanes like iPhones, Android etc, and it's based on the jQuery Mobile. If you wish to provide different pages for different locations (or specific time of
ay), please create a new group of pages, and assian it using the page rules.
d te f d assign it using th I
ACCOUNTS Page Mame
 Page -~ |Log|n | [ ‘Add New Page 'l [ Del Page
&
| |Logout Page HTML Code (Responsive) Translate language variables ##
|| Welcome ""|
. <IDOCTYPE html= N
STATISTICS | [Manimum Users <html lang="en">
| |Restricted — <head>
nfo <meta charset="utf-">
. Elh <meta http-equiv="X-UA-Compatible” content="IE =edge"> =
e || InfoBox <meta name ="viewport” content="width=device-width, initial-scale=1.0"=
W || [InfoBox Logout <meta name="description” content="">
m ) <meta name ="author” content=""»
OPERATOR [w]Help <title > #HOTSPOT # < ftitle >
|| General <link href="3%BOOTSTRAP s css /bootstrap. css™ rel="stylesheet™>
Password <link href="9%THEME %s/style.css" rel="stylesheet™>
=l <link rel="stylesheet” href="3tBOOTSTRAP%/font: fess ffont: min.css">
| |Password Updated <script src="%BO0TSTRAP %o/fis fjquery.js ™= < script =
=4 || Collect Data <script sro="%BO0TSTRAP % iz bootstrap.min.js"> < fscript=
- = %HEAD_SCRIFT%
SEIAR ||sign Up <!-- HTML5 shim and Respaond.js [ES support of HTMLS elements and media queries —>
||SignUp 1 <I--[ifItIE 9] =
Sign Up 2 <script sre="%BO0TSTRAP %/js htmlSshiv.js™= < /script >
Q =l . <script sre="%BOOTSTRAP % js/respond. min.js™= < fscript>
- | |Sign Up 3 <![endif] - ~
# JI\E\ e A
L

oo -
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20.3 Themes

HotSpot Themes are easy and convenient way to completely change how the HotSpot pages look in customer
browser. Changing theme is very simple. In Current Theme field located in HotSpot - Setup - Pages - Default page
screen, configure the preferred theme and your customers will see the change in their browsers for every new
HotSpot page they open.

Antamedia HotSpot comes with 50+ themes which you are allowed to use and modify for your purposes
(redistribution is not allowed).

el
AIRPORT

To customize it, please go to HotSpot - Setup - Pages - Themes. You'll find options to change image for the main
logo, brand logo (bottom of the page), buttons and background. Logo and button images have to be in .png
format, background requires .jpg file.
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How to customize a HotSpot theme, step by step? The example below will cover main logo change, procedure is
the same for buttons and background (except .jpg format).

Go to HotSpot - Setup - Pages - Themes screen

Select the theme you want to customize

Click Open Theme Folder button

Check what are dimensions of Logo.png file

Create a file with your logo that has the same dimensions, save it in .png format

Click Clear button to remove default image

Click Choose button, select your logo file and press Open

Go to HotSpot - Setup - Pages - Default page screen and press Preview page in a browser button to confirm
the change

O NV A WN =

Themes can be further modified in order to match your corporate look. You can change colors, modify graphics
and buttons and change the layout of page elements. These details are specified in Style.css file which can be
modified directly from Themes page(click on Theme CSS tab) or using another editor like Notepad++ or
Dreamweaver, file is located in each theme folder (like C:\Antamedia\HotSpot\www\Themes\Hotspot).

A

Editions Solutions Support
Credit Cards [VLh'\:eis‘s [lRL [End [Soud [Usage Schedule [Errplcvees (advaﬁa'wg [bca\se
e [ B
Metwork Database Pages [I:ﬂ:emet Plans [Free Access [{!uud HotSpot [WF Locations [meors [La'\g:age
DEVICES [Defa.ltPage [ Tremes [sm Up [ Collect Data [Gotone (sst setwp
s 5.8
Theme [T\
v e -
ACCOUNTS
Logo.png
Screenshot
) ARoT AIRPORT
stamstics s -
. Background.jpg
OPERATOR
To fully customize selected theme, please
— } dick the button below to open theme
7‘ folder and modify images, js and css files.
s
&
A
LOGOUT
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204

Sign Up Settings

Antamedia HotSpot provides automated self service signup process. When a customer clicks the 'Sign Up' link on
the login page, browser will be redirected to the sign up page which is defined for it's location. This page defines
available sign up methods for your customers.

Credit Card payment based sign up (requires license for the credit card module)
Customer chooses username, password, price plan and pays with the credit card. Price plan defines limitations like
time, bandwidth quota, download and upload rates, expiration date, daily access limits etc.

Refill Voucher based sign up

Customer chooses username, password and enters refill voucher code. Refill vouchers are created in advance with
desired price plan limitations (time, bandwidth quota, download and upload rates), and they can be distributed or
sold by your staff, resellers or through your channel partners. it may be done using HTTP or HTTPS based page.

PMS integration (requires PMS Interface module)

Customer chooses username, password, price plan and confirms identity with a room number and personal
details. If successful, payment is added on provided room number, and customer will see this charge in the Hotel
PMS system. In addition you can set Default Price Plan for PMS signups

Select to Enable PMS Interface in general or to Use Opera membership status to apply complimentary
default plan

Free Signup
Free Signup with Email, SMS, name, helps you to provide free access and collect data from your customers

Ticket Sign Up
Specify number of characters used in Ticket Length and Ticket Prefix used in Free Sign Up
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Editions Solutions Support

Credit Cards Whitelists URL Email Sodal Usage Schedule | Employees ‘Advertising License
Network Database }pags Internet Flans Free Access Cloud HotSpot 'WiFi Locations Options Language

DEVICES Default Page Customize Themes f Sign Up Collect Data Options 551 Setup

Self-Service Customer Sign Up

Provides automated self service signup process. When a customer dicks the 'Sign Up' link on the login page, browser will be redirected to the sign
ACCOUNTS up page which is defined for it's location. This page defines available sign up methods for your customers.

Credit Card payment based sign up (requires license for the credit card module)
Customer chooses username, password, internet plan and pays with the credit card. Internet plan defines limitations like time, bandwidth
quota, download and upload rates, expiration date, daily access limits etc.

Refill Voucher based sign up

Customer chooses username, password and enters refill voucher code. Refill vouchers are created in advance with desired internet plan limitations
(time, bandwidth quota, download and upload rates), and they can be distributed or sold by your staff, resellers or through your channel partners

STATISTICS

PMS integration (requires PMS Interface module)

N Customer chooses username, password, internet plan and confirms identity with a room number and personal details. If sucessful, paymentis
added on provided room number, and customer will see this charge in the Hotel PMS system.

OPERATOR
Default Price Plan for PMS signups
|Ched( Email and Social Networks ~ | [ Enable PMS Interface
f Use Opera membership status to apply complimentary default plan (defref1)
j Free Signup
Free Signup with Email, SMS, name, helps you provide free access and collect data from your customers
SETUP

Ticket Sign Up Button_ApiTest
pe, Tdetiength Charactrs eteree [

N
e
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20.5 Collecting Customer Details

Antamedia HotSpot has an ability to force a user to enter personal data after login. You can do it in order to verify
customer identity, in marketing purposes, or just to send expiration reminder message so that a customer can
upgrade in time. This option can be used for Free Access or standard Login method.

By default, Hotspot collects first and the last name, E-mail address, gender, birthday, but you can also include
address, city, country, phones. There are three custom fields that you can configure based on requirement. It may
contain FLIGHT No, ROOM etc.

To activate this feature, please Enable collecting customer data option that is located in the HotSpot - Setup -
Pages - Collect Data page.

© 2017 Antamedia

Editions Solutions Support
Metwork » [Dalzbase \ Pages [[rlba’net“a’\s - [FTEE Access [doud HotSpot . [WF Locations [Dphoﬂs " [La'\g.lage .
DEVICES DefautPage | Customize N " [sgnup | Collect Data [Cmm!s " [sst sewp A
(3
Collect Customer Data
Upan login, force the customer to enter personal data, like name and Email. After the data is received, the customer will get the Internet access.
ACCOUNTS
Free Access Login
First name |#FIRST-NAMEZ Required [ show country as a list
TISTT Lastname |#LAST-NAME# Required United States ~
Canada =
Email |#EMAIL# Required Urited Kingdeom i |
Russian Federation
- Gender | EIAM#E Required Brasi
g Y Birthday |[#BIRTHDAY# Required ustraia
Germany
OPERATOR Company [FCOMPANY O O D Requred Fortugal
Address |#ADDRESS# ] ] [] Required Turkey
I India
City |[#CITY# [ [ || Required Austria
| Belgium
jl- Country |FCOUNTRY# =l =l [ Required Czech Republic
- Denmark
P Phone |#PHONE# O O [ Required Finland
Room |#ROOM# = = ["] Required Ttaly
Spain
*O [ Custom 1| [=CUSTOM 12 | O O [7] Required Sweden
) Switzerland
& ‘;N [ Custom 2| |=CUSTOM2# | O O [ Required &)
¢
LOGOUT | || | O O [lReq
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20.6

Welcome Page and Options

Antamedia HotSpot allows you to customize the Welcome page message that appears after customer login. It can
be configured to show a warning message, which informs a customer about the account expiration if time and
quota are below the limits or the expiration date is close.

Such warning messages are important since a customer will be informed when it is the time to refill account or to
make monthly payment. At the same time, the software will prevent a customer frustration which may happen if
the account unexpectedly expire. Timely renewals will make your customers come back leading to more profit.

To configure the warning message, please choose the parameters which should be verified on customer login:
Account expiresin less than _days

Time left isless than _minutes

Quota left isless than _ MB

Please enable the desired options and enter the appropriate values.
The text of welcome and warning messages can be customized by editing language file from the Browser

Language[ % page.

HotSpot can redirect customer after login to a desired web page. For example, you can redirect customer to your
main website or to a customer portal. Select option After Login, redirect the customer to and enter site
address.

Page Options panel give you ability to set couple useful options for communication with iOS, Android and
Windows based devices on network and during user access to HotSpot portal page.

As soon device connects to your WiFi, it will trigger and display default captive login page. In some cases it can
cause delays in displaying login page. Use of following set of options can prevent this and load your login page
without such delays.

Send iOS devices to browser login Force loading of HotSpot login page in a iOS device browser.

Send Android devices to browser login Force loading of HotSpot login page in a Android device browser.

Send Windows devices to browser login Force loading of HotSpot login page in a Windows device
browser.

HotSpot autostart delay (allow system to boot on slower machines) __seconds Set number of seconds for
autostart delay. Slower systems require use of this option to avoid issue with faster startup of HotSpot than other
required devices and applications on computer.
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Editions Solutions Support

Credit Cards ‘Whitelists URL Email Sodal Usage Schedule  |Employees ‘Advertising License
Metwork Database ,PGDE Internet Plans Free Access Cloud HotSpot WiFi Locations Options Language

DEVICES Default Page | Customize " | Themes " | SignUp " | Collect Data lom 551 Setup

_Welcome Message Redirect After Login
AcCcounTs When account is about to expire, show an expiration warning [] after login, redirect the customer to
message on the welcome page in these cases: |ht'h:|'waw aoogle.com
Account expires in less than days
Time left is less than 15 | minutes ) )
STATISTICS Redirect browser to login page using

MB 200 OK v

Quota left is less than

Page expiration _U | Sec

|| Force browser redirect to default login page
OPERATOR When a device connects to WiFi, it wil attempt to automatically trigger

[ show SignUp, Help and Free Trial links as a text instead of a button and display default captive login page. In some cases, it can cause
delays in displaying login page. Hotspot can prevent this and display
your login (splash) page through browser if you experience such delays.

A
" [ send i05 devices to browser login
SETUP ["] send Android devices to browser login

|| send Windows devices to browser login

P,
?h
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20.7

SSL Certificate

SSL Certificate is used to encrypt communication between HotSpot Web Server and customer Internet browser.
Secure connection can be used:

- to switch to secure login. Instead of standard http:// based login page, customer can go to
https://yourlPorDomain/login and authenticate through secure connection

- when customer is about to pay with credit card, to keep the data safe

- to change account password

To configure SSL certificate, you need to specify correct location of Certification File, Private Key File and CAcert
Root Certificate file.

HotSpot comes with default SSL certificate produced for IP 192.168.0.1. Although this is included free of charge, it
creates a warning messages in browser and might drive away customers. If you want to create your own certificate
file, please follow instructions bellow:

It is assumed that OpenSSL is installed on your system. It is also assumed that you have registered a domain name
for your hotspot and that its DNS has been configured to point to the IP address of your hotspot server.

To begin the process, a Certificate Signing Requests (CSR) must be sent to a Certificate Authority (CA) to be signed.
Once signed, a certificate will be returned to you. Be sure to check with the CA in question for any instructions not
covered here. This process has been successfully tested on Windows XP using a FreeSSL 1 month test certificate
provided by RapidSSL.com. The procedure is the same for RapidSSL's commercial products and should be very
similar with other CAs.

1. Generate a private RSA key

Run OpenSSL and at the command line prompt, enter:

OpenSSL> genrsa -out host.key 1024

Afile named host.key file will be generated in the same directory as the 'OpenSSL' command line program. Keep
this file safel Without it, your certificate can't work and you'll have to order a new one. This file is your private RSA
host key and should not be sent anywhere.

2. Generate a CSR

OpenSSL> req -new -nodes -key host.key -out host.csr

Enter the requested information when prompted. Be sure to use the correct 2 digit country code. When prompted
for the x509 Common Name attribute, enter the fully qualified hostname (domain name) the certificate will be
used with. Please note, this MUST be the exact domain name being used for the hotspot server. ie. the domain
should resolve to the IP address of your hotspot server.

Common Name (eg, YOUR name) [J:www.yourhotspot.com

where www.yourhotspot.com is the domain name of your hotspot. The e-mail address you provide will likely be
used by the CA to deliver your certificate. Leave any subsequent attributes blank, unless the CA requests
something be set in them. Upon completion of this step, a file named host.csr will be created in the same directory.

3. Deliver the CSR data to the CA
The contents of the host.csr file must be submitted to the CA, though the method will vary. The procedure with
RapidSSL is to copy/paste the contents of the host.csr file into their web order form. It is then up to the CAto
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return the certificate data. Most CAs will require some form of authentication. RapidSSL uses an automated phone
system which calls and prompts you to enter the digits on your computer screen. You must also confirm you have
admin access to your domain name. Other CAs may have further requirements.

4. Setup Files for use with Antamedia Hotspot

Once the certificate has arrived from the CA (usually via email) you must copy/paste the certificate into a text file.
Name the text file AHRootCert.pem. Rename the host.key file that was generated at the beginning to
AHRootKey.pem. Finally, obtain the Root Certificate file which should be provided as a download from your CA.
Click here to obtain the FreeSSL Root Certificate (Base-64 encoded X.509) from RapidSSL. Rename the downloaded
Root Certificate file to AHRoot.pem. Now place all three files (AHRootCert.pem, AHRootKey.pem, AHRoot.pem) at
the root level of the Hotspot installation folder (replacing the existing files). Launch Hotspot and login as
administrator. Go to SETUP->Pages->SSL Setup and enter the domain name of your hotspot server (omit the
https:// and enter just the domain). Please note, this must be the exact domain name used on the certificate and
must resolve to the IP address of the hotspot server. Save, connect to the hotspot and test the certificate.

However, if you want a fully working SSL certificate which doesn't create any browser warnings, we recommend
ordering your own certificate from SSL Certification Service www.hotspotssl.net

You will get correct files so you can skip a bit complicated process. Such certificate allows you to show your domain
in customer browser instead of HotSpot IP address. For example, instead of http://192.168.0.1/info customer will

see http://www.myhotspotname.com/info

Please note that Antamedia doesn't collect any fees from this service, and we recommend it as a money worth
alternative to the manual certification process.
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Editions Solutions Support
Credit Cards Whitelists URL Email Social Usage Schedule | Employees ‘Advertising License
Metwork ' |Database ' Pages InternetPlans  Free Access " |Cloud HotSpot | WiFi Locations | Options ' Language
DEVICES I, (USRS (STRRE. (RN, (EED. (R
Default Page ‘Customize Themes Sign Up Collect Data Options 551 Setup
SSL Certificate Setup
This S5L Certificate is configured for "HotSpot Software™. It will encrypt the communication between a customer browser and HotSpot when the
ACCOUNTS customer is about to pay with a credit card or to change the account password.
Certification File Password
|C:\Amamedia\HotSpot\&HRooD:ert.pem | |amamedia
Private Key File
STATISTICS |C:\Amamedia\Hot5pot\&HRooﬂ<ev.pem |
- .
=T How to create S5L certificates ? Check itin the manual
= |C:\Antamedia\l—1m5|:ot\&HRoot.pem | S5L Certification Service - Order your valid S50 certificate
OPERATOR Hotspot Domain Mame (without https: f/)
If specified, domain name must resolve to this machines IP address
[ Redirect customer to S50 login page
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21 Social Networks

21.1 Social Accounts

For those busy people, login with social account is sometimes the best and the fastest choice to get WiFi. Our
software can be configured to accept login from several social networks. Since users are usually logged in on their
mobile devices, the only thing they need to do is to click the button of a preferred social network, and confirm
login to WiFi.

Supported networks are Facebook, LinkedIn Twitter, VK and Google+. To configure, please enter required
information like APl key and click Save.

~
Editions Solutions Support
Network Databaze Pages Internet Flans Free Access Cloud HotSpot WiFi Locations Options Language
| T T T T T T i
CreditCards  |Whitelists |URL | Email Social |Usage Schedule | Employees | Advertising |License
DEVICES Social Accounts | Sodial Buttons
m Flease configure social netwark accounts that will be used on your login pages.
ACCOUNTS Facebook LinkedIn
Facebook Application ID How to create ID? LinkedIn Client ID
) Facebook App Secret LinkedIn Client Secret
TISTIH
Twitter Google+
% Consumer Key (API Key) Google Client ID
OPERATOR Consumer Secret (API Secret) Google Client Secret
[ Google redirect URL
| |htn:|:,|ff192.m&.g.l.nlu.lojredlrjcogle |
9 VK Google requires URL instead of IP for a callback. Use
http: //nip.io service to simply map your IP to a domain.
SETUP RO ttp: /frip phy map
“/D VK Secure key
“n | B
L
LOGOUT
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21.2 Social Buttons

From HotSpot - Setup - Social - Social Buttons press on Insert Default Social Buttons to add all social media

buttons.
If you don't use some of them and want to remove it from HotSpot pages, simple remove it from list and press on

Save button.

_

Editions Solutions Support
Network. Pages Free Access CloudHotSpot | WiFiLocations  |Options Language
T T T
CreditCards | Whitelists [ |Emai Social |Usage5dlefl.le |Employees | Advertising | License
DEVICES Social But
Configure visual appearance of the sodal buttons. The code below replaces %&SOCIALBUTTONS % in any page. You can move this variable in the
login pages to change pesition where sodal buttons appear.
ACCOUNTS
<h 3> #LOGIN-WITH-50CIAL % </h3> -
<p style="text-align: center;">
<a href="jgetFBAuthUr" dass="azm-social azm-size-48 azm-circe azm-gradient azm-facebook™ > <img src="fimages [facebook png™><fa=
<a href="fgetTwitterAuthUrl" dass="azm-sodal azm-size-45 azm-cirde azm-gradient azm-twitter "> <img src="/mages/twitter .png"></a>
<a href="fgetlinkedInAuthUr|" dass="azm-social azm-size-48 azm-drcle azm-gradient azm-inkedin™><img src="fimages/linkedin.png"></a>
STATISTICS <a href="/getGoogleAuthUrl™ dass="azm-sodal azm-size-48 azm-crde azm-gradient azm-google™> <img src="/mages/google.png™></a=>
<& href="fgetVkKaAuthUrl" dass="azm-social azm-size-48 azm-cirde azm-gradient azm-vk™><img src="fimages/vk.png">=</a>
<fp=
! <br=
OPERATOR
A v
-
SETUP [ Insert Default Social Buttons. ] [ Save
7\
LOGOUT
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21.3

214

FaceBook API

Login on your FB account and go to Facebook for developers section

Press on + Add a New App

Set Display Name and in Category select Communication then click on Create App ID

After Security Check you will be redirected to + Add Product section

From list find Facebook Login and click on Get Started

In Client OAuth Settings set Embedded Browser OAuth Login to Yes

in Valid OAuth redirect URIs type http://127.0.0.1/redir_fb and http://Gatewaylanl|P/redir_fb (for example
http://192.168.9.1/redir_fb)

click on Save Changes

From Settings panel enter details for App domains your website without htttp://www. and set unique
Namespace which must have 6 letters minimum

In Privacy Policy URL type http://www.antamedia.com/privacy/

Click on Save Changes

Go to App Review section and set your application to be Live and available to the public

At Dashboard section is available App ID and App Secret which you will enter in the HotSpot.

Twitter API

Login on your Twitter account and go to Twitter Application Management

Press on Create New App

Set basic details:

Name, Description, Website http://GatewayLanlP (for example http://192.168.9.1) and Callback URL
http://GatewayLanlP/redir_twitter (for example http://192.168.9.1/redir_twitter)

Accept Developer Agreement and press on Create your Twitter application

Go to Settings panel

In Privacy Policy URL and Terms of Service URL add http://GatewayLanlIP/privacy (for example
http://192.168.9.1/privacy)

add Organization name and Organization website and press on Update Settings

Go to Permissions panel and select option "Request email adresses from users" and press on Update
Settings

From Keys and Access Tokens section and find your Consumer Key and Consumer Secret which you will enter

in the HotSpot.
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21.5

21.6

21.7

VK API

Login on your VK account and go to VK Developers section

Press on Create an Application

It is necessary to set your site (URL address in format http://example.com) and domainn (example.com)
It is required to complete authorization of application with sending free SMS to your phone.

Application will be created after confirmation is finished.

Go to Settings and confirm that your application is set as Visible to all

In base domain add http://127.0.0.1 and http://GatewaylLanl|P (for example http://192.168.9.1)
In authorized redirect URL add http://127.0.0.1/redir_vk and http://GatewayLanlP/redir_vk (for example

http://192.168.9.1/redir_vk) and press on Save
Go to Settings page and see Application ID and Secure key which you will enter in the HotSpot.

LinkedIn API

Login on your LinkedIn account and go to LinkedIn Developers section

Press on Create Application

Set Company Name, Name for your application, short Description, Application Logo

From Application Use select Communications

In Website URL field add your site URL address (for example http://YourSite.com)

Set Business Email, Business Phone and select option I have read and agree to the LinkedIn APl Terms of
Use.

Click on Submit to create application.

Be sure that r_basicprofile and r_emailadress is selected and click on Update

Go to OAuth 2.0

type http://127.0.0.1/redir_linkedin click on Add

then type http://GatewayLanlP/redir_linkedin (for example http://192.168.9.1/redir_linkedin) and click on Add and
Update

Go to Settings and from Application Status select Live and click on Update

From Authentication section is visible Client ID and Client Secret which you will enter in the HotSpot.

Google +

Login on your Google + account and go to to Google APl manager.

From Dashboard panel Enable API

In list find Social APIs and click on Google+ API

Go to Credentials panel and from Create credentials select OAuth client ID

Choose Web application as application type and set Name

In Authorized Javascript origins field enter local host IP http://127.0.0.1, http://GatewayLanlIP (for example
http://192.168.9.1) and http://antamediadev.com

In Authorized redirect URLs field enter http://antamediadev.com/redir_google, http://127.0.0.1/redir_google and
http://GatewaylanlP.nip.io/redir_google (for example http://192.168.9.1.nip.io/redir_google)
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Press on Create button.
In new window you will see Client ID and Client Secret which you will enter in the HotSpot.
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22 E-mail Notifications

22.1 Email Setup

Email notification option is used to send Email messages to the customers to remind them about account
expiration, to send payment receipt or a newsletter, and other purposes. Before you can start sending messages,
please define mail server settings.

Enable Email notification to activate the option.

From Select SMTP provider you can select SendGrid or Configurable.

If you choose SendGrid, enter your SendGrid Username and Password.

If you choose Configurable use your ISP SMTP, specify mail server and port required for communication. If your
SMTP server requires authentication, please enable SMTP server require authentication option and type the
username and password. Some SMTP servers might also require POP before SMTP authentication. In this case
you need to specify POP3 mail server, the used port (default 110) and the account username and the password.

| you require Email verification, you can set and configure it using BriteVerify service.
Sign Up for their service, select option Verify Email using BriteVerify service and enter BriteVerify API.

To test Email delivery, please enter Emails in from and to fields and click Send Test Email button. If you get a test
Email, everything is properly configured. When you finish, please click Save button.

Editions Solutions  Support

Network (oot [Fages [ [ HotSpot [ [Dpﬁxzs [Lavg}age

1 N B Y Y Y Y Y Y

CreditCards | Whitelists iR Email [S{xﬂ [P T [— |

DEVICES Email Setup [Emd Notfications. | SMTP Redrect
)
_Email Setup
ACCOUNTS
Select SMIE provider ] Verify Email using BriteVerify service (www.briteverify.com)
Configurable v
BriteVerify APT

STATISTICS SMTP mail server Port Sign Up for service

mail. domain. com | s <]

,_‘., i [ ] SMTP server requires authentication

Username Password

OPERATOR ‘ ‘

Test Email Delivery

- S From To
ﬂ DUse Rkttt |me@dumain.mm | |To@doma\n.com |
* POP3 mail server Port
= i domain o [ )
SET\R Username Password
o) N \
A
&F
A
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22.2 Notifications

To keep your customers informed about their account expiration, you can Automatically send Email and remind
your customer that it is a time to refill the account. Email notification can be sent to the customer when the
following conditions are met:

Account expiresin less
than _days

Time left is less
than _minutes

Quota left is less
than _MB

Example: if you set 5 days and account expires at June 25th, Email notification will be
sent to the customer at June 20th.

Example: if you set 30 minutes, Email notification will be sent to the customer 29
minutes before the account expire

Example: If you set 50 MB, Email notification will be sent to the customer when
bandwidth quota is 49 MB

These values are checked only on account login.
Email template specifies which message template will be used to prepare Email for the customer.

When customer make payment for your services using a credit card, receipt can be sent automatically to an Email
address provided by your customer. If you like to use this option, please enable Send payment receipts on
Email and in Email templates field choose a template that will be sent to the customers Email.

nnnnnnnnn

Editions Solutions Support

DEVICES

ACCOUNTS

STATISTICS

e

OPERATOR
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Credit Cards l\MiI:Ss‘s

Email Setup Email Notifications | SMTP Redirect

(DPBU"S [nguage

Y

[Da\ﬂ:ase [Pages [Ynta'net Plans [Free Access [Boud HotSpot [Wﬁ Locations

B N B B N
[LRL Email [5003 lUsage Schedule [Errdovees Advertising [Uca\se

Expiration Reminder
|E)cpiranon Reminder

[] Automatically send Email when:

Account expires in less than
Time leftis less than
Quota left is less than

Payment Motification

|Payment Notification ~
[] Send payment receipts to the Email

Email Signup Motification
|Emai| Password

Device Monitoring Motification

|Dewce Monitorig Motification
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22.3 SMTP Redirect

Internet service providers sometimes blocks SMTP port (25) in order to stop abuse. If you are using such Internet
service provider, your customers will not be able to send Email when their Email configuration uses that port.

SMTP Roaming feature helps you to overcome this problem by redirecting all Email traffic to other SMTP server
running on different port. The entire process is transparent for the customer and no changes are required in
customer Email settings.

For example, a customer uses mail.companydomain.com on default port 25 when working from the company
office. When a customer connects to your HotSpot where ISP blocks port 25, it will not be possible to send an Email
although all the settings are the same in customer Email client software (Outlook, The Bat ...).

The solution is to redirect all traffic for the port 25 to a different SMTP server and port. Although a customer does
not see any changes and may think that Email was been sent through the company server, an Email will be sent
through your SMTP server.

To activate SMTP roaming, please Enable it and type SMTP Server IP and Port where to redirect Emails. If you do

not know IP address, please type SMTP Server URL address and press Resolve IP button. You can click on the
correct IP address to transfer it to SMTP Server IP field. When you finish, please press Save button.

=Y

Editions Solutions Support
MNetwork [Da\ﬂ)ase [Pages [hta'ﬂetP‘ats [ﬁee Access [Goud HotSpot [Wﬁ Locations [DIMX!I"S [Lamage
i Y [ ) Y l Y ) Y [ Y [ 3 l . Y [ - Y
Credit Cards ‘Whitelists URL Email Sodial Usage Schedule  |Employees Advertising License
DEVICES {Emd Setup |Emai Notfcations . sMTP Redirect
[i4)
_SMTP Redirect
Please specify the IP address of the remote SMTP mail server, This server has to be outside the local network controlled
ACCOUNTS by HotSpat. If you do not know IP, please resolve it by typing SMTP URL, choose IP and press the Save button.
‘) ["] Enable
STATISTICS MRS ervevalEs SMTP Server URL
-
. 25 -
1P address
opeRaToR e
A
> )
SETUP
=
T
"
LOGOUT
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23 Options
23.1 Company Info

Please go to HotSpot - Setup - Options - Company page to specify various details about your company, such as
company name, address, email, logo image etc. These details will appear on invoices you send to postpaid
customers. There you can also define header and footer text for these invoices.

Editions Solutions Support

I
ANTAMEDIA'
Credit Cards Whitelists URL Email Sodal Usage Schedule  |Employees ‘Advertising License
Network Database Pages Internet Plans Free Access Cloud HotSpot WiFi Locations Options Language
DEVICES Company Print Options Misc. Options | APIIntegration | SMS Setup Active Directory | Central Server | Watchdog Service
m Company Information
Flease enter your company information
ACCOUNTS
Company Logo
|
Address
TISTIH
City
; - Postal Code State
OPERATOR iy Invoice Header

| |
[ Email
o )
- Phone
seTu L 1
Mobile

}(D | |
A - |

Invoice Footer

© 2017 Antamedia 129



Antamedia HotSpot Manual

A

' ‘ Options

ANTAMEDIA

23.2 Receipt Printing

Please configure print templates in HotSpot - Setup - Options - Print options page.

A

Editions Solutions Support
MNetwork ‘Dalzbase |Pag&s |1'rlta’netP!a’|s |Freemes |ChudHoIﬂ:ot |WF|L i D Languag
DEVICES Company Print Options |Msc. Options |aP1'TntegaIinn |9‘45 Setup |adlveliednry |Ca’|lrd53va |Walx1’ldng |Sa'v|ce
8
eceipt Print Options
Default printer
ACCOUNTS
Receipt Title |Microscﬂ XPS Document Writer ~ |
Wifi Hotspot
|:| Mo Preview
Receipt Header
Fast Internet connection at the right Show Print diglog (choose a printer and options)
price.
STATISTICS
Account print template Refresh Postpaid account print template
|Accnums - Default w | |Accnums - UsageBased - Default w |
‘ Receipt Footer
Thank you for using our services. X .
Looking forward to seing you again, Tickets print template Receipt template when
|Accnums - Tickets - Default ~ | |Accnums - Free - Default ~ |
OPERATOR
| Refill print template Receipt print template
A |Reﬁ|l -Default “ | |Recei|:|t - Default “ |
| . .
i I would like to modify print template Bill print template
SETUP I would like to create accounts now |Bi|| Default o |
f}N
L
LOGOUT

If you do not want to see a preview before printing, which is suitable once you configure print templates, please
select No Preview.
To print directly to the default printer, without showing print dialog, please disable Show Print dialog option.

Antamedia HotSpot offers different templates for account, refill and receipt printing.

From the same place you can modify receipt title, header and footer text
Depending on receipt template, this text will appear on printed receipt which you give out to the customer.
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23.3 Miscellaneous Options

Display small laptop
icons

Allow login for unsold
accounts

Allow relogin if IP
address changes

Log all login errors

Improve performance
by minimizing HotSpot

Force the customer
relogin to prevent
excessive and
unattended download

Disable Skin

Update time, quota
and transfer rates on
Computers screen

Optimize memory
usage every

Deduct Outbound
traffic from Quota

Reload active sessions
on Hotspot restart

Restart Hotspot if
error occurs

Pause inactivity count
down timer when user
traffic is detected

Show country filter in
the Usagelog statistics

Show free Internet
plans on Operator
view

© 2017 Antamedia

Defines the size of laptop icons in the main server screen

All the accounts will be able to login even if an operator have not sold them

Allow a customer to login again if the account is already in use. The previous session
will be logged out and a customer asked to login again (it can help when the
connection is not stable and a customer is trying to connect while getting different IP
addresses)

Store all HotSpot messages (information, warnings etc) in a log file

Minimize HotSpot software after the specified time period of inactivity to get better
performance. This feature is enabled by default and we recommend leaving it enabled

HotSpot will stop Internet service for customer after specified time interval and force
her to login again. This feature can be used to prevent downloading of large files and
excessive bandwidth usage.

Skinned interface can be disabled in some parts of software in order to improve
performance and response time.

HotSpot performance is slightly improved by configuring higher value in this field.
Default valuei 1 second.

Select time interval after which memory usage will be optimized

Choose whether Hotspot will count both download and upload when deducting
quota from user account

If this option is enabled, Hotspot restart will not interrupt user session with new login
request

Hotspot will restart itself in case of unexpected error, so it can continue normal
operation

This option will pause inactivity countdown without resetting it to default number of
seconds

Beside other informations, Country will be also available in Logs
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Clear MAC address on
logout

Reset account
password on logout

Log Browser's User
Agent for debug
purposes

Discard DB
Connection Messages

Enable Customer
Portal

Show accounts from

Time display format

Quota display format

Bandwidth display
format

Software priority

HotSpot Autostart
delay (allow system to
boot on slower
machines)

© 2017 Antamedia

MAC address will be cleared from account properties in HotSpot when user loggs out.

Set new random password for user's account on each logout

Type and language of customer's browser is logged each time she logs in to HotSpot.
This data can be analyzed on HotSpot - Statistics - Log page.

Select this option to discard warring messages related to DB connecting to HotSpot

Set this option to allow Customer Portal from Welcome page

Show the accounts from other Antamedia software (Internet Cafe software, HotSpot,
Bandwidth Manager)

Choose format which is used to display time
HH:MM (2:35), Hh:Mm (2h 35m), Hh:Mmin (2h 35min), M m (155m), M min (155 min)

Choose quota format between bytes, KB, MB, GB, TB, PB, or adaptive which
automatically displays the correct format depending on value

Choose the display format of download and upload rate
KB (KBytes), Kb (Kbits), MB (MBytes), Mb (Mbits)

Select software priority

With enabling of this option slower computers have enough time to boot properly
before software is started
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Editions Solutions Support

T T (T . G5 TR S e
Database Pages Internet Plans Free Access Cloud HotSpot WiFi Locations [ Options Language
oevces [=§mm T T T T PE e T

OQtiDTIS I would like to start the Setup Wizard
["] Display small laptop icons [ Clear MAC address on logout
AcCcounTs [ allow login for unsold accounts ["| Reset account password on logout
Allow relogin if the IP address changes (broken connection,a different device etc) [ Log Browser's User Agent for debug purposes
Log all login errors || Discard DB connection messages
Improve performance by minimizing HotSpot after
seconds of the operator inactivity Enable Customer Portal
STATISTICS

|| Farce the customer relogin to prevent excessive and unattended download on

% || Disable Skin (slightly improves arid performance)

Show accounts from: Quota display format

Update time, quota and transfer rates on COMPUTERS screen in

OPERATOR second(s) |Arw Software ~ ‘ |ﬂdapﬁve ~ ‘

Time display format Bandwidth display format
[ Optimize memary usage every URL items per log |HH:MM (2:35) w ‘ |KB (kBytes) A ‘
T e s o ¢
j Saftware Priority

Deduct outbound traffic from Quota (calculate both download and upload)
Reload active sessions on HotSpot restart {5 min maximum delay)
o |:| Restart HotSpot if error occurs

HotSpot autostart delay {allow system to boot on slower machines)
[ Pause inactivity count down timer when user traffic is detected (nstead of reset) second(s)

"h [ show country filter in the Usagelog statistics
Show free Internet plans on Operator view
LOGOUT
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23.4 APl Integration

Antamedia HotSpot can be easily integrated with the third-party software. This feature is located in HotSpot -
Setup - Options - API Integration page.
Integration is done using HTTP GET query and XML response which offer very short integration time.

To put it simply, it works this way:

1. Your software should send a formatted query similar to URL you type in browser to see certain web page
2. Our software gets this query, parse it and execute the actions (example: generate accounts)

3. Our software generate XML response with details (example: account details) and return it to your software
4. Your software parse XML and process the data (example: use account details to print receipt)

To activate this feature please Enable Integration, specify port (82 by default), and Secret PassPhrase. Purpose
of the PassPhrase is to protect from unauthorized usage while allowing you to use integration commands from
different IP addresses. For example, multiple instances of your program can communicate with HotSpot and
generate accounts.

For the purpose of this manual, we will take 192.168.0.1 as HotSpot IP address, port 82 and PASS as PassPhrase.
These are integration examples:

http://192.168.0.1/generateaccounts?number=5&priceplan=1&pass=PASS

This command will generate 5 accounts and assign price plan 1 to those accounts. You can put a button in your
software and send such command after user click on it. XML response contains all account data, like username,
password, time, quota, expiration.

http://192.168.0.1/generateaccounts?number=3&priceplan=2&print=1&preview=0&pass=PASS
This command will generate 3 accounts, assign them price plan 2 and print the accounts in HotSpot software
without print preview. If you intend to handle printing from your software, printing is not needed.

http://192.168.0.1/generateaccounts?account=TEST&pass=PASS

This command will generate one account with username TEST. It is suitable in cases when you always generate
unique accounts, like personal ID number from ID card. The account will not be generated if such an account
already exists.

http://192.168.0.1/getpriceplans?pass=PASS

This command is used to retrieve all price plans from HotSpot software. XML response will contain price plan
description, cost, time and quota values, expiration etc. You can use these details to store them in your controls
(like Listbox, Combobox) and allow a customer to choose a price plan before you send command to generate the
accounts.

http://192.168.0.1/deleteaccount?account=TEST&pass=PASS
This command will delete the account TEST from the HotSpot software.

The time is displayed in seconds, Quota, Download, Upload are in bytes. Other fields with 0 and 1 represent false
and true. If you have a specific integration requirements, please contact Antamedia.

© 2017 Antamedia 134



A Antamedia HotSpot Manual
' ‘ Options

ANTAMEDIA

Editions Solutions  Support
Credit Cards [\M’itﬁs!s {U’.L [Bﬂd [Socd [Usage Schedule [Endcvees [Advahsﬂg [Lscﬁ\se
Network G = T T, T (T Options Language
DEVICES |Cwaw [printoptions | Misc. Options. mmmmﬁm\mssew [Active Directory " |central Server | Watchdog [Service
)

Integrate HotSpot With the Third-Party Software
This feature allows you to generate accounts easily, to get  list of internet plans, and to perform various other actions from the third-party

ACCOUNTS software, Integration is done as a HTTP GET query and XML response, Please dick on the test button below to see the generated response.
Secret PassPhrase protects from an unauthorized use.

Description of the API commands and parameters
["] Enable Integration =
generateaccounts
Port Secret PassPhrase DESCRIPTION: Eanerates e of more accounts
STATISTICS

[TT] account + account G 1) or account prefix GL) gy
b2 | SECRETPASS DNUNT number i murker o zccauts o gan netete i+
NUM] groupplan  : ID of the price plan or price group
Do fype o Gprepmd Lpostpard, 2-ticker 1
[ Login APT: Allow login orly if account exists and parameters are verified Dong Tocoaemn i DTEIed I
durg se1t ; GesTatus net 5912, -stamys 5018
U] expire : number s to'expire from now
Integration command examples are listed below. Generate accounts parameters are NUMBER Qunl cimmlef :nseconds sbied
(number of accounts to generate), PRICEPLAN (ID of the internet plan to apply), PRINT (f U] qugta™ D S byre o enanie
OPERATOR accounts should be printed), PREVIEW (if preview is required before printing). Parameter [NUM; un'llli-!ta D~ A‘hsah'led 1-enabled
%.SERVER % i replaced with the HotSpot IP:PORT after dicking on the test button. You can e u"""'ﬂwf" i "ﬁ“
m modify parameters and see the generated XML document structure using some XML reader. NUM] print : D-do not print. 1-print cn paper
Q] pravian : G0 g prl:e\new 1-print preview
U] Ten : ticket len
Bk peeliingrn  § became qasswerd
/ Iy passuord - : gpionaly ser passvﬁpfi for sezamls)
U] startnumber @ for manual account suFfix numberin
B |http://24SERVER %/aetpriceplans?pass = %P ASS % |
SETUP conna updateaccaunt
SESCRPTION:  pdares sccaint properties
_“ [TXT] account : reaired Field
p [TxT] password : modify sccount password
o Qg greuepian § D of the price plan or price group
& : O-prepaid. l-postpaid, 2-ticket
¥ “ B pnn:edmur : number of printed pages

LocouT [ s | e T s A
“
API XML response example for generated accounts looks like:
<?xml version="1.0" encoding="UTF-8" 7>
<IDOCTYPE Accounts (View Source for full doctype...)>
<Accounts>
<Account>
<Username>TEST15</Username>
<Password>FD61U</Password>
<TimeUsed>0</TimeUsed>
<TimeLeft>3600</TimeLeft>
<UnlimitedTime>False</UnlimitedTime>
<Quota>0</Quota>
<UnlimitedQuota>True</UnlimitedQuota>
<GroupPlanID>2</GroupPlanID>
<AccessFromTo>False</AccessFromTo>
<AccessID>1</AccessID>
<Expireln>1</Expireln>
<ExpireAfter>1</ExpireAfter>
<EnableDailyTime>False</EnableDailyTime>
<DailyTime>0</DailyTime>
<EnableDailyQuota>False</EnableDailyQuota>
<DailyQuota>0</DailyQuota>
<EnableDailyLogins />
<DailyLogins />
<Download>131072</Download>
<Upload>65536</Upload>
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<GeneratelD>15</Generatel D>
</Account>
</Accounts>
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23.5 SMS Provider Setup

Antamedia Hotspot allows you to send messages to mobile phones. This feature is used for a Free based signup in
order to send a password to the customer phone, SMS marketing and other texting requirements. Before this
feature can be used, you need to sign up for SMS provider account, Hotspot currently supports Clickatell,
iNetWorx, Mobilus Turkey, SSD India, Unifonic, Twillio, SMS.RU and Custom HTTP GET providers. SMS
settings are configured on HotSpot - Setup - Options - SMS Setup page.

To set up SMS messaging, please tick Enable SMS box, enter Username, Password, From Number and API ID
tied to your account. You can also configure message that users will get after sign up for free account. When you
finish, please press Save button.

A

Editions Solutions Support
Credit Cards [v\ﬂi\:eism [LRL [Ernﬁ [Sood [Usage Schedule [E'rdoyees [M\tab@\g [Llcense
Network [Da\ﬂ)ase [PBQES [YntemetP\axs [Free Access [ﬁoud HotSpot [Wﬁ Locations Options Language
DEVICES [Currpmy [PrhtOpﬁu\s [Mise. Options [ap1 Integration  SMS Setup [Acﬁve Directary | Central Server [Wabd’\dog [Service
P
SMS Setup
Please configure SMS provider for sending messages to the mobile phones. This feature is used for a Free based signup to send a password to the customer phone,
ACCOUNTS SMS marketing and other texting requirements. To use this feature, please signup with SMS provider.
Enable SM5
5MS Provider
STATISTICS Clickatel (HTTP) ~ | Sign-up for an account
iNetWorx (HTTF)
Mobilus Turkey (HTTP) Send SMS to test number
~ Gl T ] R
’N SSD India
o —
OPERATOR Twilio
SMS.RU
SMS Free Signup Message
=1 ‘Your Internet access password is %PASSWORD % . Thank you for using our services,
>
SETUP
h |
N
LOGOUT

Custom HTTP GET method can be used to integrate new SMS gateways that offers HTTP GET API. Integration is
simple,
1. Copy their test example

2. replace number with %NUMBER% and message with %MESSAGE%. These variables will be replaced with a real

number to which software will send SMS. %MESSAGE% is replaced with the message specified in above message
box.

3. Configure other parameters if needed and test by sending SMS to your phone
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http://api.unifonic.com/wrapper/sendSMS.php?userid=test@domain.com&password=123456789&t0=%NUMBER
%8&msg=%MESSAGE%&encoding=utf-8&sender=TESTNAME
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23.6 Active Directory Integration

Active Directory integration helps you automate the account management in your network. When a user enters
the username and the password in HotSpot login page, HotSpot will verify if the account already exists in the
Active Directory and generate HotSpot account using price plan options and limits you have specified. Such
account can have unlimited or limited quota, time, expiration date, download and upload rate, based on the price
plan configuration.

This feature is suitable for companies and organizations as it handles the manual work of the administrator and
keeps passwords updated with the main AD system. The configuration of the feature is done from HotSpot - Setup
- Options - Active Directory page: please type the domain name, select a price plan and optionally enable autologin.
This option currently work only if HotSpot is used on computer were Active Directory is configured.

S
ANTAMEDIA

Editions Solutions Support
CreditCards | Whitsists |URL \ e " [Soca N N N -
Network \[Oatbase " [Fages " [intemetPlars |Free Access | Cloud Hotpot | Wi Locations Options Language
DEVICES [Cmma’ly - [Pmto;m [ Mise, Options [ap1 Integration sms Setup gm'm[ﬁmrJthd Server [Wahd’!dog [ service .

Integrate HotSpot With Active Directory

Automatically create HotSpot accounts by checking your Active Directory. When a user enters the username and the password, HotSpot will
ACCOUNTS werify if account exists in the Active Directory, and assign a internet plan options and limits, Such account can have unlimited or limited quota,
time, expiration, download and upload rate, based on the internet plan configuration.

Enable Integration
Domain Name Assign a Internet Plan to users
f social Networks

|| Enable Autologin
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23.7 Central Server

Antamedia HotSpot software is the industry leading HotSpot PC solution that implements centralized WiFi
management over high latency systems. It helps controlling user WiFi Internet access on vessels, oil platforms,
rural areas where Internet link may have periodic interruptions or high delays. This feature can be used to
synchronize accounts between the HotSpot (that runs locally) with Central HotSpot Server Database.

How does it work ?

It authenticates users in the Central Server running remotely on a public IP. Each login attempt is verified in a
central database and parameters are passed to a local HotSpot for synchronization. After each user logout, user
account is synchronized with a central database. Feature is especially useful for Satellite Internet companies
serving ships or remote locations that needs central account management. Administrator can create and manage
all accounts on a Central HotSpot Server. Requires Premium edition.

Account options that can be controlled are:

e Bandwidth Quota Management: Limits amount of data available to each customer

Speed management: Limits download & upload for each user, with adjustable limits per user

Controls multiple user devices with configurable number of devices for each user

Controls time available for each user

Uses Internet plans with configurable limits to create desired limits and apply them during new account creation
Limits daily or monthly available bandwidth quota. Amounts are reset each day/month
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Editions Solutions Support

Netwark Database Pages Internet Flans Free Access Cloud HotSpot 'WiFi Locations Options Language
DEVICES Company " PrintOptions  Misc. Options | APIIntegration  SMS Setup | Active Directory "mgemr Watchdog | Service .

Integrate HotSpot With Central HotSpot Server

Authenticate users in the central HotSpot Server running remotely on a public IP. Each login attempt is verified in & central database, and
ACCOUNTS parameters are passed to a local HotSpot for synchronization. After each user logout, user account is syncronized with a central database.

This computer is Port Secret PassPhrase Server IP Address

lLocalHotspotclient  ~ | [83 | sEcReTRass |
STATISTICS
OPERATOR
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23.8

Watchdog Setup

The main purpose of Watchdog is to monitori HotSpot operation and react if a problem occurs (hardware
problems, Windows hanging, viruses, hacking attempts etc.). HotSpot is constantly sending pings to Watchdog
during normal operation. If there is interruption which lasts longer than predefined time period, Watchdog has the
ability to restart HotSpot application.

You can create different rules, like restart Hotspot if there is no bandwidth for specified time, if there are no new
users, or to always restart at desired time of the day. This service uses port 12380 which should be enabled in your
firewall. Watchdog behavior is configured from HotSpot - Setup - Options - Watchdog Setup page.

We recommend to configure Watchdog to run as a service and leave Hotspot to run as a normal application. To do
this,

1. Run command prompt and go to C:\Antamedia\Hotspot folder

2. Type AWatchdog.exe -install and press enter key

3. Watchdog will be installed as a service and will start

4. Go to HotSpot - Setup - Options - Watchdog Setup page and configure desired options. Then Save and Connect

N

Editions Solutions Support
Credtcads | Whitelsts [ure [Emat [s0cal [sage Schedue " [Employees [advertsng [license
Hetwark patabase == [ e [T [t options Language
DEVICES [canvaw [rntoptions* [Misc. Options APT Integration | sms Setup [active Directory [ central server Watchdog Service

_Watchdog Service Setup

Watchdog Service controls the main HotSpot gateway functionality. You can create different rules, like, restart hotspot if there is no bandwidth for specified time, if

ACCOUNTS there are no new users, or to always restart at early morning. This service uses port 12380 which should be enabled in your firewall,
i Rk Show 24h format
[ "] Restart HotSpat if there is no ping for more than 1 5| minute(s)

STATISTICS || restart HotSpot always at spedfied time 00:00 v [ ] Except

["] Restart HotSpot if tme interval from the last login is more than minute(s) [ Except
’% [ Restart HotSpot if number of users is the same for more than minute(s) [ ] Except

or less, for more than
minute(s) [ | Except

[ "] Restart HotSpot if total number of users is

ﬂ [] Restart HotSpot if total bandwidth is
=/
=

KB or less, for more than

minute(s) [ | Except

SETUP D Restart HotSpot if bandwidth is the same for Minute
'“O Minimal interval between controlled restarts is minutes E]
#
Al
N
LOGOUT
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23.9 Windows Service

Antamedia HotSpot has the ability to run as Windows Service which brings several benefits: application will start
when computer starts, security is increased as there are no logged in users while application runs, Watchdog can
control application and restart it if needed based on your rules.

To run as a service, several changes will be done to your system: HotSpot will stop current logged in users and
three applications will be installed as a service: HotSpot, Database Server and Watchdog. DHCP service will be
installed if DHCP server option is enabled on HotSpot - Setup - Network - DHCP - DHCP Settings page. After you
install and start Hotspot service, please confirm from any client device that login works as usually. When running
as a service, additional HotSpot can be started on the same computer to manage hotspot and close afterward's.
HotSpot will continue to work in the background.

B
ANTAMEDLA
Editions Solutions Support
Credit Cards [‘Mﬂﬁs&s [LRL [Eﬂd [Sood [Usage Schedule [Evﬂcyees [M\rerbmwvg License
N, [ N, [ b [ N [ N, [ b [ h —
Network Database Pages Internet Plans Free Access Cloud HotSpot WiFi Locations Options Language
DEVICES \[7 ) \[ ) \[ B \[ \[ -~ \[ \[ h B
Company Print Options Misc, Options API Integration | SMS Setup Active Directory | Central Server ‘Watchdog Service
XA
HotSpot as a Windows Service
ACCOUNTS Rurning & HotSpot as Windows Service brings several benefits: application will start when computer starts, security is increased as there are no logged in
users while application runs, Watchdog can control application and restart if needed based on your rules. To run as a service, several changes will be
done to your system: HotSpot will stop current logged in users, three applications will be installed as a service: HotSpot, Database Server and Watchdog.
) Please confirm from any connected dient that login works as usually.
TISTIH
N Instal Service | (@) Watchdog
@ Database Server
OPERATOR
Tl Start Service
d. 4| Stop Service @ DHCP
- 7
SETUP
&
n
LOGOUT
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24 Statistics
24.1 Dashboard

From Statistics Dashboard in single click you can get overview of all import statistic details like number of Total
Accounts, Total Bandwidth, Total Time, Total Payment, Total Sessions, Average time and Average bandwidth.

On same page diagrams show Today Bandwidth, Today Usage Time, Current Week New Accounts, Current
Week Logins and Current Week Sales.

=

Editions Solutions Support
|i.ng |iRLLng |Cmdim Log |RﬂdImeUsage |Mor||xﬂlg
Dashboard [Uﬁage Reports [ statistics i ™ [Emate - [&rveys " s ™
DEVICES | pyerview [Accounts summary | Locations Summary | Accounts Log
Current Week New Accounts: 401
Total Accounts 2847 Average time 1:30 21
211 o— 20
Total Bandwidth 665 GB Average bandwidth 383 MB 201 120
ACCOUNTS
Total Time 26663:28 151 —— 42
18.1 n
Total Payment §0.00 171 ————
Total Sessions 17878 Refresh 1B | —
Today Bandwidth: 254 GB Current Week Logins: 12153
STATISTICS
Downlosd —+— Upload —+— Total Bandwidth 71
2568 211 | — 1025

151 N 1573

. - Wi, . e 201 a5
w B T8 T6B BGE
NLL%MW . =

OPERATOR 17,1 | ——— 1302
0 1 2 3 4 5 6 7 8 9 10T 12131151817 1819202 22 A e
A Today Usage Time: 8557:30 Current Week Sales: $0.00
|
- . 21
SETUP 211
3 : : I
O . 154
g : 8.1
L I ‘ 171
L 0 1 2 3 4 5 6 T B 9 10 11 1213 14 15 16 17 18 19 20 21 22 23 181
LOGOUT
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Accounts Summary provide preview of all account based database actions.

Press on Show button to load Summery and press on Print to get print preview of summary.

Summery provide information about Account/Action, Usage Time, Logins, Download, Upload, Bandwidth, Sales,
Creation Date, First Used and Last Used

Editions Solutions Support
Log LURL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics. User Data Emails. Surveys Bills
DEVICES Overview y | Locati y A ts Log
Filter by Account
[ Show J [ Print ]
ACCOUNTS !
125/2017 125/2017
| USER2 0:03 7 1MB 231KB 2MB $2.00  1/25/2017  1/25/2017  1/25/2017
| [UNLIMITED ooz 2 400 KB 105KB 504 KB $2.00 1/25/2017 1/25/2017 1/25/2017
| |GUEST1 0:04 6 2MB 383 KB 3MB §0.00  1/25/2017 /252017  1/25/2017
| |GUEST2 0:02 2 427KB 65KB 492KB §2.00  1/25/2017 1252017  1/25/2017
STATISTICS s0d 10 ts (ID
6‘_’16) accoun 0:00 0KB 0KB 0KB $20,00
L
Sold 10 accounts {ID .
‘_ || 16-26) 0:00 OKB OKB OKB £20.00
’~ | |USER12 0:00 0KE 0KB 0KB $2,00
USER11 0:00 QOKB OKB QOKB .00
OPERATOR |!|S T =D 2
0 accoun .
: | 25-36) 0:00 OKB OKB OKB £20.00
| [USER18 0:00 OKB OKB OKB £4.00
/ | [USER20 0:00 0 KB 0KB 0 KB $2.00
1 | |USER 1D 0:00 0KB 0KB 0KB $2.00
SETUP | |UsER3 0:00 0KB 0KB 0KB $4,00
| [USER14 0:00 QO KB OKB QO KB $2.00 B
/D | |USERB 0:00 QO KB 0KB QO KB £2.00
,?\ . |USER.17 0:00 0 KB 0KB 0 KB £2.00
| 19 i 0:23 2 11MB 2MB 12MB 90,00 =]
LOGOUT
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From Location Summary you have summary results that can be filtered based on WiFi Locations configuration.
Summery contain information based on WiFi location, Total Time, Total Sessions, Total Downloads, Total Uploads,
Average time and Average bandwidth.

e
Ag AH!&A

Editions Solutions Support
Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys Bills

DEVICES Overview A te y L - v A ts Lag

Select location from list
. i WiFi Location Default

ACCOUNTS

|is|Hot=l Total Time 0:12 0:01
| |Beach
| |Lobby Total Sessions 15 Average bandwidth
| |Retail Store Total Downloads S5MB 426 KB
|!|Night Club
STATISTICS | |Spa Center Total Uploads 880 KB
o
OPERATOR
ﬂi
-
SETUP
LOGOUT
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Accounts Log give informations and reports regarding all Accounts actions and activity.
To display report for specified time period, please select the starting and the ending date in the From and To fields,
or choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show button. You can

Filter By Account or Show only new accounts in date range.

From Report type select between available views: Accounts Log, Top accounts by total bandwidth, Top accounts
by time usage, Top accounts by sales and Top accounts by number of sessions

Report details are: Account/ Action, WiFi Location, IP, MAC, Start time, End time, Usage time, Download, Upload,
Total Bandwidth, Logins, OS and Sales

ANTAMEDIA

© 2017 Antamedia

Editions Solutions Support
[Log [LR!. Log [Cornechm Log [Rk:dlme Usage [Mm’!torng
b L b N N b b
Dashboard [Usage Reports [Stahsh(s [Us! Data [E“ﬂs [Eh.rveys [ﬂs
DEVICES [o,,m.e..- s oo oo N ——
A
Report Type Date Range From To
|Accounts Log ~| customRange v | 1017 ~ | [ 12802017 |
Filter by Account
AccouNTs ’
["] Shaw only new accounts in date range
WiFilocaton k|
Default 13 li‘M 0:01
STATISTICS
| v Default 192.168.9.2  00-0C-29-63-13-EA fzzgfgﬂM ifzzg,;zg . 0:02 5228
[ | =2 Default 192.168.9.2  00-0C-29-63-13-EA f;gﬂé_‘;M fzzgﬁéiM 0:02 654KB
M | v Default 192.168.9.2  00-0C-29-63-13EA fzzgfgﬂm f;gfgé_’;hq 0:01 918 KB
OPERATOR N
| onwreD Defadlt 192.168.9.2  00-0C-29-63-13-EA f;ifolﬂm ﬁiﬁ;m 0:01 200 KB L
| |ouesT Default 192.168.9.2  00-0C-29-63-13EA fzzifggm iﬁfﬂ;};r\q 0:02 175 KB
| A
i | ouesT2 Default 192,168.9.2  00-0C-29-63-13-EA 1”2%32%3§1M ffiﬂ%i,w 0:01 214KB
SETUP
| v Default 192.168.9.2  00-0C-29-63-13-EA fzzgﬁﬂnn fzzgfo“f;M 0:01 143 KB
\O |usert Default 192.168.9.2  00-0C-29-63-13-EA fzzgézozﬂm fzzgézgé_’;M 0:02 224KB
‘\Jm 16 | 0:11| svBl| 9
LOGOUT | | [
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24.2 Usage Reports

Usage report is a session based report which precisely shows who, when and how much has used your HotSpot
services.

Report details are: Account/ Action, WiFi Location, IP, MAC, Start time, End time, Usage time, Download, Upload,
Total Bandwidth, Logins, OS and Sales

To display usage report for specified time period, please select the starting and the ending date in the From and To
fields, or choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show Usage
Report button. You can filter such report for a specified account, IP or MAC address.

From Report type are offered: Usage Log (shows all sessions and its details), Summary per Account (get totals

for selected account), Summary per MAC (get totals for the selected MAC address) and Summary per IP address
(get totals for the selected IP address)

Editions Solutions Support
e b (@ s (@ b (@ N 9
[Log [l.ﬁ!_ Log [Cmnecbm Log [Rf:dlme Usage [Mm!kxng
= i = . (= — . — Y
Dashboard Usage Reports [S!aﬁsﬁcs [User Data [Emais [Su’veys [ﬂs
DEVICES
Report Type Date Range From To
3R |usage Log | |Today vl [ s ) [ ympr ] | Print
Filter by Account il MAC WiFi Location 0os Country
| | | | | | | | | | | | choslonsRepnd:
ACCOUNTS
|| ccouat, B |MAC Start Time End Time |UsageTime|  Download  Upload  Sales Wi~
e O, 1/18/2017 :
) L|592169495 172.16.108.23  28-E0-2C-50-70-7A 1:05:03 PM 3.37:57FM 129 105KB 27KB 40,00 De
- 1/19/2017 1/19/2017 .
u?ZZ‘JS?QqO 172.16.118.5 8C-29-37-DA-C4-59 1:55:20 PM 2:33:37 PM 0:40 176 KB 44KB 40,00 De
STATISTICS 1/19/2017 1/19/2017 .
u0530 54064 172.16.128.129 F4-31-C3-28-30-89 12:30:45 FM 2:39:37 M 209 94 MB TMB 40,00 De
1/19/2017 1/18/2017 .
‘ L'?ZGSZ‘B?I 172.16.130.60 5C-95-AE-AE-BA-EB £:12:03 AM 3:39:47 PM 8:28 83 MB 154 MB £0.00 De
w Sasi s HEpnT 1/18/2017 :
uP3841127 172.16.127.11 64-27-37-D5-1D-1B 1:43:55 pM 3:39:52 PM 0:56 55 MB 7MB £0.00 De
OPERATOR o 1/19/2017 1/18/2017 :
ulSEﬂ?‘HQG 172.16.129.33  70-11-24-C6-4D-F7 12:37:26 PM 2:40:32 PM 2:04 30 MB 3MB £0.00 De
T 1/19/2017 1/18/2017 :
A L|09AP42174 172.16.129.48  F4-B7-E2-58-8D-BC 10700 PM 3:40:32 PM 1:38 47 MB 2MB £0.00 De
A = 1/19/2017 1/19/2017 .
B uUOBQEBQ‘IO 172.16.127.189  30-10-E4-84-50-EB 12:56:93 FM 3:40:32 PM 1:45 20KB 15KB £0.00 De Fﬂl
SETUP i g 1/19/2017 1192017 ;
MLIZRRX‘DCIG 172.16.129.131 CC-A2-23-56-87-20 3:13: 15 PM 3:40:32 PM 0:22 SKB 2KB 40,00 De
. 1/13/2017 1/13/2017 .
\O |=_|653463207 172.16.129.152  E8-3A-12-31-C2-AF 12:13:02 FM 3:40:37 BM 2:23 12MB T13KB 40,00 De
' "
{ A PRECLY | 3637:15  76.64GB 13.88GB 000,
LOGOUT | & | 2l
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24.3 Statistics

Statistic report is providing valuable data about your HotSpot operation. It will show you total time usage,
bandwidth, number of logins and total sales for selected day or time period. Using this feature you can identify
which days generate lower profit and stimulate customers with appropriate benefits.

Statistical data is collected continuously, after each customer logout, so you can always enjoy fast report display
on screen.

Statistics is available in Chart and Table mode. By default, statistics is displayed in chart mode, giving you a
graphical overview of HotSpot activity. You can see, for example, time usage displayed in minutes, over the
selected period displayed as days of the year.

Depending on the date range selected, you will see an activity in 24 hours for current day, or for a time period
defined with the starting and the ending date in the From and To fields.

kel i B3

ANTAMEDRLA

Editions Solutions Support
N Y . i = N L o,
[lng [lRl Log [Cmdmﬂ Log [Rgd!me Usage [Mur!lnw‘g
[Dad’boar:. hboard A [Usageﬁmoﬂs A Statistics [Usa Data h [Ends \'.féi.rvevs - [Hs -,
DEVICES
) Chart Time Usage ] [ Bandwidth ] [ Logins ] [ Sales ]
ACCOUNTS

Date Range
ast 7 days W

From

I I
e
=
=
=

Nomber of Lggins

=
=

1132017 ~

=

[+]
1/19/2017 +

=
=

HI

OPERATOR

e
“’-N

Day of the Year

© 2017 Antamedia 149



A Antamedia HotSpot Manual

' ‘ Statistics

ANTAMEDIA

Table mode shows statistics in a condensed view on a daily basis. For each year, month, and day, you will see
usage time, number of logins, download, upload and total sales.

Zal
ANTAMEDIA

Editions Solutions Support
Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys Bills
DEVICES

iml L aw

Table

ACCOUNTS

o
o
a
el
B
a
rn
<

Today

From
1/1/2017 ~

-

o
STATISTICS
1/31/2017 ~

N pon

OPERATOR

p

SETUP

. " oj 0.00KE | 0.00KB 80.00 |
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24.4 User Data

From this panel you can have access to Collected emails and data and ability to export information about users
that accessed HotSpot using free access (without an account or with free signup).

Email addresses will be collected if Free Access or Login page with a free trial link page is set on HotSpot - Setup -
Pages - Default page screen.

Collected details are: Email address, Mobile phone number, Account name, Name, Newsletter, Room, Verified
and Date of login/signup

Editions Solutions Support
E— TWTF\ o Tﬁ\m [ﬁ
Mobile Name From To
| | | | [ ey o] [ ampi ] [ shew | [ eest |
ACCOUNTS
Emal  Moble  Account  Mame  Mewsletter Room Verified
Emunantam:—dlu com Mick Jagger B 2/20/20179:05:33 AM
U)C@Entamadla com MNfA Joe Cocker [ ] 2f20/2017 9:06:15 AM
leadaﬂ@arﬂamedia.mm NfA Vladan Antanasijevic |l [ 2f20/2017 9:26:02 AM
Pt - Mec@entﬁmedia‘cmn NfA Eric Clapton [1 2f20/2017 3:50:30 PM
tt@antamedia.com MiA Tina Turner 2/20/2017 3:56:41 PM
(]
|=||5 @antamedia.com N/A Lisa Stansfield [ 2202017 4:01:19 PM
% Mal@anmmedla.com MfA Annie Lennox = [ 2f20/2017 12:12PM
Mlk@amzmedia.ocm NfA Lenny Kravitz = [ 2f20{2017 4:19:48 PM
OPERATOR Izlrp@antamedia.com MfA Rober Plant |l [ 2f20/2017 4:43:36 PM
A
SETUP
&
LT | i i)
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245 Emails

From Emails Create Email you can define the look and content of Email messages which will be sent to your
customers. By default, HotSpot offers a few different templates like: welcome, auto follow up, expiration reminder,
payment notification, newsletter and maintenance announcement. You can edit the existing one or add new
templates. Please note that message text is a HTML code, and Email is sent as a HTML Email.

Each Email template is defined with:

Description Description is displayed in the software from where an operator chooses Email
template

Subject Email subject

From Your name, company name or the department

Email Your Email from which you are sending a message

As addition to configuration of e-mail templates, you can set Logo Image, Top Image, Bottom Image and Logo
Image path and Logo Image link.

=
AAM!EA

Editions Solutions Support
“, [ “, [ . “, |’ . “, ( o h
[Log LURL Log ‘Connection Log Realtime Usage Monitoring
h h N N b b
[Dad’boad [Usage Reports [SEBSECS [Usa Data Emails [EH'VEVS [ﬂs
DEVICES e [sendEmai \ [l Outbax | e Reports

I would like to create sample Email templates

ACCOUNTS t_-b. Al |Open sans J 1 | (mlzlg] = i=(H-| e
»
| Auto follow-up Welcome %NAME% ~
| |Follow-up positive survey X - X X R
|_ Follow-up negative survey Thank you for using our WiFi service. We aim to provide fast Internet
I:IE"P"E“"’” Reminder browsing, access to the social networks, email checking and other
STATISTICS |;|Payment Notification 3 ser\(ices_ If you need help, please call our office and we'll do our best to =
| Nensktter assist you.
w E'Z:N:O: Ma'”m:am To access the service, you must comply with the terms and conditions.
g |i=malPasswor Failure to comply with any of the provisions set out in the terms and
||SalesReport 5 conditions may result in service cancellation. Please use the service
OPERATOR || evice Monitorig Notification 4|  |responsibly and be aware that viruses or other harmful applications may

travel throu_gh the Wi_—Fi system. Wi-Fi System is prowded "asis"andon |,

| Email template description
|We|come |
= .
B Subject Logo Image: Top Image Bottom Image Logo Image path
SETUP |We|cnme to WiFi | |ht1:p:,f,.famamedia.oomﬂmagesj’wiﬁhcispot—log{
From Email £ WI-FL HOTSRGT Logo Image link
|HmSDot Office ‘ |oFﬁce@\'ourHotSpot.com | ||-.t-¢.:,r,r |

e
A
N e o=
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Send Email section helps you create and configure a campaign and send e-mails to users.

Select one from available templates in the combo bellow Choose e-mail to send then from Select Recipients
select customers to which it will be send.

Additional option is to set e-mails To comply with CAN-SPAM Act and ability to modify Unsubscribe text. Set
Delivery time for created emails.

Prepared e-mails will be visible in the list.

2
ANTAMEDIA

Editions Solutions Support
Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics. User Data Emails Surveys Bills
DEVICES Create Email Send Email Email Outbox tic Emails tic Reports
m Create campaign and send emails to users. Configure delivery time when emails will be sent. Select recepients that should receive your email
ACCOUNTS
Gkt | (rhecial | vyt
SR | Uncheckal | | Empty st |
|Newslet'ber ~ | | |Email |
Select recepients
STATISTICS |add all users | Add
OPERATOR
ﬂ To comply with CAN-SPAM Act, please specify:
|
3 Sender address
SETUP |Company | Full address | City | Country |
o Unsubscribe text
_.‘“ |To stop receiving emails, please %EUNSUBSCRIBE: |
I ] ‘&
L
tocouT Defverytne
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From Email Outbox you can see a list of all prepared e-mails which are pending for sending.
From list you can see E-mail, Name, Email subject, Account and Delivery time for each of prepared emails.

s
AQAHEEA

Editions Solutions Support
Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data /Emais Surveys Bills
DEVICES Create Emai Send Email ’Emaam Automatic Emails Automatic Reparts
m | s ]
ACCOUNTS e Name |Email subject Account |Delivery time
STATISTICS
OPERATOR
SETUP
LOGOUT [ Sl J [ Dz J
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From Automatic Emails first Enable Automatic Emails. Select Description, Email template, time when emails will
be send, location for which it will be used and activate role.

Description Set description which will be displayed in the software
Email Template Specify one from previously created templates
Send email after __ Specify after how many days, hours or minutes it will be sent
Rule is active now Activate option
Available in all locations It will be used at all locations
Available in location Specify location for which auto e-mailing will be used
Editions Solutions Support
[l.og " AL Log " [comectiontog  |RealimeUsage | Monitoring .
[Dadbnad N [ statistics [ User Data | Emails [S.rveys " [ais ‘
DEVICES [&eateﬁnﬂ [Smdﬁwd [Enioulbox ic Emails ic Reports
b8

Automatically send emails to your customers after a predefined time interval, For example, when a customer signs up for your service, send a welcome
message with basic service introduction. After 2 days, remind your customer about special promotion. After a week send an email about new product or
service. Emails can be personalized with %%GMNAME%: for better conversion.

ACCOUNTS

Enable Automatic Emails EmailD N
:ZM

Descplion | Auto follow-up

STATISTICS Welcome ‘
Email template

- | ~]

Send email after

OPERATOR days hours minutes

ﬂ [] Rule is active
|
- 3 Available in all locations

SETUP [] Available in location
e
TN e ) (e
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Enable and configure Auto Send Report from Automatic Reports and select between Send overview report,
sales report or user data report to Administrator or manager on daily, weekly or monthly basis. Be sure that you
already configured Emailing[+2¢1from the HotSpot.

Editions Solutions Support
Log URL Log Connection Log Realtime Usage Monitoring
Dashboard Usage Reports Statistics User Data Emails Surveys Bills
DEVICES Create Email Send Email Email Outbox Hic Emails ic Reports
m Automatically receive selected reports on your email. This option is intended for administrators or managers to simplify sollecting data from the software.
ACCOUNTS
["] Auto Send Report
D Send overview report
[ send sales report
[ send user data repart
TISTIH
! X [ Daily [ weekly
N [] Monthly
OPERATOR

Send to Email
f | Send Test Email
- 3

SETUP Configure
“N
7\
LOGOUT

© 2017 Antamedia 156



A Antamedia HotSpot Manual

' ‘ Statistics

ANTAMEDIA

24.6 Surveys

One of the major new features in Antamedia HotSpot are Surveys. This feature helps you collect surveys from your
customers. Survey form can be displayed in the login screen, welcome page, or anywhere you desire. It can be
configured to appear on every location in your network or only in some of your locations.

Here are the surveys examples

SOSH

Please enter your name and email address

&/ SUPERMARKET

FREE WIFI

Please enter your name and email address

Name

Name
Email

Email Do you usually shop at the same store 2

-

Which store features you like the most ?

Please rate our service

Excellent

How can we improve ? TV monitors advertising products

‘ Faster delivery| I

Please name the bad experiences that you have
had while shopping.

TR

1 have read and accept the terms of use

Would you use self-serve checkout machines ?

I

I have read and accept the terms of use

SHOPPING
[_jnmgﬂa

Take a survey for
complimentary WiFi

Are you satisfied with variety of stores 2 Free WiFi Survey
H Didyou easiy find the product 2
How often do you visit our mall ? D ﬂ

Every day v Please rate how you satisfied with our staff

Would you like to receive special offers 2 ‘ The're awesome ‘

Please write your email I

Enter your email to receive a WiFi
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To configure Surveys feature, access to
STATISTICS Configuration section. Select
Enable Surveys

There are several predefined surveys that can be
used. You can use only one Survey at the time
over one Location. From Setup - Pages - Default
Page you can set which of Surveys will be used. Pleass e our izzes

Excellent

Please enter your email

Select Survey from list. Set new or modify
existing Survey details like Name and
Description etc. Survey questions can be used
with different predefined answer types like
yes/no, text field and multiple choices

h )
ANTAMEDIA'
Editions Solutions Support
[Log [LRL Log [Cmdion Log [deﬁ'ne Usage [Mmkvmg
[Daéboad [Usage Reports [Smﬁsﬁa [Usa Data [Ernds Surveys Bills
DEVICES Is.n-eys . Configuration [S.r\fey Stat
3 A
Enable Surveys Survey Name Survey Description
Survey Name ‘Take a survey for complimentary WiFi | |Take a survey for complimentary WiFi
ACCOUNTS [ Take a survey for complimentary WiFi Questions Answer Type Predefined Answers
Retail
Esmre ‘Are you satisfied with variety of stores ?|
E::;e e ‘How often do you visit our mall ? | |Mu|ﬁple choice b | | v ‘
STATISTICS | Sk ‘Wou\d you like to receive spedal offers ?| |Yes,|'Nc v |
‘P\ease write your email | |Text ~ |
%
’N ‘ | |Text ~ |
OPERATOR \ | [Text ~]
‘ | |Text ke |
=4 [} ‘ | |Text h |
-
SETUP \ | [rext v
O ‘ | [Text v
& \\
y Show survey to user  |always ~
A Low ) L]
LOGOUT
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From Surveys page you can see all surveys. Surveys can be filtered by Account, Location Name, Data Range. Each
Survey in list contain information is it replied, name, account, IP, MAC, WiFi Location and Date & Time.

Editions Solutions Support
Dashboard Usage Reports Statistics User Data Emails Surveys Bills
DEVICES S ‘fculﬁg.raliul ‘f&rvey Stat
m Filter by Account Location Name Date Range From To
| || o 2l ol ] cer [ o
ACCOUNTS
) _ Rey Survey Name Account I |MAC | WiFi Location |Date and Time | A
&l ["] Take a survey for complime USER 11 192.168.9.92 C0-0C-CC-00-03-E0 Default 1/25/2017 1:26:45FM
sl [ "] Take a survey for complime GUEST12 192.168.9.62 11-0C-29-60-11-0A Default 1/25/2017 1:25:53PM
TISTH sl [] Take a survey for complime GUEST11 192.168.9.35 10-C0-90-03-13-EA Default 1/25/2017 1:24:48 FM
sl [ ] Take a survey for complime USER 13 192.168.9.201 90-0C-29-63-11-E3 Default 1/25/2017 1:23:02 PM
sl [] Take a survey for complime USER 15 192.168.9.174 20-2C-92-35-33-34 Default 1/25/2017 1:22:24FM
’i‘i |l ["] Take a survey for complimentary USERS 192.168.9.124 02-90-29-63-13-AC Default 1/25/2017 1:00:02 PM
|l [] Take a survey for complimentary USER 16 192.168.9.2 00-0C-29-63-13EA Default 1/25/2017 1:00:02 FM
OPERATOR |1 sk USERS 192.168.9.132 91-9C-23-36-03-EA Default 1/25/2017 12:57:28 PM
_ sl || Simple service query USERS 192.168.9.82 10-AC-65-13-10-EE  Default 1/25/2017 12:54:11FM
ﬂ' lwl [] Simple service query GUEST2 192.168.9.29 30-A0-33-60-11-CC Default 1/25(2017 12:45:45PM
4 |l || Retail GLUEST1 192.158.9.77 60-0A-99-62-23-CA Default 1/25/2017 12:43:37 FPM
- || [] Pizza UMNLIMITED 192.168.9.174 90-0C-22-13-33-EC Default 1/25/2017 12:42: 10 PM
SETUP |l || Pizza USER3 192.158.9.13 04-C0-91-33-43-AE  Default 1/25/2017 12:39:21PM |
lwl [ ] Take a survey for complimentary USER2 192.168.9.9 00-0C-26-63-14-EA Default 1/25/2017 12:36:36 FM
“/D ul [ "] Take a survey for complimentary USER1 192,168.9.5 03-1C-25-61-44-A1 Default 1/25/2017 12:34:50 FM \E
& m
~ [] Autorefresh
LOGOUT

Selecting survey from list will give you survey questions and given answers.
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Restaurant 2/20/2017 4:43:36 PM
_ RejSurveyMName  |Account  ~| | Questions Answers | 4]
| [ Restaurant - Uwhat is your name ? Rober Plant

Restal t
T e
0 L]
— Please rate how the restaurant W
|l [[] Event |=|meet your expectation

lul [] Retail Shopping s Please rate the staff friendiiness W
|!|and professionalism

sl [ ] 5pa, wellness, salon

Please rate the quality and variety ﬁﬁm
lal [ Hotel short |=|offood -

|| [] Hotel What you like the mostin our Great atmosphere
|| [ Hotel survey NEWT | |=|"E513L'"E"'1t ?
] Hotel NEWS What can be improved or added to More asian dishes

|=| | |the service in your opinion ?
] [] Take a survey 556 How likely is it that you'l recommend
lul Take a survey 557 ¥ our restaurant to a friend, family or W

m | |colleague ?
|!||:| Take a survey 11 L
|[ ] Take a survey 18 ‘E

&l 24 | [z \E
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From Survey Stat tab you can see statistics for each of Surveys. Beside each survey question is available number
of answers and on the page is visible also "chart pie" preview of results.

ANTAMEDIA
Editions Solutions Support
Dashboard " |Usage Reports Statistics " |User Data * |[Emails | Surveys Bills .
DEVICES |&.rwys | Configuration ' Survey Stat
Select Survey
‘Take a survey for complimentary WiFi v | Show
ACCOUNTS Survey Questions
~ Question | Count
Are you satisfied with variety of stores ? 9
ow often do you t our mal ? 9
MWnuId you like to receive spedal offers ? 9
STATISTICS \!|P|ease write your email 9
OPERATOR
o |
4
SETUP
1 Every day (11.11%)
36 W Every second week (44.44%;)
Once a week (44, 44%)
LOGOUT Select question to see answer statistics ¢ )
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24.7 Bills Report

Bills page shows the list of all charged bills. Each bill has the following details: Date, Subtotal, Discount, Tax and
Total amount.

If you want to see what was charged on the selected bill, please click on + button to open the list. You can see the
following details: Description, Subtotal, Quantity, Tax and Total amount

For example, if you generate and sell 10 accounts, you will see in description field
Description: Sold 10 accounts (ID 1-10) with price plan 15 minutes test
Quantity: 10

To display all the bills of specified time period, please select starting and ending date in the From and To fields and
press Show button.

HotSpot automatically calculates totals for all bills and displays it in bottom bar.

s

Editions Solutions Support
|Log |lRLLog |Cunedimlog |RﬂdlmeUsage |M0|1I:urlg
|Dad’boad |UsageRmorls |Slalis|i<x |UsaDaIa |E|l|ds |S|.rveys Bills
DEVICES
Billed items in & selected time period
8
From To Filter by employee
[1/23/2017 V| [z v] Alemployess v] [ show | [ Pt -
ACCOUNTS [gn [pate Employee . Subtotal Discount] Tax, Total
|+ 3/2017 1/23/2017 2:26:00 AM  Administrator $20,00 £0.00 $0.00 $20,00
[* 2/2017 1/23/2017 12:00:51 AM Administrator $20,00 $0.00 $0.00 $20,00
|+ 12017 1232017 12:00:32 AM Administrator £20.00 40,00 £0.00 $20.00
STATISTICS
OPERATOR
A
>
SETUP
f}m
L
60.00 0.00 0.00 §0.00 |
LOGOUT
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24.8

HotSpot Log

HotSpot log shows all the actions and events initiated by HotSpot users, operator or software.

Log shows the following details:

- Level
- Information, used for account login and logout, and many other informational messages
- Warning, wrong user login and information that might require administrator attention
- Payment, when customers pay for your service
- System Error, if any HotSpot malfunction occurs

- Date and time

- Description

- Action (Login, Logout, Modify, Start, Stop, Error, Generate, Add, Del, New)

- Account

- IP address

- MAC address

To display all the log items for specified time period, please select starting and ending date in the From and To
fields and press Show button. If you like to show log for specific computer, please enter its account, I[P or MAC
address and press Show button.

=

Editions Solutions Support
|Dad’boad |Usagel?.¢ur|s ‘Slalisﬁts |LIsaDaIa |E|l|is |S|.rveys |Es

Log [LRL Log [C{I’Iledxl’l Log IRﬂdIllle Usage [Mmlt{l"lg

This log shows actions and events initiated by HotSpot users, the operator or software. To search the log, please define the date range, account, IP or MAC.

From To

T V= 7 A2 N N R NS I I |

Level |Date and Time Description Acion  Account  |Paddress |MAC IE
Information 1f23/2017 12:00:32AM  Generated 10 accounts (ID 6-15) Generate

Information 1/23/2017 12:00:51 AM  Generated 10 accounts (ID 16-25) Generate
Information 1232017 2:26:00 AM Generated 10 accounts (ID 46-55) Generate

OPERATOR

SETUP

@
& {m

LOGOUT

|
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URL Log

Antamedia HotSpot Manual

Statistics

URL log page located in the HotSpot - Statistics - URL Log shows a list of the websites which your customers have

visited. URL log is periodically saved to a hard drive (on each 1000 websites listed) and cleared, in order to keep

good performance. If you like to check which pages your customers have visited on a specific day, please check the
info on C:\Antamedia\HotSpot\Log folder. The files are named with the date and time when log was created.

HotSpot software also includes URL Filter tool which enables easy browsing through the log files, it allows you to
search the logs using various criteria like date range and/or Account name, IP or MAC address and website address
(URL). It can be launched from URL log page or directly from C:\Antamedia\HotSpot folder in case that HotSpot is
not running.
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2410 Connection Log

Connection log shows all the connection attempts to your HotSpot which can give you a realtime report who is
trying to login to your network. It is a powerful tool which shows IP and MAC address and the port which remote
computer is trying to access, it also shows successful logins list with details such as time, user's IP, language of the
client browser, user's device type and initial URL accessed during login.

This log can be used to monitor your network, to detect if any hacking attempts are in progress, to identify a
reason when a customer is having a problem to login.

In case when Autologin feature is enabled, connection log will show which connection was granted to login
automatically, based on autologin settings. In such case customer does not see HotSpot login page, but instead
get instant Internet access and HotSpot handle login process. Autologin is possible as MAC address of customer
computer is known and tied to customer account.

To activate this feature, please Enable Connection Log.

Editions Solutions Support
, [ h [ N, [ h [ N, [ , [ ,
Dashboard Usage Reports Statistics. User Data Emails SUrveys Bills
['Log IURL Log Connection Log ['Rfalﬁﬂe Usage [Mmkmg
DEVICES
Connection log shows all connection attempts with an IP address, MAC, port number and date when the attempt occured. If autologin is active it will show which
58 connection was granted to login, based on autologin options.
Enable Connection Log
ACCOUNTS | +/CatE. L |4, [Port  Autologin | Print
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24.11 Realtime usage

Realtime usage report shows a real time graph with total bandwidth usage (download and upload). This page also
shows information about Hotspot HTTP Server status, maximum online users achieved and maximum download

and upload peaks.

Note that this is control option and should not be active all the time.

bl sl i

1. N —
ANTAMEDIA

STATISTICS

¥
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OPERATOR

o

SETUP

Editions Solutions Support
Dashboard Usage Reports Statistics User Data Emails Surveys Bills
Log URL Log Connection Log Realtime Usage Monitoring
Graphical representation of the download and upload user activity HTTP Server Status
OK 1/23/2017 2:43:15 AM
ACCOUNTS Maximum online Users 0 Maximum download peak () KB maximum upload peak (0 KB Reset

} | Enzble reaitime Lsage araph

Accounts 25 Online Download Upload
. 11 117 S S
24.12 Monitoring

Access point and device monitoring give you ability to track uptime of your devices. It pings your access points and
other devices that responds to PING command, and tracks responses received. In case that AP/device does not
respond within configured time an error reports can be sent to inform about failure and help you eliminate

downtime.

Enable Monitoring
AP/Device IP address
Add

Remove

© 2017 Antamedia

Select it to activate devices monitoring on local network.
Enter IP address of device that you want to ping.

Press on Add button to add devices IP address to list of monitored
devices.

Press on Remove button to remove device IP address from list.
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Max response time __seconds Set maximum response time in seconds in which a device should
respond

Send error report by E-mail Select to send error report and enter E-mail address to which it will be
sent.

Send error report by SMS Select to send error report and enter mobile to which it will be sent.

Ping on every _ minute(s) Select number of minutes for ping interval.

F .

Editions Solutions

Support
[Dad'boad  |UsageReports  |Statistics " |User Data  |Emails : [Su'vevs * s '

Access point device monitoring helps you meonitor your network devics like access points, routers, computers. It pings on spedified interval, tracks response response
within configured time, and sends error report if needed.

-

ACCOUNTS _
|AP!DeV|ce IP Address |  Status. ® Last Ping Offine Errars |
‘) || onLINE 192,168, 1,30 9/23(2016 11:21:14 AM 0
|io| o THE 192,168.1.31 9/23/2016 11:21:14 AM 0
|| oFFLINE 192.168.1.131 9/23/2016 11:21:14 AM 43h 21m 81
e T || oFFLINE 192.168.0,123 9/23/2016 11:21:16 AM 48h 13m 75
|iu| oL THE 192,168,1.32 9/23/2016 11:21:19 AM 0
_ |io| OnLTHE 192,168.1.33 9/23/2016 11:21:19 AM 0
- e || OFFLINE 192.168.1.34 9/23/2016 11:21:19 AM 485 6
Fong ¢ | seandis) || oFFLINE 192.168.1.35 5/23/2016 11:21:20 AM 3% 5
OPERATOR F Send error report by E-mail |
[ send error report by SMs
o |
'-" Fing on every
SETUP Sec

Each device is monitored and it's status displayed on screen. If a device is offline, you can see offline duration as
well as number of pings without response. An error report is sent on 10th ping error. You can configure ping
interval to suite your requirements.s
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25 Language Editor

There are plenty of languages included in HotSpot software. Each of these languages can be adjusted to your own
needs through integrated editor. Some of the included languages are: English, Spanish, Portuguese, French,
Serbian, Arabic, Russian, Icelandic, Swedish, Danish, Greek, Croatian, German, Polish...

To modify the existing translation file or create completely new, please follow these steps:

1. Go to HotSpot - Setup - Language - HotSpot Language page

2. Click on a line you wish to modify and it will appear in edit field below
3. Type a new text

4. Press Enter key and new line will be stored in HotSpot

5. Repeat the steps 2-4 for all the sentences you want to translate

6. When you finish, press Save button

7. Type the new name for translation file and press Save button in dialog

d
Editions Solutions Support

Cedtcards  whielss UL emsl socsl  UsseSchede Employees  Advertsng  Lcense
Network  Dstsbase  Pages  IntemetPlns  FreeAccess  ChudtotSpot | Wrilowstons  Opfons  Lamguage

DEVICES HotSpot Language | Browser Languages

m Language Editor
HotSpot

ACCOUNTS HotSpot is ready. =
DEVICES -
ACCOUNTS
STATISTICS
SETUP
LOGOUT
IF Address
IF
STATISTICS MAC
Username
Password
‘I_ Quota
w Download
Upload
Inactivity
OPERATOR Time left
Time used

| Time
Nate
| FPlease dick the line, translate it and press the Enter key
i [

SETUP
O Language Character Set
g 4 W —r

LOGOUT
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Hotspot has the ability to automatically translate its web pages (login page, welcome, help etc.) in real-time, based
on the predefined language in the customer browser. Currently supported languages are English, Spanish and
Serbian, you can easily create a new translation or modify existing using these steps:

1. Go to HotSpot - Setup - Language - Browser Language page

2. Click on a line you wish to modify and type a new text in Translation field

3. Press Enter key and new line will be stored

4. Repeat the steps 2-4 for all the sentences you want to translate

5a. If you want to modify language file, click Save button

5b. If you want to create new translation, click on the arrow beside Save button and select Save as new language

6. Type the ISO abbreviation for language and press Ok button in dialog

Editions Solutions Support
CredtCards  Whitelsts  LRL " [Ema \ [Soca " [Usage Schedue " [Evployees | Advertsing " |License h
Metwork . [Da!zbase . [Pages . [Inha’netﬁms . [F'ree Access . [Cloud HotSpot . [\'LF Locations . [Dphms 5 Language
DEVICES HotSpot Language Browser Languages
[3 2
Browser Language Editor
o N
#ACCOUNT Account ]
#USERMAME= Username
#PASSWORD# Password
FLOGINF Login
#HELP# I need help!
STATISTICS #OGOUT# Logout
FCONTINUE# CONTINUE
#SIGNUP# Sign up
% £INFOZ Info
FTIME= Time
OPERATOR STIMELEFT# Time left
FTIME-LEFT-TODAY # Time left today
[ #QUOTAZ Quota
W
|
7 Code Translation Flease dick the line above, translate it and press the enter key
f— | |
/D' Select browser language to edit
A;\ en °l [ pssnenine | [ ocetewne |
Al
v
LOGOUT
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26 Licensing

After ordering software from our site http://www.antamedia.com/buy/hotspot/ you will receive confirmation e-

mail and informations about your Customer ID.

Go to HotSpot - Setup - License page. Click on Antamedia logo located in the center of the page

'ﬂ
ANTAMEDIA

Editions Solutions Support

Netork  Dabwe  begms  |iemetpln [Frechcess  Couboipot |Wlowtons Optons  Legge

Credit Cards |\M1Iﬂs|s |LRL |Ema1 |Sodd |Usage5d12{l.ie [Ellq:!nym IMva-ﬁa'-g NSoenee

DEVICES

Unlicensed version
Please restart software after 60 minutes

ACCOUNTS
; @ . sales@antamedia.com
- support@antamedia.com
™ www.antamedia.com
STATISTICS ' ‘ www.antamediahotspot.com
ANTAMEDIA us +14088444480
‘ . +14088444450
g T Y AU +61280035990
UK +442081446610
OPERATOR INT +381652106600
+381652108800
{ Antamedia_Sales
A SKYDE Antamedia_Support
i
SETUP

e,
“N
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Fill in all required fields and click on 'Send Request' button

Editions Solutions Support
';
Credit Cards |\Mllﬂs|s ILRL IEmal |Sndd ILlsagesd-edde |E||dnms IMmln-g License

DEVICES

Unlicensed version
Please restart software after 60 minutes

License Request

ACCOUNTS

Please provide the same details which you used for ordering. THe Customer ID, the
owner name and Email have to match our database. You can provide us with an
additional Email address for easier communication. When we receive your request, we
will send you the license file on the provided Email and you will be able to use the

software without limitations.
STATISTICS

Customer ID

% Owner name Email address

| |
OPERATOR

Hotspot location name Additional Email {optional)
A
- Send request
SETUP

Flease type requested info and press the 'Send request’ button

We will make your unique license and send it to specified e-mail address. If you have any issues with the license,
please contact directly our sales department at sales@antamedia.com
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27

27.1

HotSpot Billing Add-on

HotSpot Billing helps you introduce subscriptions, services, packages, promotions, bandwidth booster, dynamic
bandwidth actions and keeps track of the customer monthly payments. It helps you perform automatic monthly
charges and recurring billing.

Account Types

HotSpot Billing includes several account types:

PrePaid - Customers register for an username and password, payment is done up front. A customer then can use
the account until time and/or bandwidth quota run out. The account can be refilled with quota and/or time using a
refill-code.

PostPaid - A customer is issued an account with time and quota values defined by a price plan. The customer
should be manually billed after time/quota are spent or at account expiry date. HotSpot always bills full price for
the package, opposite to Usage Based accounts.

PostPaid Subscription - This type is best suited for long-term customers, at the end of each billing period HotSpot
will automatically top-up or refill the account, and an invoice for previous period will be sent to customer's email
address.

Usage Based - A postpaid option suitable for customers who need to be charged based on consumption. Account
is created with 0 values for time and quota, and these are increased during usage. Customers can be manually
billed later at desired time intervals.

Usage Based Subscription - Usage based subscription account type with automatic recurring billing at predefined
periods. At the end of each period, account time and quota values are reset to 0 values.

Tickets - This type of account works exactly like a PrePaid account, except it uses alfanumeric code instead of
username and password.

Refills - Refills are used to add more time or bandwidth quota to an already existing PrePaid user account or
Ticket. Customers cannot use refill to login.
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o Accounts [Lomﬁons [Dperakxs
[ Show All Accounts ~ ] [ Process Accounts ~
ACCOUNTS
" \Account Type |Active | Time | Time Used | Quota Money | Expire |3
= USER1 PrePaid 941 1.00 GB 0,00 9/1/2016 11:43:06 PM
USER2 PostPaid 1.00 GB $0.00
m UNLIMITED PrePaid 1.00 GB $100,00
GUEST1 PrePaid 20:00 1.00 GB £100.00
GUEST2 PostPaid 1.00 GB $100,00
USER3 PrePaid 0:15 £0.00
USER4 PrePaid 0:15 $0,00
USERS PrePaid 0:15 £0.00
STATISTICS USERG PrePaid 0:15 50,00
! USERT PrePaid 0:15 40,00
USERS PrePaid 0:15 50,00
) j USERS PrePaid 0:15 £0.00
<ETUP USER 10 PrePaid 0:15 £0.00
USER11 PrePaid 0:15 $0.00
USER12 PrePaid 0:15 £0.00
CUSTOMER 1 PostPaid Subsc 10:00 10.00 GB $0.00
CUSTOMER2 PostPaid Subsc 10:00 10.00 GB $0.00
CUSTOMER3 PostPaid Subsc 10:00 10.00 GB $0.00
USER13 Usage Based 51 £0.00
: O USER14 Usage Based 51 £0.00 |
& W\ﬁ‘a USER15 Usage Based &1 0,00 7
- Search
LOGOUT Generate Accounts  ~ E

27.1.1Generate Accounts

Generate Accounts option is located in Accounts tab available from the main screen this button opens a new
screen used to create accounts. The same option is used to generate all types of accounts. HotSpot takes care to
generate unique accounts, with settings defined by Price Plan. Each price plan has price, time, bandwidth quota,
expiration date and other options. However, administrator or employee (with appropriate access rights) is able to
modify any of the settings before generating accounts.

To generate new account(s), please follow these steps:

1. Next to Generate field type how many accounts you want to create
2. Select Type of account

3. Choose desired Package(price plan)

4. Set other needed options, see below for description

5. Click on Generate button

6. Click on Save button

If you need to create Subscription accounts with simple recurring billing, do not set Billing Group option, in that
case HotSpot will bill the users and send the invoices per Price Plan Billing Interval option.
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d I
_Generate Accounts esepenel b

Generate Accounts [OP‘JO"‘S [Cl.lsmmers

Generate 10 3 | Accounts
Type User PrePaid k4 Locations All Locations W Generate
Package Check Email and Sodial Net v Add Operator Locations E
Dscount
| Account |Password ~
USER20 DMMVH Prefix ==
USER21 BK2LP |
USER22 QEQ? Start Mumber
USER23 KTKXR Password Length
USER24 S3LFR.
USER25 1Y7RR
USER26 L&CHNC
USER27 RTYTT New accounts Sell Now
USER23 CREMY should be sald: 7] sel Later
USER29 B8QTH2
Print
1 would like to modify pricing plans now
1 would like to medify print options
v

Depending of Type selection, different options will appear on the screen:

Package

Billing Group

Discount
Locations

Prefix/Usernam
e

Start Number

Password Length
Length

Sell Now

Sell Later

Print

© 2017 Antamedia

Values from selected package will be applied to accounts. Each account type has separate set
of packages.

(Optional) Select what billing group subscription accounts will belong to. These groups define
advanced subscription options, configured from Billing - Billing Groups page.

Select the discount you want to apply to generated accounts.
Choose in what locations account will be allowed to login.

A word which comes as a first part of the generated account username (like NEW). This field
also defines full username, in case that one account is generated.

Defines starting number to be added to prefix (like 21). With this examples, accounts that will
be created are NEW21, NEW22, NEW23 etc.

Defines how many characters (letters and numbers) will a password have.
Defines how many characters (letters and numbers) will ticket or refill have.
Accounts are saved in the database, sold and added to bills and statistics, and ready for use.

Accounts are saved in the database, and will be sold on the first use or when operator clicks
on Sell button in Accounts page.

HotSpot will print all generated accounts by default, 12 accounts per sheet. Note that if you
disable this option, later it is not possible to print multiple accounts on one sheet of paper.
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27.1.2Generate Options

Generate options are automatically filled in when you choose a price plan. However, if you like to modify some
option (like increase download for next 10 accounts you make) you can do it using Options page.

ol |
_Generate Accounts ose pane! b

Generate Accounts Options Customers

Main Options [Addbona‘l Options [Semoes & Actions
Quota Time |:| Accounts expire on
KB - [ 0Clh 158 min [0 3 sec
Uniimited Quota [ Unlimited Time Actounts expie in
Download days from first usage
KB (KBytes) ~ [w] Accounts are Active [¥] Accounts expire after
Upload nactivity imeou Z | days from last usage
TR S
[+] Fixed MAC
[ Limit session and force redogin each
[ oecln [ acimn
Main options
Quota Total bandwidth traffic available to a user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value.
Unlimited Quota Enable this option if you do not wish to limit users by bandwidth quota.
Time Time available for Internet usage. It is measured in seconds.
Unlimited Time Enable this option if you do not wish to limit users by time. It is useful if you charge
users by bandwidth or users pay monthly fees.
Download Download rate limitation. Download rate can be displayed in: KBytes, Kbits, MBytes or
Mbits. Like 1 Mbit/s
Upload Upload rate limitation.
Accounts expire on Set the date when account expires.
Accounts expirein _ Number of days in which will account expire from the first login.
days from first usage
Accounts expire in _ Number of days in which will account expire from the last login.
days from last usage
Accounts are Active Disabled option means that generated accounts can not be used for login until they are
activated.
Inactivity timeout Automatically disconnects the users from the Internet after specified time of inactivity.
Autologin Enable Autologin feature for accounts.
Fixed MAC Limit an account so it can login only from the devices you specify.
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Limit session and force
re-login each

Additional options

Bandwidth quota daily
limit

Limit number of daily
logins

Bandwidth quota
monthly limit

Limit daily time usage

Limit monthly time
usage

Multilogin with
maximum _
simultaneous logins

Accounts are valid for

Enable Usage schedule -
days and time for
account login

Services & Actions

Accounts use selected
services

Dynamic Bandwidth
Action

© 2017 Antamedia

HotSpot will stop Internet service for customer after specified time interval and force
him to login again.

Total bandwidth traffic available to user on daily basis. When all daily quota is used,
user can login on the next day.

Limit how many times user can login on daily basis.

Total bandwidth traffic available to user per month. When this option is turned on, it
will apply to the rest of the current month, not to the next 30 days.

Total time available for Internet usage on daily basis. When all daily time is used, user
can login on the next day.

Total time available to user per month. When this option is turned on, it will apply to
the rest of the current month, not to the next 30 days.

Multilogin option allows more than one user (device) to login with the same account.
Users sharing one account also share total download and upload rate. For example, 100
KB/s can be used by one user, or it can be used for 10 users to have approximately 10
KB/s each.

Chooses which Antamedia programs can use generated accounts.

Specify time period when accounts can login. Day and time rules are defined in HotSpot
- Setup - Usage Schedule page. This option can be used for example to allow login for
account from 8AM to 8PM, or only on weekends, or to force the users to logout at
midnight.

Use this option to set additional services for new accounts. You can define services from
Billing - Services page and optionally integrate services with a price plan into a package,
under Billing - Packages page.

Set this option if you want to apply a fair-use policy to new accounts. These policies can
be defined from Billing - Bandwidth Actions page.
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27.1.3Subscriptions

Subscriptions tab will be available only if postpaid sub. or usage based sub. price plan is selected. Subscription list
enables easier overview of all account items and their prices, it shows the selected price plan and all additional
services, regular and promo prices (if configured). Below this list you can see regular total price and total price

reduced for promotion amount.

_Generate Accounts

N [ .
Generate Accounts Options

Subscription List

B
Subscriptions

dose panel [x]

Next Renew Date

["] Auto Charge (over credit card)

27.1.4Customer Details

SUBSCRIPTION REGULAR TOTAL:
SUBSCRIPTION PROMO TOTAL:

$10.00
$0.00

The ability to edit information about multiple customers at once can be quite useful, this operation can be done
during account generation, from Customers tab. You can use it to set common information for multiple accounts,

like Company, Country, Postal code etc.

_Generate Accounts

[Ga\aalg Accounts a ({)phms

Company ‘Amamedia

First Name ‘Marc

Last Name ‘Evansl

Address ‘

City

Postal Code

State

Country

Phone

Mohile

Email

\
\
\
\
\
\
[ send 5M5 Reminders
\
Email \

[ send Email Reminders

© 2017 Antamedia

Customers

cose panel [x]

Gender Male [] Female
sirthday
CreditCard
Nmber [ ]
[ Show number
Security Code (CV2) C
Month Year
Expiry Date
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27.1.5Managing Accounts

From the Accounts section you can create, modify or delete user accounts and manage Operators. List of all user
accounts is displayed under Accounts tab, to filter the view by account type, press the arrow on Show All
Accounts button.

showallaccounts - | &
Show Only Users
Show Only PrePaid
Show Only PostPaid
Show Only PostPaid Subscription
Show Only UsageBased
Show Only UsageBased Subscription
Show Only Tickets
Show Only Refills

After clicking on Process Accounts button, the application will check all accounts in order to prepare invoices,
update speeds based on dynamic bandwidth options, send upgrade offers etc. By default, Hotspot Billing will
process accounts automatically at one hour periods, this setting can be modified from Setup - Options - Account

Processing page.

To change settings of an account, click Show All Accounts button and select account from the list. If there are
many accounts, please use the search field in bottom right corner.

dose panel [x]
_Manage Account

[Cmmmer Photo [Balmd'm [Bls
Account Info Manage Account [Addhona‘l Options [Exp'(y & Limits [Cusbomer Details
Account Price Plan Account is valid for
USER1 | Check Email and Social Networks + | |any Software ICHS BM | v
Password
Change P ln
3 rc: Billing Groups Money
Locations R~
Quota [AllLocat | Account s Active
= ocations v
m GB T ad N Inactivity timeout
Unlimited Quota Add Operator Locations D Autologin
Download
05 et -
Upload
100 3 | KB (KBytes) -
Time Left S L
o t]n a0 jmn [5%]ae —
[ Unlimited Time

Under the Account Info tab you can check user's current time and bandwidth usage, print the account on paper
or export it to other formats like pdf, csv, html and many other. From this screen you can also refill the account if
needed. From Manage Account, Additional Options and Expiry&Limits screens you can change same account
properties that were set at the time it was generated.
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To configure account settings related to Bandwidth Booster[#N feature, click on the Bandwidth tab. Please follow
these steps to set this option:

1. Tick Enable Bandwidth Booster checkbox
2. Move the slider to desired Download/Upload speed
3. Choose start time using Bandwidth Booster Start field
4. Set desired boost duration in days or hours
5. Bandwidth Booster End time will be automatically set, based on duration
6. Click Save button
_Manage Account close pane! [
| © addtonalOptons  Bpryalms
[Aﬂmmt Info Manage Account Additional Options Expiry &Limits ‘Customer Details
[ChshvmerPhch: . Bandwidth [Es .
_Bandwidth Booster
Enable Bandwidth Booster Current Download/Upload rate
Bandwidth Setup 256 Kb/128 Kb
R
512 Kb/512 Kb
Bandwidth Booster Start
[ 312014 8:5% 11PM ~ |
Bandwidth Booster Duration
[pay® ~] | 53]
Bandwidth Booster End
[ 3/6/2014 8:5% 11PM ~ |
EXTRA COST: $2.50
© 2017 Antamedia
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27.1.6User Invoices

From Bills screen you can review and manage the items added to usage based account or bill a postpaid user.
When you generate a postpaid account invoice will be also generated automatically with billing date set same as
account expiry date. On that date you can manually charge the user, after that press Pay Invoice button in order
to record the sale.

dose panel [x]
Manage Account

[Mcm.ntlﬂfo " [Manage Account | Aditional Options | Expiry & Limits e
[msm Photo . [Ba\duﬁdl!’l . Bills
Bills List
Items added on the user account which should be manually biled on the specified date
Type |Description Date Added _ Bilng Dat=_| Totsl| | PayInvoice |

Print and send invoice to your customer: find an inveice, select it and dick the print button
Total Date Range

20,00
From To

| 832016 ~ | | 83018 v

20.00 |
)
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27.2 Billing Operators

Hotspot Billing allows you to create a network of sub-operators who can help to expand the customer base,
promote your business and get a share of the profits in return. Any person or small business can join your
infrastructure using an Access Point, and act under their own brand as described in Locations|+2]section. Starting
from Hotspot version 4 sub-operators can connect over the Internet using an OpenWRT or MikroTik router.

From this screen you can create, modify or delete the operator accounts. To create a new Operator account, enter
the required details (username, password, company, first name and last name) and click Add Operator button.

o NPT TR S
ANTAMEDLIA
) )
[ﬂcmmls [Lo(zm Operators
Operators Operators Desc
ACCOUNTS
Find Operator
_— General Info Additonal Info \ = )
Username Password
——
|Operatur | |123 ‘
Company | Virtual ISP
|Antamed\a ‘
Type Locations
|Operatur Type 1 ~ | All Locations ~ |
First Name Last Name
STATISTICS [30hm | [mith |
Address City Postal Code
| |
g Country State
| |
SETUP Email Mobile Phone
| |
Note
| |
Active
>
{ JN
L
LOCONY} Delete Operator
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27.3 Billing Locations

This feature can be used to create Virtual ISP - any person or small business can join your network with an Access
Point and act under their own brand (using different page groups like login, welcome, etc) while sharing your
infrastructure. Such Virtual ISP starts a venture with minimal investment, and are motivated to look for a new
customers and build a network. You can share a profit with such partners, in exchange of providing the software
solution for control, billing and the Internet access.

Locations are based on IP addresses of the end-users as seen from the Computers screen in Hotspot. Ensure that
your partners are not using the same IP address ranges for customers, otherwise locations will not work properly.
Also it is highly recommended to disable NAT in any device (WiFi router, access point, wired router, wireless
controller etc.) between Hotspot server and the end-user.

To define a new location, please follow these steps:

1. Enter Location name
2. Define the location IP address range using Location IP from and Location IP to fields
3. Select who is the Operator of this location
4. Make sure that Active option is checked
5. Click Add Location button
ol Actounts Locations Operators
_Locations
AccounTs Please define your locations
(&
= Location name
|DEﬁuIt
BILLING Location IP From Location IP To
[10.0.0.1 | |250.250.250.250 |
Operator
) 2] Actve | AddLocation | | Delete Location| | Hodify Location
STATISTICS Lacation name Location IP From  Lecation [P To Operator
] Hotel 20.0.0.1 20,0, ‘
Beach 30.0.0.1 30.0.1.255
j_ Lobby 40.0.0.1 40.0.1.255
) Retail Store 50.0.0.1 50.0.1.255
Ealy Night Club 60.0.0.1 60.0.1.255
Spa Center 70.0.0.1 70.0.1.255
&~
N
LOGOUT
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27.4 Billing Prices

27.4.1Price Plans

Price plan is a predefined set of limits and options which are assigned when you generate or refill accounts. For
example, price plan defines price which customer should pay for specified time usage, data transferred, download
and upload rate, but may also define the expiration date, daily limits etc. When you generate user accounts, tickets
and refills, the values defined by price plan are stored in database for each account. If you refill an account with a
price plan, time and quota values are added to the current account values. If a price plan has unlimited settings for
time and quota, an account will also become unlimited for these values. Download and upload rate, the expiration
date and other values defined by price plan used for refill, are assigned to the account no matter which values the
account has had before. Note that plans created for one account type cannot be used for other types.

HotSpot Billing creates default price plans on first run so you can have a better idea of the possibilities. You can
modify them, or create totally new price plans. The number of price plans in database is not limited. To define a
new plan, enter the name, price and set desired limits, then click Add Plan button.

L Prices [Bivg Groups [Gorvices [Padmges [Bandwidth Actons | Transactions
Internet Plans [Usage Pricing [Bmdmdm Prices [Taxes [l)mxn\s & Coupons [Pavment Types
ACCOUNTS
i Please specify Internet plans that will be used to generate accounts and refils, The Internet plan is defined by time, price, expiration, daily and bandwidth limits.
P [Ba\dwid!h Limits [Ddy Limits [Adtihorﬂ I would like to create accounts now.
BILLING
Description Locations
|Check Email and Social Netwarks | |NI Locations v
Price Plan Type Price Add Operator Locations
|PrEPaid Plan ~ |
Time
STATISTICS short desc. of Post paid h mn
. Internet plan [ Unlimited time Internet plan is enabled
ﬂ Search
SETUP Price Plan Type Price Time Unl Quota Unl Description |
Check Email and Sodial Networks b
| |PrePaid Plan $5.00 00 [ ] High Speed Access (3x Faster)
| |PrePaid Plan £10.00 5:00 [ ] 1.00 GE || One Week Internet Access (5h & 1GB Daily)
uPrePaid Plan $20.00 256.00MB [_| Daily Internet Pass (256MB Data Transfer)
HPrePaid Flan £79.00 One Month Unlimited Access
/) | |PrePaid Plan 449,00 Daytime Access SAM-8PM b
&-' | |PostPaid Subscription Plan £10.00 10:00 [ ] 10,00 GB || 10 Hours & 10GE Subscription
: :m | |Usage Based Subscription Plan &0.00 O ["] Pay As You Go
LOGOUT HPosu’ald Subscription Plan £30.00 30:00 E 5.00 GB E PostPaid Plan 5GB and 30 Hours \Zl
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Price plan options available under Billing - Prices - Price Plans page:

Time and Price

Description
Locations

Price Plan Type

Price

Unlimited Time

Time
Price plan is enabled

Accounts expiresin _
days from first usage

Accounts expiresin _
days from last usage

Bandwidth Limits

Bandwidth Quota

Unlimited Quota

Download

Upload

Bandwidth quota daily

limit
Bandwidth quota
monthly limit

Use Dynamic Bandwidth

Actions

Daily Limits
Limit daily time usage

Limit monthly time
usage

Limit number of daily
logins

© 2017 Antamedia

Description is displayed in list from where operator chooses which price plan to select
Choose in what locations account will be allowed to login.

Select what account type will be generated with this plan. You can check account type
descriptions from Account Types[ 21 page.

Cost of selected price plan. If tax is not specified, this is what customer pays.

Enable this option if you do not wish to limit users by time. It is useful if you charge
users by bandwidth or users pay monthly fees

Time available for the Internet usage. It is measured in hours and minutes.
If selected price plan is active and can be used for account generating.

Number of days in which will an account expire from the first login. For example, if you
set to 10 days, and a user will not be able to login on 11th day from first login

Number of days in which will an account expire from the last login. For example, if you
set to 10 days, and a user does not login in the next 11 days, the account will expire

Total bandwidth traffic available to a user for downloading or uploading. It is usually
displayed MB, GB or TB depending on value.

Enable this option if you do not wish to limit users by bandwidth quota.

Download rate limitation. Download rate can be displayed in: KBytes, Kbits, MBytes or
Mbits. Like 1 Mbit/s.

Upload rate limitation.

Total bandwidth traffic available to user on daily basis. When all daily quota is used,
user can login on the next day, this limit is reset at 12:00AM.

Total bandwidth traffic available to user per month. When this option is turned on, it
will apply to the rest of the current month, not to the next 30 days.

Set this option if you want to apply a fair-use policy for the accounts. These policies
can be defined from Billing - Bandwidth Actions page.

Total time available for Internet usage on daily basis. When all daily time is used, user
can login on the next day.

Total time available to user per month. When this option is turned on, it will apply to
the rest of the current month, not to the next 30 days.

Limit how many times user can login on daily basis.
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Multilogin with
maximum _
simultaneous logins

Accounts expirein _
days from first usage

Accounts expirein _
days from last usage

Price Plan is available in
Additional

After recurring refill type:

Automatic refill

Automatic top-up

Promotional Plan
After expiration of time
or bandwidth

Service refill

Overuse charges

Billing Interval

© 2017 Antamedia

Multilogin option allows more than one user (computer) to login with the same
account. Users sharing one account also share total download and upload rate. For
example, 100 KB/s can be used by one user, or it can be used for 10 users to have
approximately 10 KB/s each.

Number of days in which will account expire from the first login. For example, if you set
to 10 days, and user will not be able to login on 11th day from first login.

Number of days in which will account expire from the last login. For example, if you set
to 10 days, and user does not login in the next 11 days, account will expire.

Chooses which Antamedia programs can use this price plan.

Account will be refilled at the end of billing period. This means that full amount of time
and quota for this plan will be added to account, allowing the user to accumulate
amount over time.

Account will be topped up at the end of billing period. This means that full amount of
time and quota will be added to account only if user depleted them. Accumulation
over time is not allowed.

Select this option to enable promotional price for a certain period, you can choose
exact end date or set period in days, weeks, months or years.

Choose which action will take place if user depletes time and/or bandwidth:

Account will be refilled with extra time and/or bandwidth using a service refill[+2)
option, price for this service will be automatically added to user's bill.

If user spends all time/quota before billing interval ends and wants to continue using
service, additional time/quota will be charged per Usage Pricing rates.

This option is available only for subscription based price plans (postpaid, usage based).
First select time Base Unit in days, weeks, months or years and choose after how many
time units user will be billed.
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27.4.2Usage Pricing

Usage-based billing enables you to create user accounts which have values 0 for time and quota, they are
increased during usage. At the end of desired billing period customers can be billed based on spent time and/or
bandwidth quota. You can also use these rates for charging postpaid users who have exceeded the default quota
for their price plan (overuse charges).

Usage based pricing uses all rates you have defined, for better explanation please refer to the following example.
Rates are set this way: 100Mb for 1$, 500Mb for 4.50$ and 1000Mb for 8%.

With these rates user will be billed 1$ per 100Mb for usage 0-499Mb, 0.9% per 100Mb for usage 500-999Mb and 0.8%
per 100Mb for all usage exceeding 1000Mb.

To configure a new pricing rate, go to HotSpot - Setup - Prices - Usage Pricing page:

1. Check Bandwidth or Time box to select type
2. Set desired amount
3. Set desired price
4. Click Add button
- =
ANTAMEDIA
P [ h [ . h [ h [ . . A [ ) A
Prices Biling Groups Services Packages Bandwidth Actions Transactions
Internet Plans Usage Pricing [Ba'\del!’\Pﬁces . [Tam . [[ismms & Coupons \ [Paymthpes .
ACCOUNTS
i Usage pricing, also called overuse charges, helps you bil your users by bandwidth or time used. Please define a price list that will be used to calculate biling amount.
Time ]  [Type I Unit| Price|
— w2k o2 | Time 0:01 $0.02
BILLING — | Time 1:00 $1.00
|=|Eandwidth quota 1.00 MB £0.05
— |.|Bandwidth quota 100.00 MB 4£3.00
|AII Locations o |=|Eanduv|dm quota 500.00 MB £10.00
G Tt |=|Eandwidth quota 1.00 GB £15.00
B | |Bandwidth quota 3,00 B £30.00
STATISTICS
.- 7
e ( Add J Modify
I would like to create sample usage prices.
bl
A
LosouT
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27.4.3Bandwidth Prices

Hotspot Billing allows your customers to temporarily increase download and upload speed for their account, they
can do this by themselves, using the Booster option from the Customer Portal page which customer can access
by pressing Account button in the Welcome page. Price for increased bandwidth speed will be automatically
added to customer's bill. Hotspot administrator can also increase bandwidth for an user account using Hotspot
Billing application, it is done from the Accounts section (select the account and go to Bandwidth tab). You can
define prices for Bandwidth Booster feature under the Billing - Prices - Bandwidth Prices tab.

202 h [ N h [ ., [ ) . N, [ . b
Prices Biling Groups Services Packages Bandwidth Actions Transactions
, [ h N, [ h [ h
[[nbanetﬁa"s Usage Pridng Bandwidth Prices [Tam Discounts & Coupons Payment Types
ACCOUNTS
i Bandwidth Booster allows customer to increase the connection speed for the Customer Portal, and to pay for this service. Please configure bandwidth priding for this service.
| Description
C— [Bandwidith booster 25 Kb /128 Kb | Desaription Download Upload Price
BILLING — - - ) S
Download Locations L4 Bandwidth 256 ] % 0.00
[ 256 | [kb (bits) | All Locations v | [Bandwidth booster 256 Kb / 256 kb 256 Kb 256 Kb $10.00
Upload Add Operator Locations |=|Bandwidth booster 512 Kb [/ 256 Kb 512kb 256 Kb £12.00
| 128 © | |Kb (Kbits) | | |Bandwidth booster 512Kb /512 Kb 512Kb 512Kb £15.00
| |Bandwidth booster 1Mb [ 512 Kb 1Mb 512Kb $15.00
Price
STATISTICS " |=|Bandw|dﬂ'1 booster 1Mb [ 1 Mb 1Mb 1Mb £20.00
| $10.00 [permonth | | [Banduwidth booster 2Mb / 1 Mb 2Mb 1Mb £20.00
[ Available | |Bandnidth booster 2 Mb / 2 Mb 2Mb 2Mb £25.00
ﬂ |any software v | Bandwidth booster 3Mb / 3 Mb 3Mb 3Mb $30.00
)
- Example Download Upload Rate
SETUP
N 3 3 3
256 Kb/128 Kb
'
bl
N
Locour
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27.4.4Taxes

If you are required to charge tax for your services, HotSpot Billing offers flexible tax setup. There are 3 different
taxes to configure with tax on tax option.

Tax configuration examples:

If you have single tax to charge:

1. enable Tax1 and name it (like VAT)
2. configure % value

3. press Save button

If you have two different taxes to charge:
1. enable Tax1, name it (like VAT)

2. configure % value

3.enable Tax2, name it

4. configure % value

5. press Save button

If your country regulation requires second tax to be calculated as percent from the value of the first tax, please
enable Tax2 on Tax1.

spot Billing i E3
ANTAMEDIA
ol Prices [Biling Groups [services [packages [Bandwidth Actons * Transacti
{ b [ - h [ - : N [ h [ h
Internet Plans Usage Pricing Bandwidth Prices Taxes Discounts & Coupons Payment Types
ACCOUNTS
T Please define the tax rate
| Taxes %
— Taxl |VAT | |0 ]
[ Tax2 | | |0 $ ‘ [[] Tax2onTax1
) [ Tax3 0 ¢ [ Tax3onTax1 [] Tax3onTaxz
&
- 1
SETUP
A
LOGOUT
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27.4.5Discounts & Coupons

Discount feature helps you to offer the discounts when there is a need for it. You can offer a discount to your
regular customers, for buying 10 tickets in advance, for daily promotions or similar reasons.

Under the Billing - Prices - Discounts & Coupons page please define different discount types. To define a discount:
1. Enter discount name

2. Specify discount percent (like 10 %)

3. Enter discount description

4. Set at what locations discount will be available

5. Press Save button

Coupons are similar to discounts, but they have two additional options: discount with fixed amount (for example
10$ that can be applied to any price plan regardless of its price) and time limited discount (for example you can
grant discount for first 3 months if user signs 1 year contract).

o B2 b ) b b ) . b ) b
Prices [ﬁvg Groups [Sa'\aces [Padages [Ba’!dudlh Actions [Tra!sadxms
[I.ntanetl’h’\s [Usage Pricing [Ba\dvﬁd&l Prices. [Ta)oes Discounts & Coupons |Payment Types
ACCOUNTS
I Discounts Coupon Codes
Please define the discount rate
C—_—
BILLING
Discount name = —
|No Discount | Discountname | Discount value Desaiption |
Discount Type value (%) ]1.2: I'Ijllelghular ICt:smmer ﬂgg: zisc;:mt for regular m‘s.l;mers
|Percent =) " | | 02 | ultiple Ttems . us : Ter.pa?s;evera |. I:s
Description 33% Happy Hour 33.00% Spedal pr;:e ml e s:ecla our
i 50% VIP Customer 50,00% Discount for selected customers
TISTI Mo Discount
STA s | § Mo Discount Mo Discount
Locations
All Locations ke
Add Operator Locations
e/
-
SETUP
#)
A
ocout
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27.4.6Payment Type

From Payment Types tab you can easy manage currently available Payment types, Add payment, Delete payment
or Modify payments.

: [, S

ANTAMEDLA

‘]hIEmEtPh'ls |LlsagEPhc|'|g | Bandwidth Prices | Taxes | Discounts & Coupons Payment Types
ACCOUNTS S A B S B o
i Use this option to add new payment types to your Payment Types list, edit or rename existing payment types
Payment type name

|Cash |

[ card

3

|| Cheque

| |Visa

| |Mastercard
|=|Ameriar1 Express
- | |Paypal

SETUP | |Loyalty Card

|| Gift Card

| |eChedk

| | Discover

j | midpoyment | | oeeepayment | | oy peyment |
_ paymenttypengme
A
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27.5 Billing Groups

Billing groups help you define a group of accounts that will be billed on specified day. From Billing - Groups page
you can Add Bill Group, Delete Bill Group or Modify Bill Group using following set of options.

[Services [Padmges [B.mdwidh Actions. [Trmsadiors

s
m Prices. Billing Groups
Biling Groups helps you define a group of accounts that will be billed on specified day
ACCOUNTS
&) Billing group name Send invoice Export ExportPath  Default Delivery Type
prceing Subscription first day of month On biling day - Email -
Locations Send invoice in advance  Biling day Email template
— o ooy e -
Add Operator Locations Set invoice date as Invoice Email Attachment Options
Current day - Invoice as PDF -
-) [ Add Bill Group | [ Delete Bill Group ] [ Modify Bill Group
STATISTICS
Billing group name Setinvoice date as Biling day  Send invoice
L] ation first day of month 1
I MSubsmpﬁnn on subscription day Current day i On subscription day
7_"_{ || Subscription week in advance Current day 1 On subscription day
5 \L‘Subsmpﬁan first day of month only print Current day i On billing day
N J
Al
LOGOUT

Billing group name
Locations

Send invoice

Send invoice in advance
Billing day

Set invoice date as

Export and export path
Default delivery type
Email template

Invoice Email Attachment
Options

Locations

© 2017 Antamedia

Name for group of accounts.

Select locations to which it will apply.

Select will you send invoice on billing day or subscription day.
Set how many days in advance you want to send invoice.
Specify date for a billing.

Set invoice date as current date, current month subscription, next month
subscription or previous month subscription.

Enable export and specify export path.
Specify default delivery type between Email, Hardcopy and Email & Hardcopy.
Choose Email template used for billing.

Select to use Invoice as PDF, Invoice as HTML or None as attachment to Email.

Choose in which locations this service will be available.
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27.6 Billing Services

Services are HotSpot Billing feature that complements the price plans, it gives you a way to increase your profits by
offering various services like remote IT support for HotSpot users, online (cloud) backup of their files, online
support etc. You can include one or more services in customer's plan at the time when account(s) are generated
(from Generate Options[ 7 page), or create combinations of price plans and services called Packages|s3),

Another usage of this feature is refilling the accounts in case users spend all time/quota allowance before the billing
interval is over. You can create services that contain additional time/quota and assign one service per price plan
(under Price Plans - Additional Options tab) to automatically refill the account if time/quota is depleted.

Services options available under Billing - Services page:

Service name
Service description

Time/Bandwidth
Quota

Additional

Subscription
service

Billing interval
Base fee
Setup fee
Active

Show to user

Locations

© 2017 Antamedia

A short name for the service.
Set a longer description for the service.

Tick this box if you want to use this service to refill user accounts and set the amount in
the field next to the box. Service can refill the time in the account, quota or both.

Select this box if you want to define other type of service, like remote support, online
backup etc.

Service will be charged on billing intervals and it will be available only in combination with
subscription price plans.

Set the billing interval if you enabled subscription service option.
Enter the base fee for this service.
Optionally set the service setup fee.

Choose whether this service will be currently available for use or just stored in database.

Choose in which locations this service will be available.
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it [szs | iling Groups Services [Padages |Bandwidth Actons  Transactions

Please spedfy services which will complement the Internet plans and can be used in the package. Services can be defined with time, bandwidth ...

ACCOUNTS
Y Service name Base Fee Setup Fee Locations
g Extra Bandwidth 1GB [ subscription Service | $15.00 I $0.00| All Locations -
Service description Add Operator Locations
S |Pre-Paid Extra Bandwidth 1GE |
BILLING
[ Time
Eanduidih quota ctve Shon to ser
I would like to create sample services now.
[] Additional
STATISTICS
| Service name Subscripti Service type Time Bandwidth quota Setup Fee | Active
| Remote Support Indident [ additional $1.00
I | Remote Support Recurring Additional $25.00
> | Internet Security Additional $4.09
SETUP | Oniine Backup 10 GB Additional $2.50
| Online Backup 25 GB Additional $4.99
| Oniine Backup 75 GB Additional $9.99
| Onlin Support 1 Month Additional $15.00
| Oniine Support 3 Months Additional $35.00
| Online Support & Months Additional 460.00
| Online Support 1 Year Additional $99.00
y O Extra Time 10h [ Time 10:00 $10.00
L
LOGOUT

Nl
27.7 Billing Packages

This option helps you to create various combinations of price plans, services and discounts, these end-products
are called packages. To define a new package, please go to Billing - Packages page and follow these steps:

Enter the Package name.

(Optional) Set longer Package description.

Set Package type and Select price plan.

If required, set the Billing Interval.

(Optional) Enable Promotional package and set promo price and period.
Tick desired items in Add services to a package list.

(Optional) Set a discount for this package.

Click Add Package button to save it.

O NouwA~wWN -

Package options available under Billing - Packages page:

Package name Enter a short name for this package.

Package description Set alonger description for the package.

Package type Choose which type of price plan this package will include.
Select Price Plan Select desired price plan, which belongs to the type you chosen.
Billing interval Set the billing interval if you chosen subscription package type.
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Add servicesto a Select desired services from the list, that will be included in the package.
package

Promotional package Select this option to enable promotional price for a certain period, you can choose exact
end date or set period in days, weeks, months or years.

Active Choose whether this package will be currently available for use or just stored in
database.

Show to user

Locations Choose in which locations this package will be available.
Package discount Optionally, you can include a discount with the package, in this field please select which
discount will be applied.
Package Total This field shows total price for the package, including a discount.
C. ST T TIPS >
i |Pnces lm Groups [Se'w:es Packages |Bmd\nid|h Actions lTra'usacﬁms
Please specify packages that will be used to generate accounts and refills.
ACCOUNTS
X Package name Add services to a package ) Package name. Package Tatal
o PostPaid Package 1 | Remote Suppoert Recurring PostPaid Package 1 £37.40
Packsge desaription PostPaid Package 2 $49.99
—_— | | PostPaid Package 3 £72.49
BILLING
Package Type [ Online Backup 75 GB |
|Po5tPaid Subscription Package ~ |
Select Price Plan
|Pusi?a|d Plan 5GB and 30 Hours w | ["] Promotional package
Billing interval
sTamees
Package discount
SETUP Locations ‘No Discount ~ |
Add Operator Locations Backagellotal $55.00
‘«}m
- [ Add Package ] [ Modify Package ] Delete Package
LOGOUT
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27.8 Billing Bandwidth Actions

HotSpot Billing helps you to prevent overuse of bandwidth by enforcing fair-use policies - Bandwidth Actions.
Using these policies, you can set the software to automatically decrease user's download and/or upload speed
after specified amount of bandwidth quota is reached. For example, if user spends 15GB from allowed 20GB, speed
can be decreased. You can also define multiple actions within one policy, for example 1Mbit after 15GB, 512Kbps
after 18GB and 128Kbps after 20GB. To create a new policy, open Billing - Bandwidth Actions page and follow these

steps:

1. Enter policy name in Action name field.

2. Select Action Type, whether the speed limits will apply after certain bandwidth or time.
3. Choose in which Locations this policy will be available.

4. Set amount of quota/time in After field.

5. Set desired speeds in Set download and Set upload fields.

6. Click Add button.

7. Repeat steps 4-6 if you need to create more bandwidth speed (decrement) actions.

8. Click Add Action button to save new policy.

[
d [Pnces [ﬁ'}g Groups. {Semes [Fadages Bandwidth Actions | Transactions
Dynamic bandwidth actions helps you configure rules to enforce fair-use policy, or change default account speed after specified time. For example, if  user download 400 GB
ACCOUNTS from allowed 500 GB, speed can be decreased.
e Q Action name After Set download Set upload
20 GB plan | | 2000:|e8 ]| 25 0 | kB (kBytes) | | 253||'<30<B‘ft551“\
i e TVEe T After Set download Set
oType | Aftey  Setdownlad  Setupload
BILLING [Bandwith imit v
[ Quota 15.00 GB 100 Kb 100 Kb
|| Quota 18.00GB 50 Kb 50kb
Locations
|| Quota 20.00GB 25Kb 25Kb
All Locations e
Add Operator Locations
STATISTICS
SETUP Action name AcfonType
Bandwith limit
&
'
Al
LoGOUT
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27.9 Billing Transactions

From Billing - Transactions - Received payments page you can view and store records about customer payments.
The payments for prepaid accounts will automatically appear in this list soon as they are generated, if Sell Now

option is enabled.

|Pﬁﬁ \ﬁwg(}mps |Services |Pad<ag$ |Bandwidth Actions Transactions

Store payments which you receive from your customers

Account

USER1 e

Amount Receipt Number

|
L S—
BILLING
Description
STATISTICS
ﬂ 3/ 3:.58 /

Add payment | | Celetepayment | | Modify payment

§20.00
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27.10 Billing Statistics
27.10.Bills

Bills page shows the list of all charged bills. Each bill has the following details: Date, Subtotal, Discount, Tax and
Total amount

If you want to see what was charged on the selected bill, please click on + button to open the list. You can see the
following details:

Description, Subtotal, Quantity, Tax and Total amount

For example, if you generate and sell 10 accounts, you will see in description field
Description: Sold 10 accounts (ID 1-10) with price plan 15 minutes test
Quantity: 10

To display all the bills of specified time period, please select starting and ending date in the From and To fields and
press Show button. HotSpot automatically calculates totals for all bills and displays it in bottom bar.

)
u Bills [Shlis&s [Sdesl!yl’ad&age [l]sage Log [Tramdiurﬁ [log [Embmg
Bills Statistics
ACCOUNTS Locations Date Range From To
1GY |All Locations | [Today V| [ eanis | [ sp3m0is v [ Show ] [ Print
Subtotal
C— Administrator
BILLING | Price  Quantity Total
Sald 10 accounts (ID 22-31) with the package Check Email and Sodial Netwarks £2.00 10 £20.00
|=| 1/2016 8/3/2016 Administrator £20.00 £0.00 £0.00 £20.00
Ttem Description I Price| Quantity | Total,
Sold 10 accounts {ID 6-15) with the Internet plan Chedk Email and Sodal Metworks £2.00 10 £20,00
STATISTICS
" 3
SETUP
A
Al
LOGOUT ! $40.00 $0.00 $0.00 $40.00
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27.10.Statistics

Statistics report is providing valuable data about your HotSpot operation. It will show you total time usage,
bandwidth, number of logins and total sales for selected day or time period. Using this feature you can identify
which days generate lower profit and stimulate customers with appropriate benefits.

Statistical data is collected continuously, after each customer logout, so you can always enjoy fast report display
on screen.

Statistics is available in Chart and Table mode. By default, statistics is displayed in chart mode, giving you a
graphical overview of HotSpot activity. You can see, for example, time usage displayed in minutes, over the
selected period displayed as days of the year.

Depending on the date range selected, you will see an activity in 24 hours for current day, or for a time period
defined with the starting and the ending date in the From and To fields.

oy Bills Statistics Sales By Package [Usage Log [Trmsadiuns [Log [Endslog

= 1
S

o ol

= [F] g
& Hl
£ -
®

< <

‘) Al Locations
oda ~15
STATISTICS H]
From 5
-
A To Z
= Lt 10
SETUP H
E
=
5
«W\\\\ 0
L
oo : ' : oo

Unuie nf thn Rnes
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Table mode shows statistics in a condensed view on a daily basis. For each year, month, and day, you will see
usage time, number of logins, download, upload and total sales.

o8
m Bills Statistics Sales By Package | Usage Log [Ttmsadims Log [EmalsLog
Statistics
ACCOUNTS
\
- ( Chart |
| |
s
Locations
Date Range
v
STATISTICS
From
Ao -
:
- 5
SETUP
,«}m
L
LOGOUT Print 0:20 i 367.90KB 220.20KB 540,00 |

27.10.Sales by package

Sales by package statistics report allows you to analyze how many times each package type is sold, the report is
shown in both pie-chart and table forms. The pie-chart diagram displays percentage of sales by package, while
table shows number of sales and total earnings for each package. To display a report for desired time period,
please select one of predefined time ranges from Date Range field, or choose starting and ending date in the
From and To fields and press Show Report button.
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27.10.Usage Log

Usage Log is a session based report which precisely shows who, when and how much has used your HotSpot
services.

This report shows the following details: Account, IP, MAC, Start time (when a session started), End time (when
session stopped), Usage time, Download, Upload and Sales (if a customer has paid)

To display usage report for specified time period, please select the starting and the ending date in the From and To
fields, or choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show Usage
Report button. You can filter such report for a specified account, IP or MAC address.

A B
ANTAMEDIA
[3 A b [ . h [ b : b [ b [ A
Bills Statistics. Sales By Package Usage Log Transactions Log Emails Log
Usage Reports Locations
ACCOUNTS P -
All Locations ke
1
T Report Type Date Range From To
[usage Log v] o] [ emmev] s
— Filter by Account [P MAC
suine
Sold 10 accounts
(ID 6-15)
Sold 10
8/3/2016 8/3/2016 .
STA s 32?;;;13(1[] 12:33:58 AM 12:33:58 AM 0:00 0.00 KB 0.00 KB £20.00
A
-
SETUP
- 2 0:00 0.00 KB 0.00 KB $40.00 |
LOGOUT | Il Il Il )

Usage report offers many reports like:

Usage Log - shows all sessions and its details

Summary per Account - get totals for selected account
Summary per MAC - get totals for the selected MAC address
Summary per IP - get totals for the selected IP address
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h h b
Bills . [Snm h [SﬂESB‘!PEdGQE - Usage Log [Tra'\sadims [Log [EnisLog
_Usage Reports Locations
All Locations ~
Report Type Date Range From To
Usage Log v [Today v [ e | [ 830 v
Usage Log
Summary per Account
Summary per MAC Show Usage Report
Summary per IP

Top customers by upload

Tap customers by time usage

Top customers by sales

Top customers by number of sessions
ts(iD

3/2016 8/3/2016 . . . >
2:02:48 AM  12:02:48 AM G0 (O0E CO0E LT

3/2016 8/3/2016

12:33:58 AM 12:33:58 AM

Top customers by download =
0:00 0.00 KB 0.00 KB £20.00

You can also get top customers statistics which can help you to identify the customers who have made the biggest
profit, most download, or have spent most of the time using your services.

Top customers by download

Top customers by upload

Top customers by time usage

Top customers by sales

Top customers by number of sessions

The report names are self-explanatory. Top statistics only take sessions where an activity exists.
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27.10.Transactions

Transactions log shows a list of all transactions, it contains sales receipts for prepaid accounts, received payments
for subscription and postpaid accounts, credit memos and refunds.

This report shows the following details: Date and Time, Transaction type, Account(s) that made the transaction,
Description, Amount

To display transactions for specified time period, please select the starting and the ending date in the From and To
fields, or choose one of the predefined time periods (Today, Yesterday, Last 7 days etc.), and press Show button.
You can also filter the view by specified Account and/or transaction type.

[Bls statetcs [Seles By Package | Usage Log T [Emats Log

All Transactions Log

Date Range From To Filter by Trans. Type  Filter by Account
& Taday v| | emajaots v | | a0 v | [ <] | | Show | prnt
| Date and Time. (Transaction Type (Accounts |Description. | Amaunt|
 S— USER20|USER 21|USER 2 Sold 10 accounts (ID 22-31) with the
BILLING am } 2|USER23|USER24|USE package Check Email and Sodal
¥ 3/3/2016 12:33:58 AM  Sales receipts R25|USER26 IUSER27IU Networks $20.00
‘) ] SER28|USER29|
STATISTICS
A
-
SETUP
e
A
LOGOUT
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27.10.Log

Statistics - Log page shows all the actions and events initiated by users, operators or software.

Log shows the following details: Level Information (Warning, Payment, System Error), Action, Date and Time and
Description.

To display all the log items for specified time period, please select starting and ending date in the From and To
fields and press Show button.

(3|
ANTAMEDIA
P2
m [Bls |statistics =ty rodmge T ing | Transactions s emekios
_Billing Log
ACCOUNTS
. This log shows actions and events initiated by users, operatar or software.
= To
, o] pvan o] (sees ] (Lemes [ o Refesh
e
BILLING level  jActon  DateandTime Description | |
Mlnfmmaﬁnn Generate 8/3/2016 12:33:58 AM Generated 10 accounts (ID 22-31)
| Information  Del 8/3/2016 12:45:23 AM  Delete operator
| Information  Moify 8/3/2016 12:49:27 AM  Update bandwidth price
| Information  Moify 8/3/2016 12:49:47 AM  Update bandwidth price
‘) | Information  Moify 8/3/2016 12:50:10 AM  Update bandwidth price
STATISTICS Hlnfwmauun Modify 8/3/2016 12:50:21AM  Update bandwidth price |
Hlnﬂ:rmauon Modify 8/3/2016 12:50:34AM  Update bandwidth price
[ Mlnﬂ:rmauon Modify 8/3/2016 12:51:12AM  Update bandwidth price
f Mlnformauon Modify 8/3/2016 12:51:29 AM  Update bandwidth price
A Mlnformaﬁon Modify 8/3/2016 12:51:46 AM  Update bandwidth price
SETUP Mlnformaﬁon Modify 8/3/2016 12:51:59 AM  Update bandwidth price
Mlnﬂ:rmaﬁon Modify 8/3/2016 12:52:03AM  Update bandwidth price
Mlnﬂ:rmaﬁon Modify 8/3/2016 12:52:24 AM Update bandwidth price
Mlnfmmaﬁnn Modify 8/3/2016 12:52:35 AM Update bandwidth price
| Information  Moify 8/3/2016 12:52:51 AM  Update bandwidth price
| Information  Moify 8/3/2016 12:53:05AM  Update bandwidth price
| Information  Moify 8/3/2016 12:53:28 AM  Update bandwidth price
O | Information  Moify 8/3/2016 12:53:40 AM  Update bandwidth price
) _‘\ Hlnfwmauun Modify 8/3/2016 1:04:35 AM Update package PostPaid Package 1
\ij anﬂ:rmauon New 8/3/2016 1:07:24 AM Insert new action 20 GB plan L
L ~
LOGOUT
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27.10.Emails Log

Emails log page shows a list of all emails automatically sent by the software, like invoices, receipts, expiration
notifications, low time/quota warnings etc. To display emails for specified time period, please select the starting
and the ending date in the From and To fields, or choose one of the predefined time periods (Today, Yesterday,
Last 7 days etc.), and press Show button.

|Bls | Statistics |Sales By Package | Usage Log | Transactions |Log Emails Log
Emails Log
AccounTs Date Range From To
8/3/2016 + 8/3/2016 ~ Shaw
~ Type |Date and Time |Account |Customer Name  Email |Description

MmN

SETUP

, --‘t,o
F f*)‘&
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27.11 Billing Options

27.11.Company Info

Form under the Setup - Options - Company page allows you to specify various details about your company such as
company name, address, email, logo image etc. These details will appear on invoices you send to postpaid
customers. Here you can also define header and footer text for these invoices.

Options |Emeil |Employees | Database |Language License
Company |Misc. Options | Print Optians | Credit Cards | Account Processing

I Company Information
Please enter your company information

|

BILLING
Company Logo

| Add Logo
Address
| | Remaove Logo
o LOGO
STATISTICS [ |
i Postal Code State
s k_‘_“ |Cnunhy | Invoice Header

SETUP
Email
Phone .

Invoice Footer
Mobile
o Mote
N |
L
LOGOUT
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27.11.Misc. Options

Currency

Decimal places
Disable Skin

Required field color
IP Address

In Account Package
include

Show accounts from

Time display format

Quota display format

Bandwidth display
format

Software Priority

Use Synchronization
Actions

© 2017 Antamedia

To configure currency sign, please enter desired letters or sign, and choose should it be
displayed before or after the amount. You can add space field if needed.

Configure number of digits after dot (.) in the price amount. Usually it's set to 2.

Skinned interface can be disabled in some parts of sofware in order to improve
performance and response time.

Select the color for required fields in forms.

Show the accounts from other Antamedia software (Internet Cafe software, HotSpot,
Bandwidth Manager).

Choose format which is used to display time HH:MM (2:35), Hh:Mm (2h 35m), Hh:Mmin
(2h 35min), M m (155m), M min (155 min)

Choose quota format between bytes, KB, MB, GB, TB, PB, or adaptive which
automatically displays the correct format depending on value

Choose the display format of download and upload rate KB (KBytes), Kb (Kbits), MB
(MBytes), Mb (Mbits)

Choose between High and Normal program priority
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’opm F[ﬁ[ﬁ[@wﬁh‘mﬁ
Compary  mscoptons  Pmtopons  (CedtCads  AcountProcessng

ACCOUNTS
o Options
= IP address:
| Currency 192.168.9.1 Show accounts from
BILLING ¢ _Any Software w
Show currency in front of amount In Account Package indude: Time display format
Pricng decimal places Internet Plans HH:MM (2:35) w
Packages
Quota display format
[ Disable Skin (slightly improves arid performance) Adaptive ~
STATISTICS Required field color Bandwidth display format
L IR
|
- 3 Software Priority
SETLR Synchronization High -

With synchronization you will automatically send/receive updates

[ Use Synchronization Actions

© 2017 Antamedia 207



A Antamedia HotSpot Manual

' ‘ HotSpot Billing Add-on
ANTAMEDIA

27.11.Print Options

HotSpot Billing allows you to choose from several templates for pre-paid account, ticket, refill, receipt and refill
receipt printing. To configure print templates, please open Setup - Options - Print Options page. Set receipt title,
header and footer text. Depending on receipt template, this text will appear on printed receipt which you give out
to the customer. Use drop down menus to select print templates for accounts and receipts.

If you do not want to see a preview before printing, which is suitable once you configure print templates, please
select No Preview. To print directly to the default printer, without showing print dialog, please disable Show Print
dialog option.

[
ANTAMEDIA'
Fix)
Options lEmi [Evdoyees |Da|ﬂ:ase leg.lage [cha‘se
‘Cmvaw [m Options. Print Options [ﬂe{it(‘z{h [Accnmtl’mczm
ACCOUNTS
1 = = =
e Receipt Print Options
Default printer
e Receipt Title [] Mo Preview |Micmsnft ¥PS Document Writer ~
BILLING tamedia Billing|
Show Print dialog (choose printer and options)
Receipt Header
Fast Internet connection at the right
price. Account print template Refresh Invoice print
| Accounts - Default «|  [mvoice - Default v
STATISTICS
':_:Elit FW::’ Tickets print template Refill print template
ank you for using our services.
Loking farward to-sesing you agsin. |Accounts - Tickets - Default v |Refil - Default ]
jf‘ Receipt print template Receipt template when account is refiled
|Receipt - Default v v
SETUP
Iwould like to modify print template
T would like to create accounts now.
Iy
Al
LOGOUT
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27.11.Credit Cards

Credit card processing option is very important if you want to automate your HotSpot Billing. With this option you
can install unattended HotSpot gateway and our software will do all the job. Visitors who are willing to use your
services can sign up for username and password, choose a price plan and pay with their credit card. The processing
occurs within seconds and your customers are able to continue using your services.

Antamedia HotSpot offers different credit card processing gateways. Take a look at complete list of the supported
payment gateways PCI DSS Compliance is ensured by allowing you to choose how/if you want to collect customers
credit card details.

For payment gateway configuration, please go to HotSpot Billing - Setup - Credit Cards page and select Payment
Processing Gateway

TErRE]

ANTAMEDIA'

o Options (Enﬂ [E'mlcvees [Dalibase (nguage [bca\se

[comaw (ﬁsc ‘Options [Prht{)pﬁms Credit Cards Account Processing

() _Credit Cards

Payment Processing Gateway Currency Code Payment Gateway
usD i Mot Configured
BIL ["]Enable

e,
“N

LOGOUT
Payment gateways often requires whitelisting of their servers which are used during processing. Please click

Refresh Now link from HotSpot Host Whitelist page. After loading new servers to the list press on Save and
restart HotSpot software.

Refresh servers in the Whitelist on every
|ap1.paypal.mm;paypal.mm;www‘payp; ~

min Refresh Now
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27.11.Account Processing

The software periodically checks all accounts in order to prepare invoices, update speeds based on bandwidth
action settings, send upgrade offers, email notifications etc. Under the Setup - Options - Account Processing page
you can configure interval in which software processes the accounts, please select daily or hourly intervals.

P

ANTAMEDIA!

Y Options ‘Ellﬂ ‘Endoye&c |Dalﬂaw |La'lwage ‘uoansx
‘Ccl!va!y |n&x.0phms |ﬁi|topﬁurs |ereditcards Account Processing

—_ All accounts are checked periodically in arder to prepare invaices, update speeds based on dynamic bandwidth action settings, send upgrade offers etc.
Please configure interval in which are account processed.

BILLING Automatically process accounts

08:00 AM <
Every

STATISTICS Hour(s) Startat [08:00 AM =

ser
, ";O
& fm
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27.12 Email

27.12.Email Setup

Email notification option is used to send Email messages to the customers to remind them about account
expiration, to send invoice/payment receipt or a newsletter, and other purposes. Before you can start sending
messages, please define mail server settings.

Please Enable Email notification to activate the option and fillin SMTP mail server address. If you are not
running your own SMTP server, you can enter SMTP address of your ISP (Internet service provider). The software
will check if SMTP server exists on that address and make the field green or red depending if SMTP has been found.
In the most cases port 25 is used for Email sending, but, if required, the default port can be changed.

If your SMTP server requires authentication, please enable SMTP server require authentication option and
type the username and password. Some SMTP servers might also require POP before SMTP authentication. In this
case you need to specify POP3 mail server, the used port (default 110) and the account username and the
password.

To test Email delivery, please enter Emails in from and to fields and click Send Test Email button. If you get a test
Email, everything is properly configured. When you finish, please click Save button.

Ak [Omm—\ f—— [Emlayees [— _— license

Email Setup [Emal Templates [Emai Notheatons

ACCOUNTS
o _Email Setup
["] Enable Email notifications [] Verify Email using BriteVerify service (www.briteverify,com)
S SMTP mail server Port BriteVerify APT
BILLING |msil.domain, com | s [ |
|:| SMTP server requires authentication
Username Password

[ Use "Pop befare SMTP" authentication
POP3 mail server Port

|mail.domain, com | o 2]
| Username Password
— | I | Save

SETUP

_Test Email Delivery

From

‘From@domaln‘com |
To

‘To@dcmam.ocm |

y
N
o
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27.12.Email Templates

Email templates feature helps you to define the look and content of Email messages which will be sent to your
customers. By default, HotSpot Billing offers a few different templates like: expiration reminder, billing notification,
prepaid promotions, bandwidth rate notification. You can edit the existing one or add new templates. Please note
that message text is a HTML code, and Email is sent as a HTML Email.

Each Email template is defined with:

Description Description is displayed in the software from where an operator chooses Email
template
Subject Email subject
From Your name, company name or the department
Email Your Email from which you are sending a message
[

ANTAMEDTA

aat Options Email [Evdnytes |Database [ng:age —
Email Setup Email Templates | Emall Notifications

ACCOUNTS
1 Email Tem plates I would like to create sample Email templates now.
Email template description Message
|Acmunt Bandwidth Rate Notification ‘ <HTML=<HEAD > e
- Subject <TITLE>[HotSpot] Account Bandwidth Rate Motification</TITLE> 0
BILLING Lbje <META http-equiv=Content-Type content="text/html; charset=is0-8859-1">
|[HctSpct] Account Bandwidth Rate Notification ‘ <STYLE type=textfcss>
From Emal ‘styl;TExt {FONT-SIZE: 12px; FONT-FAMILY: Tahoma, Arial, Helvetica, sans-
seri
[office@¥ourHotspot.com | [office@vourtotsnat.com | [ StvieTitie (FONT-SIZE: 16px; FONT-FAMILY: Tahoma, Arial, Helvetica, sans-serif;
Reply to (optional) Delivery notification to (optional) font-weight: bold}
| | | |:styieFooter {FONT-SIZE: Spx; FONT-PAMILY: Tohorma, Arial, Helvetica, sans-
serif}
STATISTICS Sensitivity Priority </STYLE ></HEAD>
|compary Confidential V| | |<BODY bacolor="2FFFFFF">
<DIV align=center>
<table width="600" border ="0" cellspacing="0" cellpadding="0">
<tr>
4 <td valign="top” height="210">
. [ add || opelete || modiy | <table width="100%" border="0" cellspading="0" cellpacding="0">
SETUP <tr>

<td width="79%" valign="top" height="85">

<p><span dass="style3"»<br>
<fspan><span dass="styleTile">Dear Y%ACCOUNT %</ span>
<hr style="border: 1px solid #dddddd;">

<span
dlass="styleText"> <br > &nbsp; &nbsp; &nbsp; &nbsp; Your bandwidth rate has been boosted to
<b>%BANDWIDTH_RATE%</b>. </span><br >

<span dass="styleText"><br =&nbsp; &nbsp; &nbsp; &nbsp;It
will revert to original rate at <b>%:BANDWIDTH_TO%</b>. </spanz<br>

<span
4 /D dlass="styleText"> <br > &nbsp; nbsp; &nbsp; &nbsp;Cost of this service has been added to
& | 'your account. </span<br >
'\i \bx <span dass="styleText"><br =&nbsp; &nbsp; &nbsp; &nbsp;If
'you have any questions, please contact our office. </span=<br>
LOGOUT <fp> a
&

© 2017 Antamedia 212



A Antamedia HotSpot Manual

' ‘ HotSpot Billing Add-on

ANTAMEDIA

27.12.Email Notifications

HotSpot Billing can automatically send warning notification when accounts reach low value of time and/or quota.
Under the Setup - Email - Email Notifications page you can configure notification templates and exact time and
quota thresholds causing the software to send warnings. You can set multiple warnings of the same type, for
example send warning when 500Mb quota is reached, next warning for 200Mb, next for 100Mb etc. To configure a
new template, please follow these steps:

Enter the Notification Name.

Choose the type of warning, time or bandwidth quota.
Set the value that will trigger the notification.

Select the Email Template.

Enter desired Notification message text.

Click Add Notification button.

ok wnN =

m {mms:\ Email [Evduyees [Datzbm [ngjage [LKE"SE

[Emd Setup [—— Email Notifications

o Email Notifications

Notification Name Notification message Locations

- Low quota Low quota All Locations v
BILLTNG [] Time Bandwidth quota Add Operator Locations

quota is less 1000 . GB

Email template
|Acmunt Bandwidth Rate Notification ~ |

Bandwidth quota 10,00 GB
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27.13 Employees

Antamedia HotSpot supports the employee accounts with different access rights. Each employee have to login in
order to do tasks in HotSpot. There are many types of employee accounts like: Administrator, Supervisor,
Manager, Operator, Technician etc and this is defined by type field. You can also create employee account with
custom access rights.

Administrator is granted full access in the software.

Manager can access statistics, reports, bills, action logs. Manager may create and modify the account properties or
refill accounts, but may not Start or Stop HotSpot engine or access HotSpot setup pages.

Operator can only create and sell the accounts using simple, easy to learn interface.

How to create new employee account:

1. Type Username and Password of your employee

2. Choose Type of employee account

3. Fillin other optional details, like address, city, birthday, email, mobile number, document ID
4. Select Active to allow login in the HotSpot

5. (Optional) Add a photo of the employee or document scan

6. Click Rights tab and assign access rights to employee account

7. Press Save button to store a new employee in database

To delete employee account from the list, please select the account with left mouse click and press Remove
button.
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27.14 Database

27.14.Settings

On the first run of HotSpot Billing, Setup Wizard will configure Database Server IP address, and you will not need
to modify anything on this page. If you have installed Database Server on other computer, please configure correct
IP address.

Database settings page contains following options:

DBServer IP Address IP address of the computer where Database Server has been installed. This IP is
usually the same as HotSpot IP address

DBServer Port Port used by Database Server. Default port is 12010*.

DBServer Username Database Server username. Default username is Administrator¥.
DBServer Password Database Server Password. Default password is EDBDefault*

DBServer Compression If HotSpot is connected to the Database Server through the Internet it is

recommended to use higher compression to get faster response from the
database. When running on the same computer, default compression setting (6) is

recommended.
Save & Reconnect Save settings and reconnect HotSpot to the Database Server
With search and sorting With this option enabled you have ability to sort accounts (per name, IP, time
functionality on grid etc.). If you are using computer with slower CPU and Ram memory, it is
headers recommended not to use this option.

Without search and sorting Account sorting is disabled and HotSpot will display accounts much faster and get
functionality on grid overall better performance. It is recommended to select this option.
headers

Always display only 1000 first If you have a large database and experience slow display of accounts when clicking

accounts on ACCOUNTS button, please consider using this option. It will significantly speed
up database display on screen as only first 1000 accounts from result set will be
displayed.

*Please note that the default port, username and password can be changed in the Database Server configuration
menu
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27.14.Maintenance

Everyday HotSpot activity increases database size. Although HotSpot can handle millions of records easily, it might
be a good idea to perform maintenance on a regular basis. With default HotSpot setting all the accounts are
displayed after clicking on Accounts button. With large database and many old and expired accounts it might take
time to show them on screen. Account maintenance can help you keep the database fresh and speed up the
display of accounts.

Account maintenance options available in Setup - Database - Maintenance page are:

Expire Before Use it to delete the accounts which expired before the specified date

Last used before Delete old accounts that have not been used lately

Time left less than Use it to delete accounts with few minutes left time. In the field specify the time interval
in minutes

Inactive Delete all deactivated accounts

Unsold Delete the account that is generated with Sell Later option enabled, but not sold yet

_Account Maintenance

Delete all accounts that match any of the following conditions:

Expired before ez T Delete All Accounts in Database
Lastueedbefore @ Warning: You will loose all data as this option can't be undone.
Time leftis ess than 5t minues

{insold!

After selecting the desired options, please click on Delete Accounts to delete the accounts from the database.
Please be careful with this function since deleted accounts cannot be restored.
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27.15 Language Editor

To modify the existing translation file or create completely new, please follow these steps:

1. Go to Setup - Language page

2. Click on a line you wish to modify and it will appear in edit field below
3. Type a new text

4. Press Enter key and new line will be saved

5. Repeat the steps 2-4 for all the sentences you want to translate

6. When you finish, press Save button

7. Type the new name for translation file and press Save button in dialog

. e [
ANTAMEDIA
5
Language Editor
ACCOUNTS
(&Y HotSpat Biling -
p—— HotSpot Biling is ready. @
ACCOUNTS
| BILLING
R STATISTICS
BILLING SETUR
LOGOUT
Database Server cannot be reached.
Language setup. ..
Users
Download
Upload
Loading Registry Settings. ..
STATISTICS Cannot connect to the database server,
Can't connect to local database.
| Configuring layout...
Starting GUL..
f Trying to connect to the DBServer IP
j‘ DBServer connection error:
-l Connected to the DBServer IP
SETUP Cannat connect to the database server. \a
Please dlick the line, translate it and press the Enter key 0
Language Character Set
) e o e o
rm
L
LOGOUT
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27.16 Licensing

After ordering HotSpot billing Add-On from our site http://www.antamedia.com/buy/hotspot/ you will receive
confirmation e-mail and informations about your Customer ID.

We will make your unique license and send it to specified e-mail address. If you have any issues with the license,
please contact directly our sales department at sales@antamedia.com

FErr=T

ANTAMEDIA

ACCOUNTS Unlicensed version
Please restart software after 60 minutes

; @ sales@antamedia.com
P support@antamedia.com
‘ '-9 www.antamedia.com

www.antamediahotspot.com
F N

STATISTICS
us +14088444480
_ ANTAMEDIA 1140 5o
[ AU +61280035990
UK +442081446610
4 INT +381652106600
= +381652108800
SETUP

Antamedia_Sales
=0T Antamedia_Support

© 2017 Antamedia 218


http://www.antamedia.com/buy/hotspot/
mailto:sales@antamedia.com

A

ANTAMEDIA

ANTAMEDIA
NEBOJSINA 30
11000 BELGRADE
SERBIA

SALES

US +14088444480

UK +442081446610
INT +381652106600
INT +381652108800
sales@antamedia.com

CUSTOMER SUPPORT

US +14088444450

AU +61280035990

INT +381652107700

INT +381642101636
support@antamedia.com

www.antamedia.com



	Introduction
	What is Antamedia HotSpot ?
	How Can It Help You ?

	Requirements
	Pre-installation Steps
	Network Topology Examples

	Network Configuration
	Network Setup
	DHCP Settings
	Filtering
	Speed Boost
	Autologin

	Database Server
	Database Settings
	Database Maintenance
	Importing Accounts
	Accounts Print and Export
	Database Backup
	Connecting Multiple HotSpots

	Login, Signup and Logout
	Login
	SignUp
	Logout

	What is User, Ticket and Refill ?
	Creating Accounts
	Generate Accounts
	Modify Generate Options

	Customer Accounts
	Account Info
	Manage Generated Account
	Customer Details
	Customer Photo
	Invoices
	Updating Accounts

	WiFi Locations
	Operator Panel
	User Interface
	Remote Operator

	Internet Plans
	Defining an Internet Plan
	Bandwidth Limits
	Additional Options
	Usage pricing
	Taxes
	Discounts

	Credit Card Processing
	PayPal

	Usage Schedule
	URL Tracking
	URL Tracking
	URL Keywords
	URL Blacklist
	URL Whitelist
	Web Filter

	Whitelist
	MAC Whitelist
	IP Whitelist
	Host Whitelist
	MAC Blacklist

	HotSpot Access Rights
	Main Administrator Password
	Creating Employee Accounts

	Advertising with HotSpot Click
	Starting HotSpot Click
	Ads
	Coupons
	Announces
	Statistics
	Options

	HotSpot Cloud
	MikroTik Router Configuration
	OpenWRT Router Configuration

	Free Access
	Free Access Limits
	Free Access Daily Limits
	Free Access Options

	HotSpot Pages
	Default page
	Customize
	Themes
	Sign Up Settings
	Collecting Customer Details
	Welcome Page and Options
	SSL Certificate

	Social Networks
	Social Accounts
	Social Buttons
	FaceBook API
	Twitter API
	VK API
	LinkedIn API
	Google +

	E-mail Notifications
	Email Setup
	Notifications
	SMTP Redirect

	Options
	Company Info
	Receipt Printing
	Miscellaneous Options
	API Integration
	SMS Provider Setup
	Active Directory Integration
	Central Server
	Watchdog Setup
	Windows Service

	Statistics
	Dashboard
	Usage Reports
	Statistics
	User Data
	Emails
	Surveys
	Bills Report
	HotSpot Log
	URL Log
	Connection Log
	Realtime usage
	Monitoring

	Language Editor
	Licensing
	HotSpot Billing Add-on
	Account Types
	Generate Accounts
	Generate Options
	Subscriptions
	Customer Details
	Managing Accounts
	User Invoices

	Billing Operators
	Billing Locations
	Billing Prices
	Price Plans
	Usage Pricing
	Bandwidth Prices
	Taxes
	Discounts & Coupons
	Payment Type

	Billing Groups
	Billing Services
	Billing Packages
	Billing Bandwidth Actions
	Billing Transactions
	Billing Statistics
	Bills
	Statistics
	Sales by package
	Usage Log
	Transactions
	Log
	Emails Log

	Billing Options
	Company Info
	Misc. Options
	Print Options
	Credit Cards
	Account Processing

	Email
	Email Setup
	Email Templates
	Email Notifications

	Employees
	Database
	Settings
	Maintenance

	Language Editor
	Licensing


